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Using this guide
Before using this guide, become familiar with the Exinda documentation system.

Documentation conventions
These documentation conventions apply across all of the Exinda documentation sets. All instances of
the following may not appear in this documentation

Typographical conventions
n bold - Interface element such as buttons or menus. For example: Select theEnable checkbox.

n italics - Reference to other documents. For example: Refer to theExinda Application List. Also used
to identify in the various procedures the response the systems provide after applying an action.

n > - Separates navigation elements. For example: Select File > Save.

n monospace text - Command line text.

n <variable> - Command line arguments.

n [x] - An optional CLI keyword or argument.

n {x} - A required CLI element.

n | - Separates choices within an optional or required element.

Links
With the exception of the various tables of contents, all links throughout the documentation are blue.
Most links refer to topics within the documentation, but there may be links that take you to web pages on
the Internet. In this documentation we differentiate between these types of links byunderlining only the
external links.

Tips, Notes, Examples, Cautions, etc.
Throughout this manual, the following table styles are used to highlight important information:
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n Tips include hints and shortcuts. Tips are identified by the light blub icon.

TIP
text

n Notes provide information that is useful at the points where they are encountered. Notes are
identified by the pin and paper icon.

NOTE

Text

n Important notes provide information that is important at the point where they are encountered.
Important notes are identified by the amber triangle.

IMPORTANT
Text

n Cautions provide warnings of areas of operation that could cause damage to appliances. Cautions
are identified by the orange triange.

CAUTION

Text

n Examples are presented throughout the manual for deeper understanding of specific concepts.
Examples are identified by a pale green background.

E X A M P L E
Text

n Best Practices are identified by the "thumbs-up" icon.

Best Practice:

It is a best practice to
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Accelerate Exchange and Microsoft Outlook traffic
Exinda x800 appliances have built-in support for accelerating MAPI traffic. To gain the most benefits
from Exinda's acceleration, compression and WAN Memory technologies, it is recommended that any
native encryption be disabled in Exchange and Outlook.

n Enable MAPI Acceleration on the Exinda Appliances (page 8)

n To disable encryption of all MAPI traffic, you must turn off encryption on both Microsoft Outlook and
the Exchange server. See Turn off MAPI encryption in Microsoft Outlook (page 9) and Disable
encryption on the Exchange server (page 11).

n Verify MAPI traffic is being accelerated.

n View MAPI Acceleration Results (page 12)

n Conversations in Real Time (page 14).

NOTE

If you encounter any issues, see "Troubleshoot
problems with MAPI acceleration" on page 19.

Enable MAPI Acceleration on the Exinda Appliances
Turn Acceleration ON for the policy that captures MAPI traffic. By default, MAPI falls into the Mail policy.

1. With your browser, open the Exinda Web UI.

https://UI_IP_address.

2. Type theUser Name and Password.

3. ClickLogin.
The ExindaWebUI appears.

4. Ensure you are inAdvancedmode.

5. ClickConfiguration > Optimizer.

6. At the end of the Virtual Circuit policy list, type a priority number in theOrder field, and selectMail -
Guarantee Low 5%-100% - Accelerate.

7. ClickAdd to WAN outbound.

The policy is added to the active policies for the virtual circuit.
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Chapter 1:  Accelerating Exchange and Outlook Traffic (MAPI) 9

8. To restart the Optimizer, in the system toolbar clickRestart.

NOTE

This can be done by following the Optimizer Wizard in
the Basic User Interface. Select ‘Yes’ when asked if you
would like to accelerate.

Turn off MAPI encryption in Microsoft Outlook
Exinda recommends that encryption of contents and attachment for output messages should be
disabled to maximize reduction, as each user will encrypt files with a different key. MAPI Encryption is a
client side configuration parameter in Outlook. Therefore, to disable MAPI encryption you need to make
the change on each Outlook client.

You must disable encryption on all Microsoft Outlook clients as well as the Exchange server. See
"Disable encryption on the Exchange server"on page 11.

Turn off MAPI encryption in Outlook 2003

1. Open Microsoft Outlook.

2. Configure the Trust Center.

a. On the Toolsmenu selectOptions.

b. Switch to theSecurity tab.

c. Ensure theEncrypt contents and attachments for outgoing messages checkbox is not
selected.

d. To close the dialog and save the settings, clickOK.

e. To close the Options dialog, clickOK.
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3. Configure the Account Settings.

a. On the Toolsmenu selectEmail Accounts.

b. On theE-mail tab, select the email account and clickChange.

c. On the Server Settings page, clickMore Settings.

d. Switch to theSecurity tab.

e. Ensure theEncrypt data between Microsoft Outlook and Microsoft Exchange checkbox is
not selected.

f. To close the dialog and save the settings, clickOK.

g. To close the Server Settings dialog, clickNext and Finish.

Turn off MAPI encryption in Outlook 2007

1. Open Microsoft Outlook.

2. Configure the Trust Center.

a. On the Toolsmenu select Trust Center.

b. ClickTrust Center Settings.

The Trust Center dialog opens.

c. ClickE-mail Security.

d. Ensure theEncrypt contents and attachments for outgoing messages checkbox is not
selected.

e. To close the Trust Center dialog and save the settings, clickOK.

f. To close the Options dialog, clickOK.

3. Configure the Account Settings.

a. Outlook 2007: On the Toolsmenu selectAccount Settings.

b. On theE-mail tab, select the email account and clickChange.

c. On the Server Settings page, clickMore Settings.

d. Switch to theSecurity tab.

e. Ensure theEncrypt data between Microsoft Outlook and Microsoft Exchange checkbox is
not selected.

f. To close the dialog and save the settings, clickOK.

g. To close the Server Settings dialog, clickNext and Finish.

© 2016 Exinda Networks Inc.



Chapter 1:  Accelerating Exchange and Outlook Traffic (MAPI) 11

Turn off MAPI encryption in Outlook 2010 and 2013

1. Open Microsoft Outlook.

2. Configure the Trust Center.

a. On the Filemenu selectOptions.

b. ClickTrust Center > Trust Center Settings.

The Trust Center dialog opens.

c. ClickE-mail Security.

d. Ensure theEncrypt contents and attachments for outgoing messages checkbox is not
selected.

e. To close the Trust Center dialog and save the settings, clickOK.

f. To close the Options dialog, clickOK.

3. Configure the Account Settings.

a. On the Filemenu select Info > Account Settings.

b. On theE-mail tab, select the email account and clickChange.

c. On the Server Settings page, clickMore Settings.

d. Switch to theSecurity tab.

e. Ensure theEncrypt data between Microsoft Outlook and Microsoft Exchange checkbox is
not selected.

f. To close the dialog and save the settings, clickOK.

g. To close the Server Settings dialog, clickNext and Finish.

NOTE

These parameters are configurable through a global change
so that each client does not need to be individually
changed.

Disable encryption on the Exchange server
For 2007, 2010, and 2013 Exchange servers, Exinda recommends that encryption of the MAPI protocol
should be disabled to maximize reduction, as each user will encrypt files with a different key. You must
disable encryption on all Microsoft Outlook clients as well as the Exchange server to maximize the
benefit. See "Turn off MAPI encryption in Microsoft Outlook"on page 9

© 2016 Exinda Networks Inc.



12 Chapter 1:  Accelerating Exchange and Outlook Traffic (MAPI)

NOTE

Encryption cannot be disabled on Exchange 2003 servers,
but it will not enforce a policy requiring encrypted
communications between Exchange and Outlook.

Turn off encryption on Exchange 2007 servers

1. Open theExchange Management Shell.

2. At the command prompt, type the following command:

Set-MailboxServer <ExchangeServerName> -MAPIEncryptionRequired:$false

3. To verify the change to the encryption status, type the following command:

Get-MailboxServer <ExchangeServerName>

Turn off encryption on Exchange 2010 and 2013 servers

1. Open theExchange Management Shell.

2. At the command prompt, type the following command:

Set-RpcClientAccess -Server <ExchangeServerName> -EncryptionRequired $false

3. To verify the change to the encryption status, type the following command:

Get-RpcClientAccess -Server <ExchangeServerName>

Verify MAPI traffic is being accelerated
Confirm that the MAPI traffic from Microsoft Outlook and Exchange are being accelerated.

View MAPI Acceleration Results (page 12)

Conversations in Real Time (page 14)

View MAPI Acceleration Results
View the reduction in MAPI traffic on the network.

1. With your browser, open the Exinda Web UI.

https://UI_IP_address.

2. Type theUser Name and Password.
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3. ClickLogin.
The ExindaWebUI appears.

4. Ensure you are inAdvancedmode.

5. ClickMonitor > Optimization and switch to theReduction tab.
The report displays the reduction in MAPI traffic.
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Conversations in Real Time
The Conversations in Real Time monitor shows the top conversations by throughput observed by the
Exinda appliance during the last 10 seconds. This report can answer questions such as:

n My link is congested; who's doing what on my network right now?

n I think I have a problem with a particular host or subnet; what is that host or subnet doing right now?

n Is the traffic being accelerated or processed by Edge Cache properly?

n Is the traffic passing through my High Availability or Cluster correctly?"

The Conversations in Real Time monitor shows inbound conversation traffic separately from outbound
conversation traffic. The conversations are represented as external IP, internal IP, and application.
Some traffic types will show extra information, such as the URL for example, in square brackets
following the application. The traffic is sorted by transfer rate. The packet rate and number of flows for
each conversation in that 10 second period is also shown. You can set the chart to refresh frequently or
infrequently or not at all. Each refresh shows 10 seconds of data.

The Conversations in Real Time monitor can help you diagnose the following by:

n Filtering the conversations by IP address or subnet

n Showing the user name associated with the internal IP address

n Showing which policy the conversation falls into

n Allowing connections within a flow to either be shown individually or to be grouped together

n Highlighting accelerated conversations (in yellow) and indicating the acceleration technique being
used

n Highlighting conversations that have been processed by Edge Cache (in blue)

n Indicating how the conversations is flowing through the high availability cluster

n Indicating if you are seeing asymmetric traffic
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Where do I find this report?

Go toMonitor > Real Time > Conversations.

To understand the acceleration and high availability icons & colouring

When a conversation has been accelerated by the Exinda appliance, the conversation is highlighted
in yellow and the application acceleration technologies being applied to that conversation are
displayed on the left-hand side as a series on icons.

For example, the FTP connection below is accelerated (shown in yellow) and is also been processed
by WAN Memory (indicated by the icon).

When a conversation has been processed by Edge Cache (see theEdgeCache "How-to" Guide), it
is highlighted in blue.
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The following legend describes the meaning of each acceleration icon.

WAN Memory: The connection is been processed by WAN Memory.

CIFS Acceleration: The connection is been processed by CIFS Acceleration.

SSL Acceleration: The connection is been processed by SSL Acceleration.

NCP Acceleration: The connection is been processed by NCP Acceleration.

MAPI Acceleration: The connection is been processed by MAPI Acceleration.

When an appliance is deployed in a High Availability (HA) or Clustering mode, the following icons
may also appear next to each conversation.

Asymmetric: The traffic is asymmetric, and is not being accelerated.

Locally Bridged: The connection is passing through this appliance in the cluster.

If the row is colored yellow, then the flow is remotely accelerated.

Remotely Bridged: The connection is passing through another appliance in the cluster.

If the row is colored yellow, then the flow is remotely accelerated.

Locally/Remotely Bridged: The connection is passing though both this and other appliances in
the cluster. (Asymmetric traffic)

If the row is colored yellow, then the flow is remotely accelerated.

Locally Bridged + Locally Accelerated: The connection is passing through this appliance in the

cluster and is being accelerated on this appliance.

Remotely Bridged + Locally Accelerated: The connection is passing through another appliance

in the cluster and is being accelerated on this appliance.

Locally/Remotely Bridged + Locally Accelerated: The connection is passing through both this

and other appliances in the cluster and is being accelerated on this appliance. (Asymmetric

traffic)

When an appliance is deployed in a High Availability (HA) or Clustering mode, the following icons
may also appear next to each conversation.
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To filter by IP address or subnet

Simply type the IP address or subnet in the IP/Subnet Filter field at the top of the screen and click
Apply. The conversations can be filtered by IPv4 or IPv6 addresses.

To show the user associated with the internal hosts

Check theShow Users checkbox.

To group individual connections within a flow as a single line item or to show each connection
as a separate line item

Toggle on or off theGroup checkbox at the top of the screen.

To display the policy the conversation falls into

SelectShow Policies checkbox at the top of the screen.

Trouble-shooting virtual circuits and policies

If you are unsure whether traffic is being processed properly by the virtual circuit or the policies
within your virtual circuit, it is best to use real time monitoring to determine if traffic is hitting your
virtual circuit as you would expect.

1. On the Real Time Conversations screen.

2. SelectShow Policies checkbox at the top of the screen to group the conversations by virtual cir-
cuit and policy.

3. Look at the traffic falling under your virtual circuit to decide if the correct traffic is in there.

4. If there is traffic that you were expecting that is not there, look in other virtual circuit groups to see
where you expected traffic is.

5. If your traffic is falling into the wrong virtual circuit, check the definition of the affected virtual cir-
cuits and ensure the most specific virtual circuit is higher in the policy tree.

Understanding the Conversation Report
When a conversation has been accelerated by the Exinda appliance, the Conversation is highlighted in
yellow and the Application Acceleration technologies being applied to that conversation are displayed
on the left-hand side as one of a series on icons. For example, the FTP connection below is accelerated
and is also been process by WAN Memory.
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When a conversation has been processed by Edge Cache (see the Edge Cache "How to"guide) it is
highlighted in blue.

The following legend describes the meaning of each icon.

WAN Memory: The connection is been processed by WAN
Memory.

CIFS Acceleration: The connection is been processed by CIFS
Acceleration.

SSL Acceleration: The connection is been processed by SSL
Acceleration.

NCP Acceleration: The connection is been processed by NCP
Acceleration.

MAPI Acceleration: The connection is been processed by MAPI
Acceleration.

When an appliance is deployed in a High Availability (HA) or Clustering mode, the following icons may
also appear next to each conversation.

Asymmetric: The traffic is asymmetric, and is not being
accelerated.

Local: The connection is passing through this appliance in the
cluster.

Remote: The connection is passing through another appliance in
the cluster.

Local/Remote: The connection is passing though both this and
other appliances in the cluster.
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Alerts
Alerts will notify you when there are issues or potential issues with either the Exinda appliance system
(such as CPU utilization and memory paging) or with your traffic (such as an application performance
score dropped).The alerts can either be sent by email or by SNMP traps. Use the alerts to ensure the
system and your network is operating the way you need it to.

NOTE

To email alerts, valid SMTP and email settings are required.
See Email Configuration (page 39). Recipients of the email
alerts are configured where SMTP is configured.

To send SNMP traps, valid SNMP settings are required. See
SNMP Configuration (page 32).
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Some alerts are enabled with no option to disable, but for all alerts you need to decide if you want email
notifications and/or SNMP traps. For some alerts, you can specify operational thresholds to trigger or
clear the alerts.

Specified Thresholds Exceeded
n SLA Latency –Alert raised when the specified latency for an SLA object is exceeded.

n SLA Loss –Alert raised when there is loss for a SLA.

n APS –Alert raised when the defined threshold for an APS object is exceeded.
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n APM –Alert raised when the defined threshold for an APM object is exceeded.

n Connection Limiting –Alert raised when one or more Virtual Circuits has connection limits
enabled, and the threshold was reached.

n Max Accelerated Connections Exceeded –Alert raised when the number of accelerated con-
nections exceeds the licensed limit. Connections over the licensed limit pass through the appliance
and are not accelerated.

Particular Traffic Patterns Detected
n Asymmetric Route Detection –Alert raised when traffic from a single connection comes in to the

network through one interface or node, and goes out through another interface or node.

n SMB signed connections –Alert raised when SMB signed connections are present.

n MAPI Encrypted Connections –Alert raised when encrypted MAPI traffic to a Microsoft Exchange
server is detected on an Exinda appliance. Encrypted MAPI traffic cannot be accelerated.

Appliance Issues
n CPU Utilization –Alert raised when the CPU utilization threshold is reached. The defaults are 95%

and 80% busy respectively.

n Disk Usage –Alert raised when the used disk space threshold is reached. The defaults are 7% and
10% free respectively.

n Memory Paging –Alert for memory use and paging.

n NIC Collisions –Alert raised when collisions are present on the interfaces. The defaults are 20 and
1 per 30 sec respectively.

n NIC Link Negotiation –Alert raised when the speed/duplex on an interface is set to auto, but it is
negotiating at half duplex and/or 10Mbps.

n NIC Dropped packets –Alert raised when dropped packets are present on the interfaces.

n NIC Problems - RX –Alert raised when RX errors are present on the interfaces.

n NIC Problems - TX - Alert raised when TX errors are present on the interfaces.

n System Startup –Alert raised when the Exinda appliance boots up.

n Bridge Link –Alert raised when one of the links on an enabled bridge is down.

n Bridge Direction –Alert raised when the appliance cabling is incorrect. In most cases, it indicates
the Exinda WAN interface has been incorrectly plugged into the LAN and vice versa.

n Redundant Power –Alert raised when one of the power supplies fails (only available on platforms
with power redundancy).

n Redundant Storage –Alert raised when one of the hard disks fails (only available on platforms with
storage redundancy).
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Related Task
Enabling System Alerts (page 23)

Enabling System Alerts
Use the following instructions to enable the system alerts.

Before you begin…

Read through Alerts (page 20) for an understanding of what each of the alerts does.

To enable alerts

1. Go toConfiguration > System > Setup > Alerts.

2. For each of the listed alerts, decide upon which you need Enabled.

3. For each of the enabled alerts, select the types of notification to receive:Send Email,Send SNMP
Trap, or both.

4. If selecting CPU Utilization,Disk Usage, orNIC Collisions alerts, specify the Trigger Threshold
and Clear Threshold levels that cause the notifications to be sent.

NOTE

When the Trigger Threshold is reached, an alert
notification is sent to the administrator. When the Clear
Threshold values are reached, the notifications stop being
sent.

5. ClickApply Changes.

Email Configuration
An SMTP server is required for sending email from the Exinda appliance. The appliance can email
scheduled reports, system alerts, and auto-support notifications. Initially, you must configure the
connection to the SMTP server, and then manage the users who receive the system notifications.
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Related Topics
Configuring SMTP Server settings (page 41)

Adding notification email recipients (page 41)

Testing the SMTP configuration (page 42)

Removing notification email recipients (page 42)

DNS and Domain Names Configuration
The DNS page is used to set a host name for your Exinda appliance and to configure the location of your
DNS server(s). You can also configure domain names that can be used to resolve hostnames in other
configuration screens.

The Exinda appliance hostname should be unique on the network. The DNS server setting may be
dynamic, configured by the DHCP server, or it could be configured by entering one or more
IP addresses of your DNS server(s).
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NOTE

A valid DNS server is required for Edge Cache, system
alerts, scheduled reports, firmware updates, license
updates, and Anonymous Proxy updates

Where do I find this configuration?

Go toConfiguration > System > Network > DNS.

To configure the appliance's hostname

1. In theSystem Host Name section, in theHost Name field, type the name for this appliance.

2. ClickApply Changes.

How do I know if the DNS was configured by the DHCP server?

In the Static and Dynamic Name Servers section, there will be an IP address where the source is
indicated to be dynamic. Dynamic means it was configured by the DHCP server.

To configure the location of the DNS servers

1. In theSystem Host Name section, type the IP addresses of your DNS servers in one or more of
thePrimary DNS field,Secondary DNS field, and Tertiary DNS field.

2. ClickApply Changes.
The IP addresses entered will appear in theStatic and Dynamic Name Servers section as
configured.
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To add a domain name

1. In theAdd New Domain Name area, type the new domain name.

2. ClickAdd New Domain Name.
The domain name is added to theStatic and Dynamic Domain Names list. All manually added
domain names are static.

To remove a domain name

1. In theStatic and Dynamic Domain Names list, select the domain to remove.
Onlymanually added domain names can be removed.

2. ClickRemove Selected.

View the status of an alert
System alerts notify you of any system issues that may require further attention and troubleshooting. If a
system alert is raised the system health status is set to 'Warning' and an email alert is sent.

1. With your browser, open the Exinda Web UI.

https://UI_IP_address.

2. Type theUser Name and Password.

3. ClickLogin.
The ExindaWebUI appears.

4. Ensure you are inAdvancedmode.

5. ClickMonitor > System > Diagnostics, and switch to theSystem tab.

Anything that has generated alerts display the last time an alert was triggered, and the total number
of alerts that have been sent.

6. To view the alert that has triggered the warning, click the alarm name.

Use the information in this alert to help troubleshooting the issue.

7. To remove the history for an alert, clickReset.
The system health status is returned to OK.
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Alert Name Description

CPU Utilization Alert raised when the CPU utilization threshold is reached. The trigger and
clear thresholds can be altered. The defaults are 95% and 80% busy
respectively.

System Disk Full Alert raised when the used disk space threshold is reached. The trigger
and clear thresholds can be altered. The defaults are 7% and 10% free
respectively.

Memory Paging Alert for memory use and paging. This means that the data in RAM is
swapped to disk. Excessive paging alerts could indicate a system that is
running low on RAM resources. Check RAM & SWAP graphs under
Monitoring > System.

Bridge Link Alert raised when one of the links of an enabled bridge is down.

Bridge Direction Alert raised when the appliance cabling is incorrect. In most cases, it
indicates the Exinda WAN interface has been incorrectly plugged into the
LAN and vice versa.

Link Negotiation Alert raised when the speed/duplex on an interface is set to auto, but it is
negotiating at half duplex and/or 10Mbps.

NIC Problems Alert raised when errors are present on the interfaces.

NIC Collisions Alert raised when collisions are present on the interfaces. The trigger and
clear thresholds can be altered. The defaults are 20 and 1 per 30 sec
respectively.

NIC Dropped packets Alert raised when dropped packets are present on the interfaces.

SMB signed connections Alert raised when SMB signed connections are present.

Redundant Power Alert raised when one of the power supplies fails (only available on
platforms with power redundancy).

Redundant Storage Alert raised when one of the hard disks fails (only available on platforms
with storage redundancy).
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Alert Name Description

Max Accelerated
Connections Exceeded

Alert raised when the number of accelerated connections exceeds the
licensed limit. Connections over the licensed limit pass through the
appliance and are not accelerated.

Asymmetric Route Detection Alert raised when traffic from a single connection comes in to the network
through one interface or node, and goes out through another interface or
node.

MAPI Encrypted
Connections

Alert raised when encrypted MAPI traffic to a Microsoft Exchange server is
detected on an Exinda appliance. Encrypted MAPI traffic cannot be
accelerated.

Outlook cannot connect to the Exchange server

Problem
Microsoft Outlook continuously tries to connect to the Microsoft Exchange server.

Resolution
Verify that the Exinda is causing the connection issue by putting the appliance in to bypass mode.

1. If Microsoft Outlook continues to be unable to connect to the Exchange server, the Exinda appliance
is not causing the problem. Troubleshoot other areas of your network to find the problem.

2. If Microsoft Outlook can connect to the Exchange server while the Exinda appliance is in bypass
mode, collect a sysdump and packet captures while attempting to connect Microsoft Outlook to the
Exchange server, and contact Exinda Networks Support Services.

Outlook slow to send or receive emails

Problem
When trying to send and receive emails, Microsoft Outlook takes a long time to complete the task or is
unresponsive.

Resolution
Verify that the Exinda is causing the slowness by putting the appliance into bypass mode.
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1. If Microsoft Outlook continues to be slow, the Exinda appliance is not causing the slowness.
Troubleshoot other areas of your network to find the problem.

2. If Microsoft Outlook performs at an expected speed while the Exinda appliance is in bypass mode,
accelerate the MAPI traffic using only basic header marking by running the following CLI command:

acceleration mapi basic-header-marking-only

With basic header marking, only the top level RPC header of each message is ignored when the
traffic is accelerated. By accelerating with basic header marking only, the performance is improved
but there is less reduction in MAPI traffic.

If performance is not improved, collect a sysdump and packet captures while using Microsoft
Outlook, and contact Exinda Networks Support Services.

Decrease in acceleration of MAPI traffic

Problem
The amount of acceleration experienced on MAPI traffic is not as much as has previously been
experienced. The appliance may also be sending alerts about encrypted connections.

Resolution
1. Encrypted communications or encrypted email and attachments cannot currently be decrypted by

the Exinda. Verify that encryption is disabled on all client computers and that the MAPI protocol is not
being encrypted. See "Disable encryption on the Exchange server"on page 11 and "Turn off
MAPI encryption in Microsoft Outlook"on page 9.

Reduction ratio for MAPI is different between Client-side and
Server-side Exindas

Problem
The Reduction Ratio percentage reported on the client-side Exinda is not the same as the percentage
reported on the server-side Exinda.

Explanation
As the MAPI traffic passes through the client-side and server-side Exinda appliances, the traffic is
decompressed and optimized at different points in the transaction. Because of the timing of the
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decompressing and optimizing, the appliances may report different reduction ratio percentages.
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Chapter 3: SNMP Configuration
The Exinda appliance allows data export to SNMP systems. Configure the SNMP settings or download
the Exinda SNMP MIB.

NOTE

To disable or enable SNMP traps for system alerts, see
Alerts (page 20).

See the following for more information:

Configuring SNMP 34

Removing an unwanted SNMP Community 35

Downloading the SNMP MIB file 35

Changing SNMP authentication for Admin user 36

Temporarily stopping the sending of SNMP traps 36

Removing Trap Sink servers 37
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Defining SNMP trap destinations 37
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Configuring SNMP
Use the following instructions to configure SNMP.

Procedure

1. Go toConfiguration > System > Network > SNMP > SNMP Configuration.

2. Enable the following, as needed:

n SNMP

n SNMP Traps

n SNMP Multiple Communities

NOTE:When theMultiple Communities option is disabled, the Community list area does not appear.

3. In theSys Contact field, specify the syscontact variable in MIB-II.

4. In theSys Location field, specify the syslocation variable in MIB-II.
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5. Type theRead-only and Default Trap community string.

NOTE:When the Read-only community is changed to have a value that does not match an existing
community, a new SNMP community is added to the list.

6. ClickApply Changes.

Removing an unwanted SNMP Community
Use the following instructions to remove an unwanted SNMP community.

Procedure

1. Go toConfiguration > System > Network > SNMP > List of configured SNMP Communities.

2. In the list ofSNMP Communities area, select the checkbox next to community entry and click
Remove Selected.

Downloading the SNMP MIB file
Use the following instructions to download the SNMP MIB file. The file contains additional monitoring
information.

Procedure

1. Go toConfiguration > System > Network > SNMP.

2. Under SNMP Configuration, clickDownload SNMP MIB .
The EXINDA-MIB.txt file downloads to the location you specify.
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Changing SNMP authentication for Admin user
Use the following instructions to change the SNMP authentication for the Admin user.

Procedure

1. Go toConfiguration > System > Network > SNMP > SNMP v3 Admin User.

2. If you need to enableAdmin User, select the checkbox.

3. From theAuthentication Type spin-box, select either SHA1 or MD5.

4. From thePrivacy Type spin-box, select either AES-128 or DES.

5. If necessary, change theAuthentication Password by typing the new password.

6. If necessary, change thePrivacy Password by typing the new password.

7. ClickApply Changes.

Temporarily stopping the sending of SNMP traps
Use the following instructions to disable the sending of SNMP traps to the sink server.
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Procedure

1. Go toConfiguration > System > Network > SNMP > Trap Sinks.

2. In the list, select the checkbox for server and clickDisable Trap Sink.

3. To re-enable the server, select the server from the list and click or Enable Trap Sink.

Removing Trap Sink servers
Use the following instruction to remove a trap sink server.

Procedure

1. Go toConfiguration > System > Network > SNMP.

2. In the Trap Sinks area, select the server from the list and clickRemove Server.

Defining SNMP trap destinations
Use the following instructions to define where SNMP traps are sent.
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Procedure

1. Go toConfiguration > System > Network > SNMP.

2. In theAdd New Trap Sink area, specify the hostname or IP address of the SNMP trap sink server.

TIP: You can specify IPv4 or IPv6 addresses, or a hostname.

3. Type theCommunity string for the SNMP trap sink server.

4. Select the appropriate SNMP trap type to send to the sink server.

5. ClickAdd New Trap Sink.
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Chapter 4: Email Configuration
An SMTP server is required for sending email from the Exinda appliance. The appliance can email
scheduled reports, system alerts, and auto-support notifications. Initially, you must configure the
connection to the SMTP server, and then manage the users who receive the system notifications.
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See the following for more information:

Configuring SMTP Server settings 41

Adding notification email recipients 41

Testing the SMTP configuration 42

Removing notification email recipients 42
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Configuring SMTP Server settings
Use the following instruction to configure the SMTP server settings.

Procedure

1. Go toConfiguration > System > Network > Email > SMTP Server.

2. In theSMTP Server Name field, type the name.

TIP:You can use IPv4 or IPv6 addresses, or DNS names.

3. In theSMTP Server Port field, type the port number.

NOTE: The default port number is 25.

4. In the "From" Address field, type the email address from which the system alerts and report noti-
fications should be sent.

5. If authentication is required, select theSMTP Authentication checkbox, and provide theUser-
name and Password.

6. If necessary, select theUse Secure Sockets Layer (SSL) checkbox.

7. ClickApply Changes.

Adding notification email recipients
Use the following instructions to add new notification email recipients.

Procedure

1. Go toConfiguration > System > Network > Email > Add New Notify Recipients.

2. In theEmail Address field, type the email address.

3. Select the types of notifications the user should receive:

n Verbose Detail—Send detailed event emails to the user.

n Info Emails—Send informational emails to the user.

n Failure Emails—Send failure emails to the recipient.

4. ClickAdd New Recipient.
The new recipients are added to the Notify Recipients list above.
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NOTE

The types of emails being received by a user cannot be
modified. To change which emails a user receives, you must
first delete the user, and then add the email address again
with the appropriate types of notifications selected.

Related Tasks
Testing the SMTP configuration (page 42)

Removing notification email recipients (page 42)

Testing the SMTP configuration
Use the following instructions to test the SMTP configuration.

Procedure

1. Go toConfiguration > System > Network > Email > Add New Notify Recipients.

2. Add your own email address and clickAdd New Recipient.
The list in the "Notify Recipients" section above updates.

3. In theNotify Recipients section, clickSend Test Email to All.

Related Tasks
Adding notification email recipients (page 41)

Removing notification email recipients (page 42)

Removing notification email recipients
Use the following instructions to remove users from the list of notification email recipients.

Procedure

1. Go toConfiguration > System > Network > Email > Notify Recipients.

2. In the list, select the user to be deleted.

3. ClickRemove Recipients.
The user is removed from the list, and will no longer receive email notifications.
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Related Tasks
Testing the SMTP configuration (page 42)

Adding notification email recipients (page 41)
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