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Using this guide
Before using this guide, become familiar with the Exinda documentation system.

n "Exinda documentation conventions" on page 2

n "Notes, Tips, Examples, and Cautions" on page 3

Exinda documentation conventions

The Exinda documentation uses the following conventions in the documentation.

Graphical interface conventions

The following is a summary of the conventions used for graphic interfaces such as those in the ExindaWeb
UI and the Central Management Technical Preview UI.

Convention Definition

bold Interface element such as buttons or menus.

For example: Select theEnable checkbox.

Italics Reference to other documents.

For example: Refer to theExinda Application List.

> Separates navigation elements.

For example: Select File > Save.

Command line conventions

The following is a summary of the syntax used for the CLI commands.
(config)# command <user input> keyword {list|of|options|to|select|from} [optional
parameter]
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Convention Definition

monospace text Command line text or file names

<courier italics> Arguments for which you use values appropriate to your
environment.

courier bold Commands and keywords that you enter exactly as
shown.

[x] Enclose an optional keyword or argument.

{x} Enclose a required element, such as a keyword or
argument.

| Separates choices within an optional or required element.

[x {y | z}] Braces and vertical lines (pipes) within square brackets
indicate a required choice within an optional element.

command with many
parameters that
wrap onto two
lines in the
documentation

Underlined CLI commands may wrap on the page, but
should be entered as a single line.

Notes, Tips, Examples, and Cautions

Throughout themanual the following text styles are used to highlight important points:

n Notes include useful features, important issues. They are identified by a light blue background.

Note Note text

n Tips include hints and shortcuts. They are identified by a light blue box.

Tip Tip text

n Examples are presented throughout themanual for deeper understanding of specific concepts.
Examples are identified by a light gray background.

Example

Text

n Cautions and warnings that can cause damage to the device are included when necessary, and are
highlighted in yellow.

Caution Caution text
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Chapter 1: Run the Virtual Appliance on
VMware vSphere (ESX and ESXi)
The following sections describe how to deploy Exinda Virtual Appliance as well as customize the virtual
hardware to suit your requirements.

Exinda Virtual Appliance are available for VMware ESX/ESXi hypervisors.

Note VMware ESX/ESXi 4.1 (or later) is required.

1. "Install the Virtual Appliance on VMware" on page 7.

2. "Install the Silicom Bypass Driver" on page 18.

3. "Modify the VMware Virtual Machine Configuration" on page 8.

4. "Start the VMware Virtual Appliance" on page 17.

Understanding how VMotion works
For isolated virtual applications on the EX-V LAN port for inlinemode, the VMware vMotion feature will not
work. It is a requirement from VMware that any virtual switchmust bemapped to a physical NIC, to an
external network. Below is a brief illustration of the process.

n There are two types of virtual switches in the ESX/ESXi hypervisor: VKernal Switch and vSwitch. The
VKernal Switch is used by the hypervisor exclusively. VKernel is the baremetal hypervisor, and
provides core andmemory allocation, disk and network virtualization, and driver to low level devices.

VMware Quick Start Guide



7 Chapter 1: Run the Virtual Appliance on VMware vSphere (ESX and ESXi)

The vSwitch is used by virtual machines, and behaves just like any external layer 2 switch.All virtual
machines have a path to the external Data-store where each VMDK is stored through the hypervisor
layer to the vKernal Switchmapped to the NIC attached to the storage.

n There are two networks:

1. Management network where vMotionmoves workloads between ESXi hosts, and

2. Production network where the applications are accessed by the users.

n The vKernalSwitch1 is mapped to external NIC1 and connected to themanagement network.

n The vSwitch1 is mapped to NIC2 and connects APP1 to the production network.

n The vSwitch2 is mapped to APP2 and it does not have amapping to external NIC3. The use case for
this is that a network administrator may have one, or many, virtual workloads isolated on the host for
testing purposes.

n vMotion is executed for APP1 on ESXi 1 andmoved over to ESXi 2 with no disruption to the applic-
ation workload.

n vMotion is executed for APP2 on ESXi 1 and fails because vSwitch2mapped to APP2 is not mapped
to an external NIC.

n If an EX-V has at least one vSwitchmapped to it, and the vSwitch is not mapped to an external NIC
interface, vMotion will not work for EX-V or workloads isolated behind it.

Install the Virtual Appliance on VMware
1. Locate the latest release of the Exinda VMware Virtual Appliance from the Firmware Downloads

section of the Exinda website.

2. Open the VMware vSphere client.

3. Select File > Deploy OVF Template.

4. Copy the URL of the latest release of the Exinda VMware Virtual Appliance from Exinda.com, and
paste it into theDeploy from... field. Click Next.

5. Confirm theOVF template details are correct, and click Next.

6. Review and accept the End User License Agreement (EULA). Click Next.

7. Specify a name for the virtual appliance. If prompted, choose the location to deploy the virtual appli-
ance. Click Next.

8. Choose the format to store the virtual disks for the virtual appliance. Exinda recommends Thick
Provisioning (the default).

By default, the Virtual Appliance is configured with a single 50GB disk. Additional storage can be
added in the form of another disk after the Virtual Appliance has been deployed. See the Additional
Storage section for more information.

© 2013 Exinda Networks, Inc.
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9. Connect the network interfaces to the appropriate network.

a. Connect theManagement interface to a network where you canmanage the virtual appliance.

b. If you are configuring the virtual appliance for clustering, high availability, or out-of-path deploy-
ments, map the AUX interface to the appropriate network. This interface can be left dis-
connected if it is not required.

c. If you are deploying the virtual appliance inline, add additional NICs.

10. Click Next.

11. Review the deployment settings, and click Finish.

Review the information then click Finish to deploy the Virtual Appliance. Once it's deployed, review
the following sections on Custom Settings and adding extra NICs and Storage.

Modify the VMware Virtual Machine Configuration
To improve the performance of the virtual appliance, change the number of CPUs, the RAM, and storage
allocated to the virtual machine.

Caution Youmust power off the virtual appliance while changing the virtual machine
configuration.

n "Increase the Number of CPUs on the VMware Virtual Machine" on page 8

n "Add Network Interfaces to the VMware Virtual Appliance" on page 10

n "Increase the Amount of RAM on the VMware Virtual Machine" on page 9

n "Add Storage to the VMware Virtual Machine" on page 13

Increase the Number of CPUs on the VMware Virtual Machine

By default, all Virtual Appliances come configured with two virtual CPUs. Increase the number of CPUs to
suit your requirements.

Caution If thememory or hard disk space needs to be adjusted, please contact Exinda
Networks Support Services.

1. Ensure the virtual appliance is powered off.

2. Open theVMware vSphere Client.

3. Right-click the Exinda Virtual Appliance, and select Edit Settings.

4. On theHardware tab, select CPUs.

5. Select theNumber of virtual sockets.

6. Select theNumber of cores per socket.

The resulting total number of cores is a number equal to or less than the number of logical CPUs on
the host.
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For example, if the Number of virtual sockets is 2, and the Number of cores per socket is 3, the total
number of cores will be 6.

7. Click OK.

Increase the Amount of RAM on the VMware Virtual Machine

By default, all Virtual Appliances come configured with 2GB of RAM. Increase the amount of RAM to suit
your requirements.

1. Ensure the virtual appliance is powered off.

2. Open theVMware vSphere Client.

3. Right-click the Exinda Virtual Appliance, and select Edit Settings.

4. On theHardware tab, selectMemory.

5. Select the desiredMemory Size.

© 2013 Exinda Networks, Inc.
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6. Click OK.

Add Network Interfaces to the VMware Virtual Appliance

By default, all Exinda virtual appliances comewith two network interface cards (NICs). The first NIC is for
managing the virtual appliance through theManagement Interface, and the second NIC is for managing
specific configurations such as high availability, clustering, or out-of-path deployments. The second NIC is
referred to as the Auxiliary Interface.

When placing the virtual appliance inline, add two extra NICs to be used as LAN andWAN ports. The two
additional NICs are bridged and allow the Virtual Appliance to be placed inline. Alternatively, you can convert
the two default NICs into a bridge so theManagement Interface becomes a LAN Interface, and the Auxiliary
Interface becomes aWAN Interface. See "Convert NICs into a Bridge" on page 11.

The following steps describe how to add extra NICs to the Virtual Appliance. You need to add extra NICs in
pairs, in order to create LAN/WAN bridges.

1. Ensure the virtual appliance is powered off.

2. Open theVMware vSphere Client.

3. Right-click the Exinda Virtual Appliance, and select Properties.

4. Switch to theHardware tab.

5. Click Add.

6. From the Device Type list, select Ethernet Adaptor and click Next.

7. In the Adapter Type list, select VMXNET 3.
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8. Select the network tomap the NIC to.

9. Click Next.

10. Review the information and click Finish to add the NIC.

11. Restart the virtual appliance.

The new NICs are automatically detected and any additional NIC pairs are bridged.

Convert NICs into a Bridge

Convert the two default NICs into a bridge so theManagement Interface becomes a LAN Interface, and the
Auxiliary Interface becomes aWAN Interface.

1. Start the virtual appliance.

2. Navigate toSystem > Network > IP Address.

3. To bridge the two NICs together, select br0.
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4. Tomanage the Virtual Appliance, in the IPv4 or IPv6 field specify an IP Address for the bridge.

Note For inline deployments to work correctly under VMware, the virtual switches need to
allow promiscuous mode. See "Allow Ports to Accept and Bridge Packets" on page 12
for more information.

Allow Ports to Accept and Bridge Packets

Any VMware virtual NIC used to deploy the virtual appliance inlinemust be configured to allow promiscuous
mode, ensuring the LAN andWAN ports are capable of accepting and bridging packets that are not destined
for them.

1. Ensure the virtual appliance is powered off.

2. Open theVMware vSphere Client.

3. Select the ESXi server, and switch to theConfiguration tab.

4. In the list of Hardware configuration options, select Networking.

5. Beside the switch name, click Properties.

6. In the switch properties, switch to theSecurity tab.
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7. Set Promiscuous Mode toAccept.

8. Click OK.

9. Repeat these steps for each virtual switch that is attached to a NIC used in an inline deployment.

Add Storage to the VMware Virtual Machine

By default, all Exinda Virtual Appliances comewith a single 50GB (fixed-size) disk. Usually, you will want
more storage for features such as WAN Memory and Edge Cache. This is achieved by adding an additional
disk to the Virtual Appliance.

The size of the disk you should add largely depends on the amount of RAM allocated to the Virtual
Appliance. As a general rule, you should add amaximum of 100GB of disk storage per 1GB of RAM. So if
you have given 4GB of RAM to your Virtual Appliance, you can add up to 400GB of extra storage.

1. Ensure the virtual appliance is powered off.

2. Open theVMware vSphere Client.

3. From the Hardware tab in the Exinda Virtual Appliance Properties screen, click Add.

4. Select Hard Disk, then click Next.
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5. Specify the size of the additional disk to create. This space will be added to the default 50GB that
comes with the Virtual Appliance. So if you add a 200GB disk here, the total storage for the Virtual
Appliance will be 250GB.
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6. Click Next.

7. Attach the new disk to the next available SCSI node for best performance.

© 2013 Exinda Networks, Inc.
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8. Click Next.

9. Review the information and click Finish to add the disk.

10. When the Virtual Appliance is next booted, you can use the storage commands in the CLI to provision
the new storage. The 'show storage' command lists the current storage allocations as well as the
Virtual Appliance's disks.
(config) # show storage 
Services:
   cifs: available - 3743.46M free of 3876M total
   edge-cache: available - 3723.53M free of 3872M total
   monitor: available - 9882.83M free of 10G total
   users: available - 974.62M free of 1024M total
   wan-memory: available - 17.21G free of 17.65G total

Disks:
   sda10(internal): in use - 36.22 GB
   sdb: not in use - 214.7 GB

Total:       36.22
Unallocated: 0
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11. The output shows that our new 200G disk is called 'sdb' and it's currently not in use. The 'storage disk
add' command is used to provision the new disk.
(config) # storage disk add sdb 
This will erase all data on the disk. Do you really want to do this (Y/N)? [N] Y

12. After this command has executed, another look at 'show storage' shows that the new disk is now in
use and our 200G is ready for allocation.
(config) # show storage
Services:
   cifs: available - 3743.46M free of 3876M total
   edge-cache: available - 3723.53M free of 3872M total
   monitor: available - 9882.83M free of 10G total
   users: available - 974.62M free of 1024M total
   wan-memory: available - 17.21G free of 17.65G total

Disks:
   sda10(internal): in use - 36.22 GB 
   sdb: in use - 200.00 GB 

Total:       236.21G
Unallocated: 200G

Start the VMware Virtual Appliance
When you're ready to start the virtual appliance for the first time, go ahead and Power it on. The Virtual
Appliance boots, and displays a login prompt on the VMware console.

At this point, you can login with the default username 'admin' and password 'Exinda'.

If the first NIC is connected to a network that provides addresses using DHCP, the Virtual Appliance should
have picked up an IP address. On the Virtual Appliance summary screen, VMware tools should display the
IP address that the Virtual Appliance has obtained.

Note The VMware Tools state 'Unmanaged' is normal. This simply means that VMware
Tools are installed and running, but aremanaged by the guest (the Exinda Virtual
Appliance) rather than the host.

If the first NIC is not able to obtain an address using DHCP, you'll need to use the VMware console to enter
the following CLI commands to set a static IP address.

> en
# conf t
(config) # interface eth0 ip address <ip> <netmask>
(config) # ip default-gateway <default gateway>
(config) # ip name-server <dns server>
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Once you have determined the IP address or set a static IP address, you can access the web-based user
interface by navigating to https://<ip address>.

At this point, the following tasks should be completed before using the Virtual Appliance:

1. Obtain a license for this Virtual Appliance.

2. Add and provision extra storage (if required).

3. Add extra NICs (if required) and deploy the Virtual Appliance either inline or out-of-path.

Install the Silicom Bypass Driver
If your ESX/ESXi server has a Silicom network interface card (NIC), youmust install the Silicom bypass
driver.

n "Install the Silicom Bypass Driver on ESXi 4.1" on page 18

n "Install the Silicom Bypass Driver on ESXi 5.0" on page 19

Install the Silicom Bypass Driver on ESXi 4.1

If your ESX/ESXi server has a Silicom network interface card (NIC), youmust install the Silicom bypass
driver.

1. Enable SSH on your ESX system.

n Enable SSH through the CLI.

a. In the /etc/ssh/sshd_configmodify the following variable:
PermitRootLogin yes

b. Restart the sshd service.
# service sshd restart

n Enable local or remote TSM from the Direct Console User Interface (DCUI).

a. At the DCUI of the ESXi host, press F2 and provide credentials when prompted.

b. Scroll to Troubleshooting Options, and press Enter.

c. If you want to enable local TSM, select Local Tech Support and press Enter once.

This allows users to login on the virtual console of the ESXi host.

d. If you want to enable remote TSM, select Remote Tech Support (SSH) and press
Enter once.

This allows users to login via SSH on the virtual console of the ESXi host.

2. Query the existing VIBs.

If the VIB you are deploying (with offline-bundle.zip) exist, youmust first remove the existing VIB.

3. Run the following command to determine if any existing VIB matches the VIB you are deploying.
# esxupdate --vib-view query | grep bpvm

If nomatches with your VIB, skip the next step.
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4. Optional: Remove the existing VIB.
# esxupdate remove -b <VIB_ID> --maintenancemode

5. Download the VIB from the following URL:

http://updates.Exinda.com/exos/virtual/vmware/bypass/4.1/vmware-esx-drivers-net-bpvm-2.0.1.9-
1OEM.x86_64.vib

6. Copy the VIB to the ESX system with SCP.
# scp vmware-esx-drivers-net-bpvm-2.0.1.9-1OEM.x86_64.vib root@<esx-server-
ip>:/tmp

7. Deploy the VIB on the ESX system.
# esxupdate -b /tmp/vmware-esx-drivers-net-bpvm-2.0.1.9-1OEM.x86_64.vib --nodeps
--maintenancemode --nosigcheck update

Note Ensure that you specify the full path to .vib file.

8. Reboot the appliance.
# reboot

9. After the system has restarted, check that the bpvm driver is loaded in the networks adapter list.

10. If the ESXi host is still inMaintenance Mode, exit the same from console or VMware client.
# vim-cmd /hostsvc/maintenance_mode_exit

11. Install Exinda as a Virtual Appliance.

Install the Silicom Bypass Driver on ESXi 5.0

If your ESX/ESXi server has a Silicom network interface card (NIC), youmust install the Silicom bypass
driver.

1. Enable SSH on your ESX system.

n Enable SSH through the CLI.

a. In the /etc/ssh/sshd_configmodify the following variable:
PermitRootLogin yes

b. Restart the sshd service.
# service sshd restart

n Enable local or remote TSM from the Direct Console User Interface (DCUI).

a. At the DCUI of the ESXi host, press F2 and provide credentials when prompted.

b. Scroll to Troubleshooting Options, and press Enter.

c. If you want to enable local TSM, select Local Tech Support and press Enter once.

This allows users to login on the virtual console of the ESXi host.

d. If you want to enable remote TSM, select Remote Tech Support (SSH) and press
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Enter once.

This allows users to login via SSH on the virtual console of the ESXi host.

2. Query the existing VIBs.

Make sure you are in maintenancemode:
# vim-cmd /hostsvc/maintenance_mode_enter

If the VIB you are deploying exist, youmust first remove the existing VIB.

3. Run the following command to determine if any existing VIB matches the VIB you are deploying.
# esxcli software vib list | grep bpvm

If there are nomatches with your VIB, skip the next step.

4. Optional: Remove the existing VIB.
# esxcli software vib remove -n net-bpvm

# reboot

5. Download the VIB from the following URL:

http://updates.Exinda.com/exos/virtual/vmware/bypass/5.0/net-bpvm-2.0.1.13.1-
1OEM.500.0.0.472560.x86_64.vib

6. Copy the VIB to the ESX system with SCP.
# scp net-bpvm-2.0.1.13.1-1OEM.500.0.0.472560.x86_64.vib root@<esx-server-
ip>:/tmp

7. Deploy the VIB on the ESX system.
# esxcli software vib install -v /tmp/net-bpvm-2.0.1.13.1-
1OEM.500.0.0.472560.x86_64.vib --no-sig-check

Note Ensure that you specify the full path to .vib file.

8. Ensure that the bypass driver gets loaded after every reboot by adding the following entry in
/etc/rc.local.
# vmkload_mod bpvm

9. Reboot the appliance. -[p
# reboot

10. After reboot check that bpvm driver is loaded in the networks adapter list.

11. If the ESXi host is still inMaintenance Mode, exit the same from console or Vmware client.
# vim-cmd /hostsvc/maintenance_mode_exit

Note For Exinda releases 6.3 and aboveBridges with Bypass Capability is displayed on
theSystem > Network Setups > NICs page of the Exinda interface.

12. Install Exinda as a Virtual Appliance.
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13. For Exinda releases 6.3 and aboveBridges with Bypass Capabilitywill be displayed on theSystem
> Network Setups > NICs page of the Exinda interface.

Virtual appliance use cases
The following scenarios describe different ways of deploying the Exinda virtual appliance (EX-V).

n "In-line deployment with externally attached LAN" on page 21

n "In-line deployment with an isolated virtual LAN and virtual applications" on page 23

n "Out-of-band (WCCP)mode" on page 25

n "Port mirroring / SPAN port Configuration" on page 27

n "Virtual WAN simulator in an isolated network" on page 30

n "VMware high availability" on page 31

n "VMware fault tolerant cluster" on page 33

In-line deployment with externally attached LAN

In this use case, the EX-V is set up for In-Linemode deployment with an externally attached LAN. There are
primarily two scenarios for in-line deployment of the virtual appliance:

1. The LAN-side users and applications connect to the EX-V through a physical NIC interface.

2. The applications are virtualized and isolated on the same host as the Exinda, on the LAN side interface
of the EX-V

This use case discusses the first scenario.

Note In this configuration VMware supports vMotion, HA, and Fault Tolerant.

Scenario Details

n The branch users access local services (print, DHCP, Active Directory) that are virtualized.

n Two physical NIC interfaces are bridged together in the virtual EX-V.

n Users connections from the branch office to the Data Center applications are in-line through the Exinda
virtual machine(s) on both ends of the connections, and through external NIC interfaces.

n The Exinda provides Visibility, Control, and Acceleration for all traffic in this configuration.
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Optionally, install the EX-V in a separate ESXi host in an Inline-mode configuration and connect through an
external switch.

In-line deployment with externally attached LAN (VMware ESXi)

This configuration will be in either a branch office with virtual infrastructure, or in the data center where the
applications are running on the host VM and local users accessing theWAN leverage the Exinda for
Visibility, Control, and Acceleration.

Note In this configuration VMware supports vMotion, HA, and Fault Tolerant.

Scenario Details
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n In the diagram below, a local LAN is sitting behind the host running VMware ESXi hypervisor.

n The physical server is a re-purposed Dell Server and has the following physical/logical interface
mappings for illustration purposes only (you are encouraged to select your own server):

ESXi Ethernet Ports NIC0 NIC1 NIC2 NIC3

Exinda Ethernet Ports ETH0 ETH1 ETH2 ETH3

ESXi Virtual Switches SW0 SW1 SW2 SW3

n The host has four NIC interfaces. NIC 0 is dedicated for management of the system and NIC 1 is idle
or used for other purposes.

n NIC2 & NIC3 aremapped to SW2 and SW3.

n SW2& SW3 aremapped to EX-V ETH2 & ETH3.

n ETH2 & ETH3 aremapped to NIC 2 and NIC 3, and are configured and bridged together by the Exinda
virtual appliance. See In-lineMode Configuration in the Exinda User Guide.

n VMware version = 4.1 & 5.0.

n The data path is from a client on the local LAN goes through the Exinda virtual appliance in In-line
Mode and out to theWAN.

n Exinda EX-V software version = 6.3

n The diagram and deployment does not account for external storage. This deployment works with either
local or external storage.

n vSphere Client and or vSphere Server are used tomanage the system

In-line deployment with an isolated virtual LAN and virtual applications

In this use case the EX-V is set up for In-Linemode deployment with an isolated virtual LAN and virtual
applications. There are primarily two scenarios for in-line deployment of the virtual appliance:

1. The LAN side users and applications connect to the EX-V via a physical NIC interface.

2. The applications are virtualized and isolated on the same host as the Exinda on the LAN side interface
of the EX-V.

This use case discusses the second scenario.

Note In this configuration VMware does not support vMotion and Fault Tolerant. HA is
supported.

Scenario Details

n Branch users access virtualized local services (print, DHCP, Active Directory).

n One physical NIC interface is configured to theWAN side link.
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n Two virtual switches, one with virtual applications attached, and a second switch are bridged together
in the virtual EX-V. The first switch is on the LAN side; the second one is for theWAN side. This res-
ults in isolating the applications behind the EX-V.

n Users connecting from the branch office to the Data Center applications are in-line through the Exinda
virtual machine(s) on both ends of the connections and through a single external NIC interface to the
WAN.

n The Exinda provides Visibility, Control, and Acceleration for all traffic in this configuration.

In-line deployment with an isolated virtual LAN and virtual applications (VMware ESXi)

This configuration will be in either a branch office with virtual infrastructure, or in the data center where the
applications are running on the host VM and local users accessing theWAN leverage the Exinda for
Visibility, Control, and Acceleration.

Scenario Details

n In the diagram below, a virtual LAN is isolated and sits behind the EX-V all running on the same host
running VMware ESXi hypervisor.
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n The physical server is a re-purposed Dell Server and has the following physical/logical interface
mappings for illustration purposes only (you are encouraged to select your own server):

ESXi Ethernet Ports NIC0 NIC3

Exinda Ethernet Ports ETH0 ETH2 ETH3

ESXi Virtual Switches SW0 SW2 SW3

n The host has two NICs; NIC 0 is dedicated for management of the system and NIC 1 is idle or used for
other purposes.

n All virtual application workloads are configured in the ESXi to SW2.

n SW2 is configured tomap to EX-V ETH2

n ETH2 is configured as part of a bridged connection defined as BR2.

n BR2 bridges NIC 2 and NIC 3 together in the Exinda virtual appliance. See In-lineMode Configuration
in the Exinda User Guide.

n The data path for any application connected to the SW2 virtual switch goes through the EX-V in in-line
mode through the ETH2/ETH3 bridged configuration and out the NIC3 interface to theWAN.

n OPTIONAL: If this is a branch office with local users, configure local users to connect through the
NIC2 ESXi interface and SW2/ETH2 EX-V interface and out to theWAN. This require mapping a third
NIC interface.

n VMware version = 4.1 & 5.0

n Exinda EX-V software version = 6.3

Out-of-band (WCCP) mode

In this use case the EX-V is set up for out of bandmode, usingWCCP protocol for deployment. There are
other similar deployments methods for out of band, such as PBR or policy based routing that are not
supported with the 6.3 software release. This deployment is typical for customers who have chosen to
redirect a percentage of their traffic for acceleration and traffic shaping through the Exinda virtual appliance.
In the event of a failure of the EX-V all traffic previously redirected to the EX-V will go through un-optimized
and un-accelerated.

To configure forWCCP on the Exinda-V, see the Exinda How to Guide: WCCP.

Note In this configuration VMware supports vMotion, HA, and Fault Tolerant.

Scenario Details

n Branch users access local services (print, DHCP, Active Directory) that are virtualized.

n One physical NIC interface is dedicated for management of the virtual machines and hypervisor.

n One physical NIC interface is configured on the hypervisor for LAN access, and has a routed con-
nection to theWAN router.

n One physical NIC interface is configured andmapped to the AUX port on the EX-V.
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n OPTIONAL: It is possible to configure andmap all data traffic through a single NIC interface on the
hypervisor; however, for performance reasons it is recommended to segment the un-optimized traffic
from the optimized traffic.

n User access from the branch office to the Data Center applications has two paths:

n Path one is directly to theWAN router, with no traffic shaping or acceleration.

n Path two is through the re-directed path invoked by the router (usingWCCP) to the Exinda vir-
tual appliance. The traffic is optimized and accelerated.

n Traffic on the Data Center side has the same path as the branch side. Traffic that is selected to be
optimized and accelerated is redirected to the EX-V throughWCCP on theWAN router.

n The Exinda provides Visibility, Control, and Acceleration for only redirected traffic in this configuration

Out-of-band (WCCP) mode (VMware ESXi)

This configuration will be in either a branch office with virtual infrastructure, or in the data center where the
application and local user traffic accessing theWAN is redirected to the Exinda virtual appliance for
Visibility, Control, and Acceleration.

Scenario Details

n In the diagram below, a virtual LAN with application servers (APP1W2003 or 8 and APP2) are con-
figured in the ESXi hypervisor on SW1 andmapped to NIC1. They have a direct path theWAN router.

n The physical server is a re-purposed Dell Server and has the following physical/logical interface
mappings for illustration purposes only (you are encouraged to select your own server):

ESXi Ethernet Ports NIC0 NIC1 NIC2
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Exinda Ethernet Ports ETH0 ETH1 ETH2

ESXi Virtual Switches SW0 SW1 SW2

n The host has three NICs; NIC 0 is dedicated for management of the system.

n NIC 1 is dedicated to all virtual application workloads hosted on the ESXi.

n All virtual application workloads are configured in the ESXi to SW1.

n The EX-V is configured on SW2 virtual switch and is mapped to the NIC2 interface.

n The NIC2 interface has a direct connection to theWAN router, and is configured forWCCP GRE layer
3mode between the router and the EX-V. See the Exinda How to Guide: WCCP.

n VMware version = 4.1 & 5.0

n Exinda EX-V software version = 6.3

n The data path for virtualized applications configured on SW1 takes two paths:

n Path one – un-optimized and un-accelerated traffic is forwarded directly to theWAN router
through NIC1.

n Path two – traffic to be optimized (traffic shaped) and accelerated traffic is forwarded to the
router for redirection throughWCCP to the EX-V through NIC2/SW2 on the AUX port of the EX-
V.

n (Optional) It is possible to configure andmap all data traffic on SW1 and SW2 to the NIC1 interface;
however, for performance reasons it is recommended to segment the optimized traffic on its ownNIC
and virtual switch for performance reasons, and in the event of failure of the EX-V virtual appliance.

Port mirroring / SPAN port Configuration

In this use case the EX-V is set up tomonitor and collect traffic for reporting. This topology is used when
customers need tomonitor only, without installing the Exinda in in-linemode. The Exinda will monitor and
report on all applications presented on the SPAN/mirror port. This is regularly used to perform network audits
as it provides great flexibility in restricted and complex network environments.

To configure SPAN and Port Mirroring on the EX-V, see the Exinda How to Guide: SPAN and Port Mirroring
guide.

There are two deployment scenarios to consider:

n "Port mirroring with an external Nexus switch" on page 27

n "Port mirroring with a virtual Nexus switch" on page 28

Port mirroring with an external Nexus switch

Note In this configuration VMware supports vMotion, HA, and Fault Tolerant.
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Scenario Details

n The customer has selected Exinda for its monitoring and reporting service. The EX-V is configured as
virtual machine on an ESXi hypervisor, on a dedicated NIC2 interface, and dedicated virtual switch
SW2.

n The EX-V management port is mapped to SW0 and NIC0.

n The ESXi host EX-V has three four Ethernet interfaces (0-23) with the APP1-3mapped to SW1 and
NIC1 respectively, and connected to the external Nexus Switch.

n The EX-V with the AUX (ETH1) port is configured for SPAN Port Mirroring andmanagement of the EX-
V.

n The NIC2 interface is connected to an external switch on a port that has been configured to support
SPAN port mirroring. It is recommended that this port be dedicated so there is no impact to traffic per-
formance.

n Application virtual workloads (APP1 to 3) are on a separate virtual SW1 andmapped to NIC1.

n NIC1 is directly attached to the external Nexus switch.

Port mirroring with a virtual Nexus switch

Note In this configuration VMware supports vMotion, HA, and Fault Tolerant.

© 2013 Exinda Networks, Inc.



29 Chapter 1: Run the Virtual Appliance on VMware vSphere (ESX and ESXi)

Scenario Details

n The Cisco Nexus 1000V Series VEM runs as part of the VMware ESX or ESXi kernel and replaces the
Vmware Virtual Switch functionality. The VEM uses the VMware vNetwork Distributed Switch (vDS)
API, which was developed jointly by Cisco and VMware, to provide advanced networking capability to
virtual machines. This level of integration helps ensure that the Cisco Nexus 1000V Series is fully
aware of all server virtualization events, such as VMware VMotion and Distributed Resource Sched-
uler (DRS). The VEM takes configuration information from the VSM and performs Layer 2 switching
and advanced networking functions namely Monitoring:

n NetFlow

n Switch Port Analyzer (SPAN)

n Encapsulated Remote SPAN (ERSPAN)

n VMware versions - 4.1 and 5.0

n EX-V versions – 6.3

n The Nexus 1000V is configured andmapped to NIC1, which has a direct connection to theWAN
router.

n The EX-V has two four Ethernet interfaces (ETH0 / ETH10-3) with the AUX (ETH1) configured for Mir-
roring and ETH0 for management andmanagement of the EX-V.

n The EX-V AUX port is configured to a port configured with SPAN port mirroring on the Nexus 1000V.
This port should be dedicated to ensure there is no performance impact to data traffic.

n The applications (APP1 to 3) are connected to a separate switch port on the Nexus 1000V.
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Virtual WAN simulator in an isolated network

The purpose of this deployment is for partners, customers, and Exinda Sales Engineers to have an isolated
environment for demonstrations and functional testing of EX-V. The benefit is the portability and lack of
impact to a production network. This virtual deployment can be installed on a laptop that has processor
support for VT (virtual technologies) enablement and 64 Bit.

Scenario Details

n A single host that is running a hypervisor with the following components:

n At least oneWindows client (Windows XP or 7)

n Two EX-V virtual appliances

n One virtual WAN simulator

n OneWindows server (2003 or 2008)

n WebServer and or FTP services configured on theWindows Server

n This deployment can be run either in VMware or XenServer.

Virtual WAN simulator in an isolated network (VMware ESXi)

n The hypervisor has one NIC:

n NIC0, NIC2, and NIC3 are unused

n NIC1 is connected to and external network and has access to theWAN for management and
licensing of the virtual machines.

Note Any physical NIC interface can be used, NIC1 is used for illustration purposes.

n VMware software version = 4.1 & 5.0

n Exinda EX-V software version = 6.3

n WANEM Virtual Simulator software = 2.3

n http://wanem.sourceforge.net/

n You can use your ownWAN simulator of choice

n Four virtual switches have been defined on the ESX/ESXi host:

n BR_LAN – branch side LAN switch

n BR_WAN – branch sideWAN switch

n DC_WAN – data center sideWAN switch

n DC_LAN – data center side LAN switch

n Each EX-V is configured for INLINE Mode and a single management interface on ETH0.

n DHCP is assumed on the network for management interfaces on the EX-V appliances.
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n Private network space is configured for theWindows Client and Server on the data path between them
and a second Ethernet interface is configured for DHCP tomanage each system through RDP.

n EX-V and theWAN Simulator data path are bridged.

n Optionally, you can configure theWAN Simulator as a router and change the default gateway of the
client and server accordingly.

n Optionally you can with with a system that has at least 3 NIC interfaces you can attach an external
workstation and server and pass traffic through the demo system.

n Youwill need to configure on the ESX/ESXi host mapping BR_LAN to NIC0 and DC_LAN to
NIC3 to connect the external workstation and server.

n The benefit is you can test through the isolated virtual EX-V environment with no impact to a
product network

VMware high availability

In this use case we discuss the recommended configuration and best practices for installing the Exinda
virtual appliance where the requirement is for:

© 2013 Exinda Networks, Inc.



Chapter 1: Run the Virtual Appliance on VMware vSphere (ESX and ESXi) 32

n Exinda Active / Active (software version – 6.3),

n ESX/ESXi HA (software versions 4.0, 4.1 and 5.0),

n vMotion support,

n vMotion = Yes for INLINE-line

n VMware best practice recommends that at least three hosts are used for this configuration, and

n Licensing for the EX-V units will include two full licenses and one cold standby license.

Each EX-V must maintain network connectivity with the Exinda License server and will shut down
the Exinda virtual appliance after 96 hours without a successful connection.

Scenario Details

n There are six ESX/ESXi hosts (can be done with three):

n Two running virtual workloads, and a third as the backup HA system

n Two running EX-V appliances and a third running as a cold standby

n Optionally you canmove the EX-V to co-reside on the same hosts as the virtual workloads; however if
vMotion is a requirement youmust provide an external switch and separate NIC to pass the traffic
between the workloads and the EX-V.

n Having a separate host for the EX-V allows you to:

n Segment other virtual appliances from the application workloads.

n Support vMotion just for the application workloads and not for the host running the Exinda virtual
appliance.

n There are two networks:

n A management network for vMotion and access to the external workload VMDK data stores.

n A production network for data traffic to and from the applications andWAN.
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n This configuration assumes INLINE mode; optionally you can run in out of pathmode, but WCCP is
required.

n Downtime for any workload in HA mode is for the duration of the virtual workload and/or the EX-V to
reboot.

VMware fault tolerant cluster

In this use case we discuss the recommended configuration and best practices for installation of Exinda
virtual appliance where the requirement is for:

n Exinda Active / Passive (cold standby) - (software version – 6.3),

n ESX/ESXi Fault Tolerant Cluster (software versions 4.0, 4.1, and 5.0),

n vMotion support,

n vMotion = Yes for INLINE,

n VMware best practice recommends that at least 4 hosts are used for this configuration, and

n Licensing for the EX-V units will include one full license and one cold standby license.

n Each EX-V must maintain network connectivity with the Exinda License server and will shut
down the Exinda virtual appliance after 96 hours without a successful connection.

n Optionally, the EX-V can co-reside with the Application workloads, but an external switch and an addi-
tional NIC is required for vMotion support.

Scenario Details

n There are four ESX/ESXi Hosts:

n one running virtual workloads and a second as the Fault Tolerant system

n one running EX-V active and a second running as a cold standby and Fault Tolerant.

n Optionally, move the EX-V to co-reside on the same hosts as the virtual workloads; however if vMotion
is a requirement youmust provide an external switch and separate NIC to pass the traffic between the
workloads and the EX-V.
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n Having a separate host for the EX-V allows you to:

n Segment other virtual appliances from the application workloads.

n Support vMotion just for the application workloads, and not for the host running the Exinda vir-
tual appliance.

n There are two networks:

n A management network for vMotion and access to the external workload VMDK data stores

n A production network for data traffic to and from the applications andWAN

n This configuration assumes INLINE mode; optionally you can run in out of pathmode which requires
WCCP.

n This configuration has 100% uptime for one virtual workload per host for VMware version 4.1, and up to
four virtual workloads in 5.0.
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Chapter 2: Licensing
Licensing is a little different for Virtual Appliances compared to Hardware Appliances. All Virtual Appliances
are shipped unlicensed. On first-boot, they automatically generate a unique Host ID. Exindamust be notified
of this Host ID before a license can be issued. All Virtual Appliances must have access to Exinda's licensing
server, andmust be able to access https://license.exinda.com. Virtual Appliances that do not have access
will become unlicensed after 96 hours.

To obtain a trial license or to purchase a full license for the Exinda Virtual appliance, contact
sales@exinda.com.

Generating a virtual appliance trial license
In this step you will go to https://license.exinda.com/virtual_trial/ URL to create your trial license. Your trial
license will be emailed to you after you complete this step.

1. Navigate to https://license.exinda.com/virtual_trial.

2. Enter in the Host-ID for the virtual appliance.

3. Select the License Type for the virtual appliance.

4. Type your email address, and which Hypervisor Type you have installed the virtual appliance on.

5. Click Create.

Your trial license is emailed to the address provided.

6. Once you have received your license key, copy the license key into the ExindaGUI.

a. In a browser, navigate to the IP address assigned to your Exinda Virtual machine.

b. To view the status of your license, select System > Setup and switch to the License tab.

c. If your Host-ID has been previously entered into the system, click Check for License
Online.

If this is the first time you are licensing the virtual appliance, and your Host-ID was recently
created, paste the license key provided in the email..

Note Youmust be connected to the Exinda License Server at all times for the virtual
appliance to work.

d. Click Add License.

7. Confirm your system has been licensed by refreshing the page.

8. Save any changes, and restart the virtual appliance.

VMware Quick Start Guide

https://license.exinda.com/
mailto:sales@exinda.com
https://license.exinda.com/virtual_trial
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Purchasing a virtual appliance license
In this step you will purchase a license from aweb form. Youmust have your Host-ID information for each
EX-V appliance and the PO number. As with the trial license process, youmust have installed the EX-V and
captured the Host-ID information to complete this process.

1. In a browser, navigate to the address of your Exinda Virtual Appliance.

2. Log into your Exinda VM.

The default user name is admin, and the password is exinda.

3. On theDashboard > System tab, find the Host ID that the ESXi created for this virtual machine.

Youmust have your purchase order number that details the type of license and number of licenses
you have purchased. You will need the following:

n Host ID

n Hypervisor Type

n License Level – this will be based on a bandwidth license

You will need this information for each EX-V virtual appliance.

4. To purchase a license, navigate to https://license.exinda.com/virtual_purchase/.

5. Complete the Virtual Appliance Purchase form as required.
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