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Using this guide
Before using this guide, become familiar with the Exinda documentation system.

n "Exinda documentation conventions" on page 2

n "Notes, Tips, Examples, and Cautions" on page 3

Exinda documentation conventions

The Exinda documentation uses the following conventions in the documentation.

Graphical interface conventions

The following is a summary of the conventions used for graphic interfaces such as those in the ExindaWeb
UI and the Central Management Technical Preview UI.

Convention Definition

bold Interface element such as buttons or menus.

For example: Select theEnable checkbox.

Italics Reference to other documents.

For example: Refer to theExinda Application List.

> Separates navigation elements.

For example: Select File > Save.

Command line conventions

The following is a summary of the syntax used for the CLI commands.
(config)# command <user input> keyword {list|of|options|to|select|from} [optional
parameter]

© 2013 Exinda Networks, Inc.



3

Convention Definition

monospace text Command line text or file names

<courier italics> Arguments for which you use values appropriate to your
environment.

courier bold Commands and keywords that you enter exactly as
shown.

[x] Enclose an optional keyword or argument.

{x} Enclose a required element, such as a keyword or
argument.

| Separates choices within an optional or required element.

[x {y | z}] Braces and vertical lines (pipes) within square brackets
indicate a required choice within an optional element.

command with many
parameters that
wrap onto two
lines in the
documentation

Underlined CLI commands may wrap on the page, but
should be entered as a single line.

Notes, Tips, Examples, and Cautions

Throughout themanual the following text styles are used to highlight important points:

n Notes include useful features, important issues. They are identified by a light blue background.

Note Note text

n Tips include hints and shortcuts. They are identified by a light blue box.

Tip Tip text

n Examples are presented throughout themanual for deeper understanding of specific concepts.
Examples are identified by a light gray background.

Example

Text

n Cautions and warnings that can cause damage to the device are included when necessary, and are
highlighted in yellow.

Caution Caution text
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Chapter 1: Accelerate file transfers
SMB1 and SMB2 are remote file access protocols that form the basis forWindows file sharing. Each time
you browse or access files on aWindows server usingWindows Explorer, the SMB protocols are used to
transport information (files or directory information) back and forth between your computer and the server you
are accessing.

In addition to file sharing, SMB is also used as a transport protocol for various higher level Microsoft
communications protocols, as well as for network printing, resource location services, remote
management/administration, network authentication (secure establishment services) and RPC (Remote
Procedure Calls). SMB operates very poorly over a high latency WAN link because by design SMB sends a
large number of back and forth transactions to complete a request.

Each Exinda appliance can act on behalf of an SMB client and server to make the interaction between the
two computers more efficient. Exindamaintains a statemachine and database of SMB behaviors that it
relies upon to optimize future SMB related transactions. When Exinda determines that a certain SMB
transaction is likely to occur, it pre-fetches data and temporarily stores it in the appliances memory for future
reference. Once the pre-fetched data is referenced, the data is deleted from thememory.

Accelerate file transfers



6 Chapter 1: Accelerate file transfers

The above graphic illustrates the primary goal of Exinda SMB acceleration: reduce the overall accumulation
latency introduced by the chattiness of the SMB protocol. SMB acceleration works seamlessly with
Exinda's TCP Acceleration, WAN Memory, and Compression and benefits fromWAN memory's ability to
reduce data traversing theWAN just as other applications such as FTP, HTTP or email do.

Configure the Exinda appliance to accelerate file transfers:

1. Create a user account in the domain to sign SMB connections.

An existing account can be used for this purpose. The account used for signing the connections must
be able to authenticate against the server, but Exinda recommends that the account should be a
highly restricted account that does not have access to the files being accessed by the client
computers, or administrator access to the domain.

2. "Accelerate digitally signed SMB connections" on page 10

a. "Configure file acceleration with SMB1" on page 9

b. "Enable file acceleration with SMB2" on page 10

c. "Allow file transfer acceleration with older versions of ExindaOS" on page 11

3. Restart the SMB Acceleration service. See "Manage optimization services" on page 11.
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Chapter 1: Accelerate file transfers 7

Restarting the service ensures that any cached information about hosts is cleared. This will also drop
any previously established optimization connections to servers allowing any subsequent connections
to the signed server to attempt to sign the connections on the next attempt.

4. View the chart of SMB connections. See "Report: Accelerated Connections" on page 13.

SMB optimizations
To deal with the inefficiencies of the SMB protocol Exinda has developed several optimizations to improve
the performance of applications using this protocol. Each version of SMB handles file transfer optimizations
in different ways, andmay include reading ahead of the data stream, writing behind the data stream, and
cachingmeta data about files and folders. In addition to this, the Exinda appliance ensures that data is
efficiently compressed and de-duplicated.

SMB1

With SMB1 there are several opportunities to provide optimizations: object caching, read ahead and write
behind of data, andmeta-data caching.

n Object Cache

This refers to saving the contents of files to an internal file storage area on the appliance. When a
client reads a file, it is cached on both the client side and server side appliances. This significantly
improves response time for successive reads of the same file as it occurs at LAN speed instead of
WAN speed. When a client writes a file, the object cache is updated which allows successive reads
of the file to be served as efficiently as possible without having to use theWAN.

n Read Ahead

Reading ahead of the data stream is an optimization by which the appliance pre-fetches the contents
of a file ahead of the client that is attempting to read it. When the Exinda appliance detects a client
attempting to perform a sequential bulk read of a file, the appliance fabricates read requests to the
server on behalf of the client. The end result is that the appliance is effectively sending the reads to
the server and pre-populating both the client side and server side cache. Since SMB1 clients perform
reads serially, this dramatically improves cold pass read performance and helps to populate the
object cache quickly.

n Write Behind

Writing behind the data stream is an optimization by which the Exinda appliance immediately
responds to the client when it is trying to write a file. When the appliance detects a client attempting
to perform a bulk write to a file, it immediately respond to the client from the client side appliance. The
end result is that the Exinda appliance is effectively sending the write requests to the server so the
conversation between the client and client side appliance is occurring at LAN speed. Since SMB1
clients perform writes serially, the immediate response by the appliance allows the client write
requests to fill the connection, making it appear to be asynchronous and significantly improving write
performance.

n Meta-data Caching
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Meta-data caching is an optimization by which the Exinda appliance caches the properties related to
files and folders on both the client side and server side appliances. When a client queries the
properties of a file or folder, it is served from cache which eliminates the need to go across theWAN.
This occurs quite frequently when browsing a file share location that has a larger number of file and
folder entries. Similar to the object cache, change notifications are registered to ensure that themeta-
data cache does not serve stale information.

SMB2

With the addition of SMB2, most of the optimizations that were implemented for SMB1 no longer apply.
Below is a rationale for each of these and why they are no longer needed.

n Read Ahead and Write Behind

In SMB2, read ahead and write behind requests are built in to the client, effectively stacking the
requests one on top of the other in an asynchronous manner without any gaps between them. As a
result, there is no accumulation of latency and therefore no need for the appliance to attempt to
perform any sort of read prefetching or immediate write response.

n Meta-data Caching

In SMB2, meta-data caching is performed by the client. This eliminates the need for the appliance to
do any caching in themiddle as the client very quickly caches its own copy of the file and folder meta-
data locally and uses that for the duration of the session.

Compression and De-duplication

Aside from the protocol specific optimizations that are provided by the appliance, Exinda's SMB acceleration
framework also provides some significant downstream optimization benefits. Primarily in the areas of
compression and de-duplication. The SMB acceleration framework is reconstructing the SMB messages in
their entirety before processing them. This means that for large data centric operations like reading and
writing a file, the appliance is actually operating on large blocks of data as opposed to individual packets of
fragmented data. In doing so, we are passing off these large blocks of data to ourWAN memory framework.
This allows theWAN memory framework to heavily optimize for compression and de-duplication.

Common SMB Use Cases
A file download was used to illustrate how Exinda performs SMB acceleration. However, SMB acceleration
uses similar mechanisms to achieve greatly improved performance for many other scenarios. Below are a
few examples:

File Upload (Write)

This is conceptually very similar to a file download with the obvious difference being that a SMB client is
writing a file to a SMB server instead of reading it. In this case, the client side Exinda responds locally to the
SMB client's write requests and passes the data to the server side Exinda at WAN link speed to complete
the write operation.
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Remote Access of Microsoft Office Files

Microsoft office files (e.g. MSWord, PowerPoint, Excel, etc.) which reside on a remote SMB server are
often opened from a SMB client. This action suffers from all of the SMB related problems that are described
in this paper because the file data is retrieved serially, 61k bytes at a time. The result is a long wait time to
open the file, browse or perform any type of action (e.g. save). Exinda s SMB Acceleration addresses these
problems by pre-fetching the file data and populating it on the client side Exinda. Consequently all SMB
client requests for the file data are served from the client side Exinda at LAN speeds.

Directory Browsing

When browsing a remote file system usingWindows Explorer, the SMB protocol transfers various bits of
information about the files you are browsing. This metadata is transferred in special SMB instructions called
transactions. The Exinda appliance also caches these transactions such that they can be served locally,
from the client-side Exinda appliance. This significantly improves the performance of directory browsing
using the SMB protocol.

Configure file acceleration with SMB1
To reduce the severe effect high network latency has on the SMB protocol, configure the Exinda appliance to
pre-fetch and caches data for SMB1 requests.

1. Click System > Optimization and switch to theSMB tab.

2. In the SMB Acceleration Options area, select Enabled.

3. To prefetch data from the SMB server in anticipation of subsequent client requests, select Read
Ahead.

4. To update the SMB cache, aggregating requests to the SMB server, selectWrite Behind.

5. To enable caching of SMB file attributes such as file access times and size, selectMeta-Data
Caching.

6. Specify the amount of SMB data to prefetch when performing read-ahead or write-behind in theData
to Prefetch field.

This value should only be increased if network latency is very large, for example latency is greater
than 500milliseconds. The default value is 1024 kb.

7. Click Apply Changes.

8. To write the changes to the configuration file, in the status bar click Save.

Change the amount of data prefetched for the SMB1 cache

If you are experiencing network latency with file transfers, for example latency is greater than 500
milliseconds, increase the amount of data being prefetched for the SMB1 cache.
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1. Click System > Optimization and switch to theSMB tab.

2. Modify the amount of SMB data to prefetch when performing read-ahead or write-behind in theData
to Prefetch field.

3. Click Apply Changes.

4. To write the changes to the configuration file, in the status bar click Save.

Enable file acceleration with SMB2
To reduce the severe effect high network latency has on the SMB protocol, enable the Exinda appliance to
cache data for SMB2 requests.

1. Click System > Optimization and switch to theSMB tab.

2. In the SMB2 Acceleration Options area, select Enabled.

3. Click Apply Changes.

4. To write the changes to the configuration file, in the status bar click Save.

Accelerate digitally signed SMB connections
Ensure the security of SMB sessions by digitally signing SMB connections. With signing, the server can
verify that eachmessage was sent by the client that initially requested the connection, and the client can
verify that the response it is receiving is from the server.

1. Click System > Optimization and switch to theSMB tab.

2. To accelerate digitally signed connections, in theSMB Signing area select Enabled.

3. In the SMB Signing Options area, type the NetBIOS name of a domain or computer where shared
files are located. Click Add. Do not use the fully qualified domain name.

The domain is added to the SMB Signing Credentials area.

4. In the SMB Signing Credentials area, type theUsername andPassword to use when generating the
signing key.

The account used for signing the key must be able to authenticate against the specified server, but
should be a highly restricted account that does not have permissions to access the files being
requested by the client computers, or administrator access to the domain.

5. Select whether the authentication credentials are enabled or disabled.

The Exinda appliance will use the recorded credentials for the requested domain. If it is unable to
connect to that domain because of the server is unavailable or incorrect credentials, the status of the
signed connection is reported as Bypassed or Unhandled. See "View the SMB configuration and
connections" on page 12.
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If the request is for a domain that is not registered on the Exinda appliance, the credentials for the
(default) domain are used. If the credentials are incorrect for the requested domain, the status of
the signed connection is reported as Bypassed or Unhandled.

6. Click Apply Changes.

7. To write the changes to the configuration file, in the status bar click Save.

Allow file transfer acceleration with older versions of Exinda OS
If your network contains Exinda appliances running ExOS versions older than v6.3.0, for example 6.1, as
well as appliances running ExOS version 6.3.0 or later, youmust enable version compatibility to accelerate
file transfer traffic successfully.

1. Click System > Optimization and switch to theSMB tab.

2. In the Compatibility Options area, select Support versions (pre v6.3.0) Enabled.

3. Click Apply Changes.

4. To write the changes to the configuration file, in the status bar click Save.

Manage optimization services
TheOptimization Services page allows you to start, stop, and disable the Optimization Services running on
the Exinda appliance.

Note To control Optimization Services, navigate toSystem > Optimization > Services on
theWebUI, advancedmode.

The table below lists all the Optimization Services running on the Exinda appliance and allows you to Start,
Restart (if already running), Stop and Disable them.
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Note Stopping or restarting running Optimization Services may impact connections that are
currently accelerated.

View the SMB configuration and connections
The SMB Acceleration diagnostics display the current configuration settings as well as the number of new
and concurrent accelerated connections. If SMB signed connections are present, the total number of signed
connections is also displayed.

Note To configure CIFS acceleration settings, navigate toSystem > Optimization > SMB
on theWebUI, advancedmode.

1. Click System > Diagnostics and switch to theAcceleration tab.

2. From the Module drop-down, select SMB Acceleration.

The configuration settings for SMB and SMB2 are displayed. The connections statistics are broken
down into two categories:

n Concurrent—All signed connections from the file sharing servers that are currently con-
nected.

n Total Signed—All signed connections since the SMB Acceleration service was last
started, including those recorded as Concurrent.

As signed connections are processed, there are three possible results:

n Bypassed—The first time an attempt to validate the domain credentials fails, the connection
is identified as being signed, but is not accelerated. This attempt and all subsequent attempts
to validate credentials of a signed connection against the IP address of the server aremarked
as Unhandled.

n Handled The number of connections that are known to be signed and were accelerated.

n Unhandled—After a signed connection has failed validating the domain credentials the first
time, and the connection is marked as Bypassed, all subsequent attempts to validate
credentials of a signed connection against the IP address of the server aremarked as
Unhandled.

Note The statistics reported on this page are reset each time the SMB Acceleration service
is restarted.

3. "View System Log Files" on page 12.

View System Log Files
The View Log Files page allows you to view the System Log files and filter out various logmessages. Log
files provide an inside into the Exinda appliance's operation and aid in troubleshooting.
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1. Click System > Logging and switch to theView tab.

2. Select the log file to view. By default, theCurrent Log is displayed.

The Exinda appliance periodically archives log files. These archived log files can also be viewed by
selecting them from the Logfile list.

3. To filter the contents of the log file, type the criteria to filter by and click Apply.

The following filters are examples of common filters, and reduce the reported log lines to a single
type:

n WAN memory — wmd\.

n TCP acceleration— tcpad\.

n SMB acceleration— smbad\.

n Community — communityd\.

4. If there aremultiple pages of log entries, to navigate to a specific page, type the page number in the
Go to Page field and click Go.

Report: Accelerated Connections
This report shows the number of concurrent accelerated connections as well as the accelerated connection
establishment rate through the Exinda appliance over time.

1. Click Monitor > System and switch to theAccelerated Connections tab.

The reports are displayed.

The second graph shows the number of connections through each of the specific application acceleration
modules, such as SMB or SMB2 Acceleration, SSL Acceleration, and NCP Acceleration.
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