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Using this guide
Before using this guide, become familiar with the Exinda documentation system.

n "Exinda documentation conventions" on page 2

n "Notes, Tips, Examples, and Cautions" on page 3

Exinda documentation conventions

The Exinda documentation uses the following conventions in the documentation.

Graphical interface conventions

The following is a summary of the conventions used for graphic interfaces such as those in the ExindaWeb
UI and the Central Management Technical Preview UI.

Convention Definition

bold Interface element such as buttons or menus.

For example: Select theEnable checkbox.

Italics Reference to other documents.

For example: Refer to theExinda Application List.

> Separates navigation elements.

For example: Select File > Save.

Command line conventions

The following is a summary of the syntax used for the CLI commands.
(config)# command <user input> keyword {list|of|options|to|select|from} [optional
parameter]
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Convention Definition

monospace text Command line text or file names

<courier italics> Arguments for which you use values appropriate to your
environment.

courier bold Commands and keywords that you enter exactly as
shown.

[x] Enclose an optional keyword or argument.

{x} Enclose a required element, such as a keyword or
argument.

| Separates choices within an optional or required element.

[x {y | z}] Braces and vertical lines (pipes) within square brackets
indicate a required choice within an optional element.

command with many
parameters that
wrap onto two
lines in the
documentation

Underlined CLI commands may wrap on the page, but
should be entered as a single line.

Notes, Tips, Examples, and Cautions

Throughout themanual the following text styles are used to highlight important points:

n Notes include useful features, important issues. They are identified by a light blue background.

Note Note text

n Tips include hints and shortcuts. They are identified by a light blue box.

Tip Tip text

n Examples are presented throughout themanual for deeper understanding of specific concepts.
Examples are identified by a light gray background.

Example

Text

n Cautions and warnings that can cause damage to the device are included when necessary, and are
highlighted in yellow.

Caution Caution text
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Chapter 1: Deployment topologies
Typically, Exinda appliances are deployed in-line, between the core switch and theWAN/Internet router:

All models comewith at least 1 hardware bypass port pair, marked LAN andWAN. These ports are designed
to fail-over to pass-thoughmode in the event of system failure or loss of power.

Exinda appliances should be deployed with the appliance powered off. This will ensure hardware bypass is
working correctly. Usually, the Exinda appliance's WAN port is cabled to theWAN/Internet router using the
supplied cross-over Ethernet cable. The Exinda appliance's LAN port is cabled to the core switch using the
supplied straight Ethernet cable. If your appliance has a dedicatedmanagement port, this will also need to be
cabled to an internal switch using an Ethernet cable. For specific information about your model, see the
supplied Quick Start Guide.

Once all Ethernet cables are in place, ensure there is still network connectivity with the Exinda appliance
powered off. Then, power on the Exinda appliance. Again, ensure there is network connectivity after the
appliance has booted.

Exinda Topologies Guide



7 Chapter 1: Deployment topologies

Note Theremay be a short interruption to network connectivity while the Exinda appliance
switches out of bypass mode during boot-up. Although switching in and out of bypass
takes less than 1millisecond, this may force neighboring equipment to renegotiate their
layer 2 topology, whichmay take several seconds.

Discover the ways that an Exinda appliance can be integrated into your network.

n "In-path Topologies" on page 9

n "Out of Path Topologies" on page 18

n "Cluster and High Availability" on page 54

Platforms
The bridge and interface configuration differs between each Exinda platform. The table below summarizes
the available bridges for each platform (without expansion cards installed).

Platform Default Bridge (interfaces) / Bypass Support

2000 br0 (eth0 eth1) / no bypass

br1 (eth2 eth3) / bypass

2060 br1 (eth1 eth2) / bypass

br3 (eth3 eth4) / bypass

4000 br0 (eth0 eth1) / no bypass

br1 (eth2 eth3) / bypass

4060 br10 (eth10 eth11) / bypass

4061 br10 (eth10 eth11) / bypass

5000 br0 (eth2 eth3) / bypass

br1 (eth4 eth5) / bypass

br2 (eth6 eth7) / bypass

6000 br0 (eth1 eth2) / fiber

br1 (eth3 eth4) / bypass

br2 (eth5 eth6) / bypass

6010 br0 (eth2 eth3) / bypass

br1 (eth4 eth5) / bypass

6060 br10 (eth10 eth11) / bypass

7000 br0 (eth2 eth3) / bypass

br1 (eth4 eth5) / bypass

8060 br10 (eth10 eth11) / bypass

10060 br10 (eth10 eth11) / bypass
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IP Modes
ExindaOS (ExOS) version 6 and later allows you to configure the appliances network interfaces to suit your
network topology. To configure network interfaces, navigate toSystem > Network > IP Address on the
WebUser Interface, Advancedmode. Ensure that you understand the target network environment before
changing settings on this page.

Notes n Interfaces that are not enslaved to a bridgemay have roles assigned e.g. Cluster,
Mirror orWCCP.

n The interface used tomanage the appliance will depend on the network topology.
In general any interface not assigned to a role may be used.

© 2013 Exinda Networks, Inc.
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Chapter 2: In-path Topologies
Discover the ways that an Exinda appliance can be integrated into the path of network traffic.

n "Main Site Internet Link Topology" on page 9

n "Main SiteWAN Link Topology" on page 10

n "Distributed Branch Topology" on page 12

n "Topologies with Firewalls" on page 13

n "Topologies with VPNs" on page 14

n "Multiple Link Topology" on page 16

Main Site Internet Link Topology
Main site with Internet link and potentially branch offices as well. Applications are hosted in theMain Site
where branch offices connect to via the Internet.

All platforms support this topology.

This topology is used when customers need tomonitor and control Internet and branch traffic to and from the
main site. The Exinda can guarantee performance of critical applications such as voice, VPN and extranet;
monitor Internet usage and control P2P applications.

Exinda Topologies Guide
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Installation

The Exinda should be plugged in-line between the switch and router or firewall. If you have a VPN refer to
“Topologies with VPNs”.

1. Connect theWAN port to your router/firewall using a crossover cable.

2. Connect the LAN port into the LAN switch.

It is recommended that you use a bypass capable bridge, which will provide ethernet bypass in the event of
hardware failure. The bridge in use also needs to be enabled on the IP Address configuration page.

Capabilities

In this topology, the Exinda appliance can:

n Monitor all traffic utilization and all applications to/from the Internet. You can distinguish between busi-
ness relevant traffic and traffic used for recreational purposes.

n Monitor usage of Internet and VPN branch traffic. e.g. How much of the link is being used by each
branch network?

n Control all traffic traversing the link. Allocate some bandwidth to VPN branch offices and respective pri-
orities for Internet applications.

Limitations

n With this topology, it is not possible to monitor and control branch traffic and their respective Internet
links as each branch has direct access to the Internet.

n Application Acceleration is not possible with a single appliance.

Suggestions

n Disable direct access to the Internet for branch offices. Route all Internet traffic via themain site if pos-
sible.

n Use an Exinda appliance at each branch office tomonitor and control traffic and increaseWAN capa-
city with Exinda’s Application Acceleration.

Main Site WAN Link Topology
Single site with Internet link and separateWAN link to branch offices.

All platforms support this topology.

This topology is used when customers need tomonitor and control Internet andWAN traffic in themain site
andWAN traffic from branch offices. The Exinda can guarantee traffic for theWAN and treat applications
and users from different branch offices with different priorities.

© 2013 Exinda Networks, Inc.
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Installation

The Exinda should be plugged in-line between the switch and router or firewall. If you have a VPN refer to
“Topologies with VPNs”.

1. Connect theWAN port to your router/firewall using a crossover cable.

2. Connect the LAN port into the LAN switch.

It’s recommended that you use a bypass capable bridge, which will provide ethernet bypass in the event of
hardware failure.

The bridge in use needs to be enabled on the IP Address configuration page.

Capabilities

In this topology, the Exinda appliance can:

n Monitor all traffic utilization and all applications to the Internet. You can distinguish between business
relevant traffic and traffic used for recreational purposes.

n Monitor usage of Internet andWAN traffic. E.g. How much of the link is being used by the Internet and
each branch office?

n Monitor and control individual applications and users from each branch office.

n Control all traffic traversing the link. Allocate bandwidth toWAN and Internet applications.

Limitations

n Application Acceleration is not possible with a single appliance.

n If a branch office connects to Internet directly, the branch link cannot to bemonitored and controlled.
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Distributed Branch Topology
A distributed topology of Exinda appliances offers themost flexible control. Such topology is also required
for customers using Exinda’s Application Acceleration technology.

All platforms support this topology.

Note Application Acceleration is possible with this topology. An acceleration license is
required for Application Acceleration to be enabled. An acceleration license is not
available on the 1010 platform.

This topology is used tomonitor and control all nodes in a distributed branch office environment. As both
WAN and Internet can be accessed directly from each office, an Exinda is used tomonitor andmanage the
performance of each branch office.

Installation

An Exinda is required at all branch offices connecting to theWAN. The Exinda will need to be installed in in-
linemode at each office.

It’s recommended that you use a bypass enabled bridge, which will provide ethernet bypass in the event of
hardware failure. The bridge in use needs to be enabled on the IP Address configuration page.

Capabilities

In this topology, the Exinda appliance can:

n Monitor and control all traffic to/from the Internet andWAN.

n Accelerate traffic between all WAN sites.

n Monitor distribution of application traffic between all sites.

n Prioritize andmanage application performance in a fully meshed environment.

n Control or block P2P and recreational applications site-wide.
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Limitations

None - this is themost flexible topology.

Topologies with Firewalls
Firewall topologies can vary significantly. Typically customers will place the Exinda between the switch and
internal interface of the firewall. This ensures that the Exinda can see all hosts on the LAN.

All platforms support this topology.

Note Placing the Exinda appliance between the router and external interface of the firewall
will only monitor applications and IP addresses present on the external interface of the
firewall. So if your firewall performs Network Address Translation (NAT), you will only
see the firewall's external IP address as the source address of themonitored flows,
rather than their internal addresses.

DMZ

The Exinda appliance can be deployed in-path of a DMZ, allowing for Monitoring, Optimization and
Application Acceleration of traffic to/from the DMZ.
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Note Youwill need to define a Network Object called DMZ andmark it as "Internal", so that
the Exinda appliance can ignore all traffic between the local LAN and the DMZ.

Installation

1. Enable the appropriate bridges on the IP Address configuration page.

2. Connect ExindaWAN2 into your router/firewall using a crossover cable.

3. Connect Exinda LAN2 into the LAN switch.

4. Connect Exinda LAN1 into the DMZ switch or host.

5. Connect ExindaWAN1 in the DMZ interface of the firewall using a crossover cable.

Topologies with VPNs
Scenario 1: Typically customers will place the Exinda between their internal LAN switch and VPN
terminator. This allows for monitoring and optimization of traffic before it gets encrypted and transported
across the VPN tunnel.
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Scenario 2: There are scenarios where the Exinda can only plug in between the VPN terminator and the
router. In this scenario only encrypted tunnel traffic will be seen by the Exinda appliance. Typically traffic of
the GRE or ESP protocol will be present.

All platforms support this topology.

Installation

Scenario 1:

© 2013 Exinda Networks, Inc.
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1. Connect the ExindaWAN port into the internal interface of the VPN terminator using a crossover
cable.

2. Connect the Exinda LAN port into the LAN switch.

Scenario 2:

1. Connect the ExindaWAN port into the internal interface of the router.

2. Connect the Exinda LAN port into the external interface of the VPN terminator using a crossover cable.

3. Connect an Exinda unbridged interface (e.g. eth1 on a 4060) into the LAN switch and configure an
address tomanage the appliance.

Capabilities

In VPN scenario 2, the Exinda appliance can:

n Monitor and control any unencrypted traffic to theWAN and Internet.

n Monitor and prioritize the encrypted traffic between other VPN terminator sites. Only a single IP
address will be visible per site.

Limitations

In VPN scenario 2 the Exinda appliance cannot:

n Monitor and prioritize the encrypted traffic by application, internal hosts and servers.

Multiple Link Topology
Exinda appliances can support multiple bridges, allowing users to connect multiple links through the
appliance.

All platforms support this topology, however, some platforms only have a single bypass enabled bridge,
which will provide ethernet bypass in the event of hardware failure.

This topology is used when customers need tomonitor and control Internet traffic to and from themain site
as well as WAN traffic through a single Exinda appliance.
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Installation

The Exinda should be plugged in-line between the switch and router or firewall.

1. Connect the ExindaWAN1 port into yourWAN router/firewall using a crossover cable.

2. Connect the Exinda LAN1 port into the LAN switch.

3. Connect the ExindaWAN2 port into your Internet router/firewall using a crossover cable.

4. Connect the Exinda LAN2 port into the LAN switch.

© 2013 Exinda Networks, Inc.



© 2013 Exinda Networks, Inc.

Chapter 3: Out of Path Topologies
Discover the ways that an Exinda appliance can be integrated out-of-path.

n "Accelerate traffic withWCCP" on page 19

n "SPAN andMirror Port Monitoring" on page 22

n "Directing traffic with policy-based routing" on page 25
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Accelerate traffic with WCCP
The Exinda appliance can accelerate traffic routed usingWebCache Communication Protocol (WCCP) v2.
This topology is used when customers want application acceleration, but do not wish to install the Exinda
appliance in-line.

Some of the limitations of theWCCP out-of-path deployment include:

n Only TCP applications can be routed to the Exinda.

n The Router must support WCCP v2.

n Additional load is placed on the router.

To configure routing usingWCCP, perform the following tasks:

1. Configure router to useWCCP. Consult the documentation for your router for instructions on
configuringWCCP.

For Cisco routers running firmware release 12.0T, refer to http://www.cisco.com/en/US/docs/ios/12_
0t/12_0t3/feature/guide/wccp.html

2. "Configure the Exinda appliance to useWCCP" on page 19.

3. "Configure internal subnets as internal network objects" on page 23.

4. "Display the state of theWCCP service" on page 21.

Configure the Exinda appliance to use WCCP

To useWebCache Communication Protocol (WCCP) v2 to route traffic to the Exinda, configure the Exinda
appliance to identify theWCCP interface, and specify any passwords required to access the router.

1. Click Tools > Console.

2. Type the appliance username and password at the prompts.

3. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

Exinda Topologies Guide
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The hostname # prompt is displayed.

4. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.

5. Assign an interface forWCCP.

a. For a unicast configuration, set the router IP address for eachWCCP v2 service.
(config)# wccp interface <interface-name>

(config)# wccp service <service-group number> router <router-IP-address>

For example, assign interface eth2 to accept WCCP v2 traffic with service class 10 from
192.168.0.1

(config) # wccp interface eth2

(config) # wccp service 10 router 192.168.0.1

Ensure you set the router to be the highest IP address available on the router.

b. For amulticast configuration, set a group-address forWCCP v2 traffic.
(config)# wccp interface <interface-name>

(config)# wccp service <service-group number> group-address <multicast-
address>

For example, assign interface eth2 to accept WCCP v2 traffic with service class 10 from
multicast address 224.1.1.1

(config) # wccp interface eth2

(config) # wccp service 10 group-address 224.1.1.1

6. If a password has been configured for a service on the router, add that password on the Exinda.
(config) # wccp service <service-group number> password <password>

Configure internal subnets as internal network objects

For the Exinda appliance to determine traffic direction, all internal subnets should to be defined as internal
Network Objects. After identifying the subnets as internal network objects, as traffic passes through the
appliance the Exinda appliance determines packet direction based on the following rules:

Rule Result

Packet's source IP matches an Internal
Network Object

AND

Packet's destination IP DOES NOT
match an Internal Network Object

Packet is classified as outbound traffic.

Packet's source IP DOES NOTmatch
an Internal Network Object

AND

Packet is classified as inbound traffic.
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Rule Result

Packet's destination IP matches an
Internal Network Object

Packet's source IP matches an Internal
Network Object

AND

Packet's destination IP matches an
Internal Network Object

Traffic flowing from the lower IP to the
higher IP is classified as outbound traffic.

Traffic flowing from the higher IP to the
lower IP is classified as inbound traffic.

Packet's source IP DOES NOTmatch
an Internal Network Object

AND

Packet's destination IP DOES NOT
match an Internal Network Object

Traffic flowing from the lower IP to the
higher IP is classified as outbound traffic.

Traffic flowing from the higher IP to the
lower IP is classified as inbound traffic.

1. Click Objects > Network.

2. To change a network object to an internal object, click Edit and change the location to Internal.

3. Click Apply Changes.

Display the state of the WCCP service

Display the status of theWCCP service, and verify that the connection between the Exinda and the router is
active.

1. Click Tools > Console.

2. Type the appliance username and password at the prompts.

3. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

The hostname # prompt is displayed.

4. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.

5. To display the running state of aWCCP service on the Exinda, at the (config) # prompt, type
show wccp service <service-group number>.

The status of the service is displayed with the Router and Appliance IP addresses. If any error
messages are displayed beside an IP address, resolve the issue with the configuration and re-verify
the service.

© 2013 Exinda Networks, Inc.
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SPAN and Mirror Port Monitoring
The Exinda appliance can operate out-of-path, or ON-LAN mode, with any hub or switch that supports port
mirroring or SPAN ports.

This topology is used when customers need tomonitor traffic only, without installing the Exinda in-line. The
Exindamonitors and reports on all applications presented on the SPAN/mirror port. This is regularly used to
perform network audits as it provides great flexibility in restricted and complex network environments.

Figure 1: Topology diagram showing how to cable MGMT and Mirror ports for Mirror/SPAN port
monitoring.

To configureMirror/SPAN port monitoring, perform the following tasks:

1. "ConfigureMirror Port Mode" on page 22

2. "EnableMonitoring of Mirror/SPAN Traffic" on page 22

3. "Configure internal subnets as internal network objects" on page 23

After enablingMirror/SPAN monitoring, and the appropriate Internal Network Objects have been defined, the
Exinda appliancemonitors traffic received on theMirror/SPAN receiving port as if it were in-line. The only
exception is the Interface Reports are blank because the Exinda appliance has no concept of packet
direction at the interface level.

Configure Mirror Port Mode

Before enablingMirror/SPAN port monitoring, youmust first configure a switch port to mirror traffic to.
Typically, theWAN port on the core switch is configured tomirror traffic to an unused port, which is cabled to
the Exinda appliance. Alternatively, a network hub can be deployed in-path, and the Exinda appliance can be
cabled directly to the hub (since a hub, by design, mirrors all traffic to all ports).

Any port not enslaved to a bridge or in use for another function, for example Cluster orWCCP, may be used
to receivemirror port or SPAN port traffic.

Enable Monitoring of Mirror/SPAN Traffic

Enablemirror/SPAN port on an interface tomonitor that type of traffic.
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1. Click System > Network > IP Address.

2. To use an interface as aMirror port, select theMirror check box.

3. Click Apply Changes.

The selected interface now accepts Mirror/SPAN traffic.

The following commands can be executed from the CLI in order to enable or disable Mirror/SPAN port
monitoring on an interface.

> en

# con t

(config) # mirror interface <inf>

(config) # no mirror interface <inf>

Configure internal subnets as internal network objects

For the Exinda appliance to determine traffic direction, all internal subnets should to be defined as internal
Network Objects. After identifying the subnets as internal network objects, as traffic passes through the
appliance the Exinda appliance determines packet direction based on the following rules:

Rule Result

Packet's source IP matches an Internal
Network Object

AND

Packet's destination IP DOES NOT
match an Internal Network Object

Packet is classified as outbound traffic.

Packet's source IP DOES NOTmatch
an Internal Network Object

AND

Packet's destination IP matches an
Internal Network Object

Packet is classified as inbound traffic.

Packet's source IP matches an Internal
Network Object

AND

Packet's destination IP matches an
Internal Network Object

Traffic flowing from the lower IP to the
higher IP is classified as outbound traffic.

Traffic flowing from the higher IP to the
lower IP is classified as inbound traffic.

Packet's source IP DOES NOTmatch Traffic flowing from the lower IP to the
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Rule Result

an Internal Network Object

AND

Packet's destination IP DOES NOT
match an Internal Network Object

higher IP is classified as outbound traffic.

Traffic flowing from the higher IP to the
lower IP is classified as inbound traffic.

1. Click Objects > Network.

2. To change a network object to an internal object, click Edit and change the location to Internal.

3. Click Apply Changes.

© 2013 Exinda Networks, Inc.
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Directing traffic with policy-based routing
With Policy Based Routing (PBR) an Exinda appliance can be inserted in the network out-of-path, but retain
in-path optimization capabilities. This is typically achieved by configuring the router with policy that
determines whether traffic is sent on to the requested destination or to the Exinda appliance.

The Policy Based Routing feature offers the following benefits:

n The Exinda can be physically out-of-path, but logically in-path. This can be useful in virtual envir-
onments where it may not be desirable or possible to be in-path.

n Increased selectivity of traffic to be optimized. For example, redirect all web traffic to an Exinda.

n Increased network topology configurability. Depending on the routers capability, redirect traffic based
on access-lists whichmay use port, source/destination address, etc.

The following scenarios represent common deployment topologies in which PBR can be used with the
Exinda.

n "Basic policy-based routing" on page 26

n "Policy-based routing with two subnets" on page 30

n "VRRP with PBR" on page 34

n "VRRP with PBR and VLANs" on page 39

n "VRRP with PBR and IP SLA Tracking" on page 47
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Basic policy-based routing

Themost basic out-of-path deployment that uses policy based routing on a router is shown below. We
require three interfaces on the router.

Note All traffic between the network components in this diagram is bi-directional.

1. Request to access a location on the Internet is made on a client computer.

2. The request is sent to the router, where the source, destination is analyzed and compared to the policy
configured on the router.

3. Based on the results of the analysis, the request is:

a. sent to the Exinda appliance for optimization, and then back through the router to the requested
destination.

b. sent directly to the requested destination.

Configure the Router for the Basic PBR topology

Specify how the router should handle traffic coming from the out-of-path Exinda appliance, theWAN, and the
LAN.

Caution The IP addresses and netmasks used in this document match those used in the
diagram on "Basic policy-based routing" on page 26. Use IP addresses that correspond
to those in your network when configuring the router.

1. Launch the router command line interface.

2. To enter privileged EXEC (enable) mode, at the prompt type the following command:

© 2013 Exinda Networks, Inc.
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hostname > enable

The hostname # prompt is displayed.

3. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.

4. Configure the interface parameters for the Exinda appliance installed out-of-path (Gig0/0).

a. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/0

b. Set the IP address of the out-of-path Exinda appliance.
hostname (config-if)# ip address 10.10.10.1 255.0.0.0

c. Set the duplex and speed parameters for the interface.
hostname (config-if)# duplex auto

hostname (config-if)# speed auto

5. Configure the parameters for theWAN interface (Gig0/1).

a. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/1

b. Set the IP address and netmask of theWAN interface
hostname (config-if)# ip address 64.65.66.1 255.255.255.0

c. Set the routemap for policy routing to asymmetrical.
hostname (config-if)# ip policy route-map Asym

d. Set the duplex and speed parameters for the interface.
hostname (config-if)# duplex auto

hostname (config-if)# speed auto

6. Configure the parameters for the LAN interface (Fa0/1/1).

a. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/0

b. Set the IP address and netmask of the LAN interface.
hostname (config-if)# ip address 172.16.12.1 255.255.0.0

c. Set the routemap for policy routing with the name Asym.
hostname (config-if)# ip policy route-map Asym

d. Set the duplex and speed parameters for the interface.
hostname (config-if)# duplex auto

hostname (config-if)# speed auto

7. Create an access list named 120 that allows devices in the specified IP address range to access the
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network.
hostname (config)# access-list 120 permit ip 172.16.0.0 0.0.255.255 64.65.66.0
0.0.0.255

hostname (config)# access-list 120 permit ip 64.65.66.0 0.0.0.255 172.16.0.0
0.0.255.255

8. Configure the routemap to allow access to the routes specified in the access list (120), and route the
traffic to the router.
route-map Asym permit 10

match ip address 120

set ip next-hop 10.10.10.2

Configure the out-of-path Exinda Appliance for policy based routing

To use policy-based routing, the interfaces on the Exinda appliancemust be configured with the appropriate
settings.

Note The appliance can be configured either through the ExindaWebUI or through the CLI.

1. Click System > Network > IP Address.

2. In the Interface Settings area, clear the BR10 checkbox.

The bridge expands to display eth10 and eth11.

Note If a virtual appliance is hosting the Exinda appliance software, clear the BR2
checkbox. The bridge expands to display eth2 and eth3.

3. Click System > Network > IP Address.

4. In the eth11 area, select PBR.

5. In theStatic Addresses field, type the IP address and netmask of the out-of-path Exinda appliance.

6. In thePBR Next-Hop Address field, type the IP address of the router.

7. Click Apply Changes.

8. To save the changes to the configuration file, in the status bar click Save.

9. Launch the Command Line Console.

a. Click Tools > Console.

b. Type the appliance username and password at the prompts.

c. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

The hostname # prompt is displayed.

d. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.
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10. To set the parameters of eth11, type the following commands:
hostname (config)# no interface eth11 dhcp

hostname (config)# interface eth11 display

hostname (config)# interface eth11 duplex auto

hostname (config)# interface eth11 mtu 1500

hostname (config)# no interface eth11 shutdown

hostname (config)# interface eth11 speed auto

Configure the Exinda Appliance for Basic PBR topology through the CLI

To use policy-based routing, the interfaces on the Exinda appliancemust be configured with the appropriate
settings.

Note The appliance can be configured either through the ExindaWebUI or through the CLI.

1. Click Tools > Console.

2. Type the appliance username and password at the prompts.

3. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

The hostname # prompt is displayed.

4. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.

5. Remove the BR10 bridge.
hostname (config)# no bridge BR10 enable

6. Set the IP address and netmask of the out-of-path Exinda appliance.
hostname (config)# interface eth11 ip address 10.10.10.2 /8

7. Identify the interface to be used for policy-based routing.
hostname (config)# pbr interface eth11

8. Set the IP address of the router.
hostname (config)# pbr interface ip next-hop 10.10.10.1

9. To set the parameters of eth11, type the following commands:
hostname (config)# no interface eth11 dhcp

hostname (config)# interface eth11 display

hostname (config)# interface eth11 duplex auto

hostname (config)# interface eth11 mtu 1500

hostname (config)# no interface eth11 shutdown

hostname (config)# interface eth11 speed auto

© 2013 Exinda Networks, Inc.



30

Policy-based routing with two subnets

Policy-based routing (PBR) can be deployed on two subnets, with each subnet being serviced by its own
Exinda appliance. The configuration sets rules to route traffic to another Exinda appliance should one fail.

Note All traffic between the network components in this diagram is bi-directional.

1. Request to access a location on the Internet is made on a client computer.

2. The request is sent to the router, where the source, destination is analyzed and compared to the policy
configured on the router.

3. Based on the results of the analysis, the request is:

a. sent to the Exinda appliance for optimization, and then back through the router to the
requested destination.

b. sent directly to the requested destination.

Configure the Router for PBR with Two Subnets

Specify the behaviour of the router interfaces connecting to the the LAN, theWAN, and the out-of-path
Exinda appliances.

1. Launch the router command line interface.

2. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

The hostname # prompt is displayed.

3. To enter configuration (config) mode, at the prompt type the following commands:
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hostname # configure terminal

The hostname (config)# prompt is displayed.

4. Configure the parameters for the LAN interface (Fa0/1/1).

a. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/0

b. Set the IP address and netmask of the LAN interface.
hostname (config-if)# ip address 172.16.12.1 255.255.0.0

c. Set a description for what the router interface is connecting to.
hostname (config-if)# description Connected to EX-IN

d. Set the routemap for policy routing with the name DivtEx1theEx2.
hostname (config-if)# ip policy route-map DivtEx1theEx2

e. Set the duplex and speed parameters for the interface.
hostname (config-if)# duplex auto

hostname (config-if)# speed auto

5. Configure the interface parameters for the out-of-path Exinda appliance #1 (Gig0/0/0).

a. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/0/0

b. Set a description for what the router interface is connecting to.
hostname (config-if)# description Connected to EX-OOP-1

c. Set the IP address of the out-of-path Exinda appliance.
hostname (config-if)# ip address 10.10.10.1 255.255.255.0

d. Set the duplex and speed parameters for the interface.
hostname (config-if)# duplex auto

hostname (config-if)# speed auto

6. Configure the interface parameters for the out-of-path Exinda appliance #2 (Gig0/0/1).

a. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/0/1

b. Set a description for what the router interface is connecting to.
hostname (config-if)# description Connected to EX-OOP-2

c. Set the IP address of the out-of-path Exinda appliance.
hostname (config-if)# ip address 10.10.20.1 255.255.255.0

d. Set the duplex and speed parameters for the interface.
hostname (config-if)# duplex auto

hostname (config-if)# speed auto

7. Configure the parameters for theWAN interface (Gig0/1).
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a. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/1

b. Set a description for what the router interface is connecting to.
hostname (config-if)# description Connected to WAN

c. Set the IP address and netmask of theWAN interface
hostname (config-if)# ip address 64.65.66.1 255.255.255.0

d. Set the routemap for policy routing to asymmetrical.
hostname (config-if)# ip policy route-map DivtEXOOP1thenEXOOP2

e. Set the duplex and speed parameters for the interface.
hostname (config-if)# duplex auto

hostname (config-if)# speed auto

8. Create an access list named 120 that allows devices in the specified IP address range to access the
network.
hostname (config)# access-list 120 permit ip 172.16.0.0 0.0.0.255 64.65.66.0
0.255.255.255

hostname (config)# access-list 120 permit ip 64.65.66.0 0.255.255.255 172.16.0.0
0.0.255.255

9. Configure the routemap to allow access to the routes specified in the access list (140), and route the
traffic to the router.
route-map DivtEXOOP1thenEXOOP2 permit 10

match ip address 140

set ip next-hop 10.10.10.2 10.10.20.2

Configure the Exinda Appliance for PBR on Two Subnets through the Exinda Web UI

To use policy-based routing, the interfaces on the Exinda appliancemust be configured with the appropriate
settings.

Note The appliance can be configured either through the ExindaWebUI or through the CLI.

1. On the out-of-path Exinda appliance # 1, launch the ExindaWebUI.

a. In a browser, enter https://Exinda_IP_address.

b. Enter the applianceUser Name andPassword. Click Login.

The ExindaWebUI is displayed.

c. Ensure you are inAdvancedmode.

2. Click System > Network > IP Address.

3. In the Interface Settings area, clear the BR10 checkbox.

The bridge expands to display eth10 and eth11.
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Note If a virtual appliance is hosting the Exinda appliancesoftware, clear the BR2
checkbox. The bridge expands to display eth2 and eth3.

4. Click System > Network > IP Address.

5. In the eth11 area, select PBR.

6. In theStatic Addresses field, type the IP address and netmask of the out-of-path Exinda appliance.

7. In thePBR Next-Hop Address field, type the IP address of the router.

8. Click Apply Changes.

9. To save the changes to the configuration file, in the status bar click Save.

10. Launch the Command Line Console.

a. Click Tools > Console.

b. Type the appliance username and password at the prompts.

c. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

The hostname # prompt is displayed.

d. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.

11. To set the parameters of eth11, type the following commands:
hostname (config)# no interface eth11 dhcp

hostname (config)# interface eth11 display

hostname (config)# interface eth11 duplex auto

hostname (config)# interface eth11 mtu 1500

hostname (config)# no interface eth11 shutdown

hostname (config)# interface eth11 speed auto

12. Repeat these steps on out-of-path Exinda appliance #2.

Configure the Exinda Appliance for PBR on Two Subnets through the CLI

To use policy-based routing, the interfaces on the Exinda appliancemust be configured with the appropriate
settings.

Note The appliance can be configured either through the ExindaWebUI or through the CLI.

1. On the out-of-path Exinda appliance # 1, launch the ExindaWebUI.

a. In a browser, enter https://Exinda_IP_address.

b. Enter the applianceUser Name andPassword. Click Login.

The ExindaWebUI is displayed.
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c. Ensure you are inAdvancedmode.

2. Click Tools > Console.

3. Type the appliance username and password at the prompts.

4. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

The hostname # prompt is displayed.

5. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.

6. Remove the BR10 bridge.
hostname (config)# no bridge BR10 enable

7. Set the IP address and netmask of the out-of-path Exinda appliance.
hostname (config)# interface eth11 ip address 10.10.10.2 /24

8. Identify the interface to be used for policy-based routing.
hostname (config)# pbr interface eth11

9. Set the IP address of the router.
hostname (config)# pbr interface ip next-hop 10.10.20.1

10. To set the parameters of eth11, type the following commands:
hostname (config)# no interface eth11 dhcp

hostname (config)# interface eth11 display

hostname (config)# interface eth11 duplex auto

hostname (config)# interface eth11 mtu 1500

hostname (config)# no interface eth11 shutdown

hostname (config)# interface eth11 speed auto

11. Repeat these steps on the out-of-path Exinda appliance #2 using the appropriate IP address in Step
5.

VRRP with PBR

The Virtual Router Redundancy Protocol (VRRP) is an IP address that acts as a gateway between the router
and the appliances. The VRRP receives the traffic requests, and distributes the requests to the appliances
connected to it. This allows for greater reliability and balancing traffic requests to the various appliances.

Note All traffic between the network components in this diagram is bi-directional.
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1. The client computer requests access to a location on the Internet.

2. The request is sent to the router, where the source, destination is analyzed and compared to the policy
configured on the router.

3. Based on the results of the analysis, the request is:

a. sent to the Exinda appliance for optimization, and then back through the router to the
requested destination.

b. sent directly to the requested destination.

Configure the Router for VRRP with PBR

Specify the behaviour of the router interfaces connecting to the the LAN, theWAN, and the out-of-path
Exinda appliances.

1. Launch the router command line interface.

2. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

The hostname # prompt is displayed.

3. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.
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4. Configure the interface parameters for the switch installed between the router and the out-of-path
Exinda appliances (Gig0/0).

a. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/0

b. Set the IP address of the out-of-path Exinda appliance.
hostname (config-if)# ip address 10.10.10.1 255.0.0.0

c. Set the duplex and speed parameters for the interface.
hostname (config-if)# duplex auto

hostname (config-if)# speed auto

5. Configure the parameters for theWAN interface (Gig0/1).

a. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/1

b. Set the IP address and netmask of theWAN interface.
hostname (config-if)# ip address 64.65.66.1 255.255.255.0

c. Set the routemap for policy routing to asymmetrical.
hostname (config-if)# ip policy route-map Asym

d. Set the duplex and speed parameters for the interface.
hostname (config-if)# duplex auto

hostname (config-if)# speed auto

6. Configure the parameters for the LAN interface (Fa0/1).

a. Specify the interface to configure.
hostname (config)# interface FastEthernet0/1

b. Set the IP address and netmask of the LAN interface.
hostname (config-if)# ip address 172.16.12.1 255.255.0.0

c. Set the routemap for policy routing with the name Asym.
hostname (config-if)# ip policy route-map Asym

d. Set the duplex and speed parameters for the interface.
hostname (config-if)# duplex auto

hostname (config-if)# speed auto

7. Create an access list named 120 that allows devices in the specified IP address range to access the
network.
hostname (config)# access-list 120 permit ip 172.16.0.0 0.0.255.255 64.65.66.0
0.0.0.255

hostname (config)# access-list 120 permit ip 64.65.66.0 0.0.0.255 172.16.0.0
0.0.255.255

8. Configure the routemap to allow access to the routes specified in the access list (120), and route the
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traffic to the router.
route-map Asym permit 10

match ip address 120

set ip next-hop 10.10.10.100

Configure the Exinda Appliance for VRRP with PBR

To use policy-based routing, the interfaces on the Exinda appliancemust be configured with the appropriate
settings.

Note The appliance can be configured either through the ExindaWebUI or through the CLI.

1. On the out-of-path Exinda appliance # 1, launch the ExindaWebUI.

a. In a browser, enter https://Exinda_IP_address.

b. Enter the applianceUser Name andPassword. Click Login.

The ExindaWebUI is displayed.

c. Ensure you are inAdvancedmode.

2. Click System > Network > IP Address.

3. In the Interface Settings area, clear the BR10 checkbox.

The bridge expands to display eth10 and eth11.

Note If a virtual appliance is hosting the Exinda appliancesoftware, clear the BR2
checkbox. The bridge expands to display eth2 and eth3.

4. Click System > Network > IP Address.

5. In the eth11 area, select PBR.

6. In theStatic Addresses field, type the IP address and netmask of the out-of-path Exinda appliance.

7. In thePBR Next-Hop Address field, type the IP address of the router.

8. Select Enable VRRP.

9. In theVirtual Router Address field, type the group IP address.

10. Click Apply Changes.

11. To save the changes to the configuration file, in the status bar click Save.

12. Launch the Command Line Console.

a. Click Tools > Console.

b. Type the appliance username and password at the prompts.

c. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

The hostname # prompt is displayed.

© 2013 Exinda Networks, Inc.



38

d. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.

13. To set the parameters of eth11, type the following commands:
hostname (config)# no interface eth11 dhcp

hostname (config)# interface eth11 display

hostname (config)# interface eth11 duplex auto

hostname (config)# interface eth11 mtu 1500

hostname (config)# no interface eth11 shutdown

hostname (config)# interface eth11 speed auto

hostname (config)# vrrp interface eth11 delay 1

hostname (config)# vrrp interface eth11 priority 100

hostname (config)# vrrp interface eth11 vrid 50

14. Repeat these steps on eth10 of the out-of-path Exinda appliance #2.

Configure the Exinda Appliance for VRRP with PBR through the CLI

To use policy-based routing, the interfaces on the Exinda appliancemust be configured with the appropriate
settings.

Note The appliance can be configured either through theExindaWebUIor through the CLI.

1. On the out-of-path Exinda appliance # 1, launch the ExindaWebUI.

a. In a browser, enter https://Exinda_IP_address.

b. Enter the applianceUser Name andPassword. Click Login.

The ExindaWebUI is displayed.

c. Ensure you are inAdvancedmode.

2. Click Tools > Console.

3. Type the appliance username and password at the prompts.

4. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

The hostname # prompt is displayed.

5. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.

6. Remove the BR10 bridge.
hostname (config)# no bridge BR10 enable

7. Set the IP address and netmask of the out-of-path Exinda appliance #1.
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hostname (config)# interface eth11 ip address 10.10.10.2 /8

8. Identify the interface to be used for policy-based routing.
hostname (config)# pbr interface eth11

9. Set the IP address of the router.
hostname (config)# pbr interface ip next-hop 10.10.10.1

10. To set the parameters of eth11, type the following commands:
hostname (config)# no interface eth11 dhcp

hostname (config)# interface eth11 display

hostname (config)# interface eth11 duplex auto

hostname (config)# interface eth11 mtu 1500

hostname (config)# no interface eth11 shutdown

hostname (config)# interface eth11 speed auto

11. To set the VRRP parameters, type the following commands:
hostname (config)# vrrp interface eth11 delay 1

hostname (config)# vrrp interface eth11 enable

hostname (config)# vrrp interface eth11 priority 100

hostname (config)# vrrp interface eth11 vip 10.10.10.100

hostname (config)# vrrp interface eth11 vrid 50

12. Repeat these steps on the out-of-path Exinda appliance #2 using the appropriate IP address in Step
5.

VRRP with PBR and VLANs

The Virtual Router Redundancy Protocol (VRRP) is an IP address that acts as a gateway between the router
and the appliances. The VRRP receives the traffic requests, and distributes the requests to the appliances
connected to it. This allows for greater reliability and balancing traffic requests to the various appliances.

The switch can be configured to act as a VLAN, allowing appliances that are connected to different physical
switches to be grouped together. If the network has existing VLANs configured, this out-of-path Exinda
appliance configuration improves latency and increases performance.

Note All traffic between the network components in this diagram is bi-directional.
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1. The client computer requests access to a location on the Internet.

2. The request is sent to the router, where the source, destination is analyzed and compared to the policy
configured on the router.

3. Based on the results of the analysis, the request is:

a. sent to the switch, which evenly distributes the traffic between the connected Exinda
appliances, and then back through the router to the requested destination.

b. sent directly to the requested destination.

Configure the Router for VRRP with PBR and VLANs

Specify the behaviour of the router interfaces connecting to the switch, the LAN, and theWAN.

1. Launch the router command line interface.

2. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable
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The hostname # prompt is displayed.

3. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.

4. Configure the interface parameters for the switch installed between the router and the out-of-path
Exinda appliances (Gig0/0).

a. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/0

b. Set a description for what the router interface is connecting to.
hostname (config-if)# description Connected to Exinda Group

c. Specify that there is no IP address for the interface.
hostname (config-if)# no ip address

d. Set the duplex and speed parameters for the interface.
hostname (config-if)# duplex auto

hostname (config-if)# speed auto

e. Configure the parameters for the VLAN 10 interface (Gig0/0.10).

i. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/0.10

ii. Set the router interface to route between VLANs for the switch.
hostname (config-if)# encapsulation dot1Q 10

iii. Set the IP address and netmask of the VLAN 10 interface.
hostname (config-if)# ip address 10.10.10.1 255.255.255.0

f. Configure the parameters for the VLAN 20 interface (Gig0/0.20).

i. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/0.20

ii. Set the router interface to route between VLANs for the switch.
hostname (config-if)# encapsulation dot1Q 20

iii. Set the IP address and netmask of the VLAN 20 interface.
hostname (config-if)# ip address 10.10.20.1 255.255.255.0

5. Configure the parameters for theWAN interface (Gig0/1).

a. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/1

b. Set a description for what the router interface is connecting to.
hostname (config-if)# description Connected to WAN
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c. Specify that there is no IP address for the interface.
hostname (config-if)# no ip address

d. Set the duplex and speed parameters for the interface.
hostname (config-if)# duplex auto

hostname (config-if)# speed auto

e. Configure the parameters for the VLAN 10 interface (Gig0/1.10).

i. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/1.10

ii. Set the router interface to route between VLANs for the switch.
hostname (config-if)# encapsulation dot1Q 10

iii. Set the routemap for policy routing with the name EXOOP1toEXIN.
hostname (config-if)# ip policy route-map EXOOP1toEXIN

f. Configure the parameters for the VLAN 20 interface (Gig0/1.20).

i. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/1.20

ii. Set the router interface to route between VLANs for the switch.
hostname (config-if)# encapsulation dot1Q 20

iii. Set the IP address and netmask of the LAN interface.
hostname (config-if)# ip address 10.10.40.1 255.255.255.0

iv. Set the routemap for policy routing with the name LANtoEXOOP2.
hostname (config-if)# ip policy route-map LANtoEXOOP2

6. Configure the parameters for the LAN interface (Fa0/1.10).

a. Specify the interface to configure.
hostname (config)# interface FastEthernet0/1.10

b. Set a description for what the router interface is connecting to.
hostname (config-if)# description Connected to EX-IN

c. Set the router interface to route between VLANs for the switch.
hostname (config-if)# encapsulation dot1Q 10

d. Set the IP address and netmask of the LAN interface.
hostname (config-if)# ip address 172.16.10.0 255.255.255.0

e. Set the routemap for policy routing with the name EXINtoEXOOP1.
hostname (config-if)# ip policy route-map EXINtoEXOOP1

7. Configure the parameters for the LAN interface (Fa0/1.20).
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a. Specify the interface to configure.
hostname (config)# interface FastEthernet0/1.20

b. Set a description for what the router interface is connecting to.
hostname (config-if)# description Connected to EX-IN

c. Set the router interface to route between VLANs for the switch.
hostname (config-if)# encapsulation dot1Q 20

d. Set the IP address and netmask of the LAN interface.
hostname (config-if)# ip address 172.16.20.0 255.255.255.0

e. Set the routemap for policy routing with the name EXINtoEXOOP2.
hostname (config-if)# ip policy route-map EXINtoEXOOP2

8. Create the following access lists to allows devices in the specified IP address range to access the
network.
hostname (config)# access-list 100 permit ip 10.10.30.0 0.0.0.255 172.16.10.0
0.0.0.255

hostname (config)# access-list 101 permit ip 172.16.10.0 0.0.0.255 10.10.30.0
0.0.0.255

hostname (config)# access-list 102 permit ip 10.10.40.0 0.0.0.255 172.16.20.0
0.0.0.255

hostname (config)# access-list 103 permit ip 172.16.20.0 0.0.0.255 10.10.40.0
0.0.0.255

9. Configure the following routemaps to allow access to the routes specified in the access lists, and
route the traffic to the router.
route-map Asym permit 10

match ip address 100

set ip next-hop 10.10.10.100

!

route-map EXOOP1toEXIN permit 10

match ip address 100

set ip next-hop 10.10.10.100

!

route-map EXOOP2toEXIN permit 10

match ip address 102

set ip next-hop 10.10.20.100

!

route-map EXINtoEXOOP1 permit 10

match ip address 101

set ip next-hop 10.10.10.100

!
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route-map EXINtoEXOOP2 permit 10

match ip address 103

set ip next-hop 10.10.20.100

Configure the Switch for VRRP with PBR and VLANs

Specify the behaviour of the switch interfaces connecting to the router and the out of path Exinda
appliances.

1. Launch the command line interface for the switch.

2. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

The hostname # prompt is displayed.

3. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.

4. Configure the interface to the router.
interface GigabitEthernet0/1

switchport trunk encapsulation dot1q

switchport mode trunk

5. Configure the interface to Exinda appliance #1.
interface GigabitEthernet0/2

switchport trunk encapsulation dot1q

switchport mode trunk

6. Configure the interface to Exinda appliance #2.
interface GigabitEthernet0/3

switchport trunk encapsulation dot1q

switchport mode trunk

7. Set the IP addresses for the VLANs.
interface Vlan10

no ip address

interface Vlan20

no ip address

Configure the Exinda Appliance for VRRP with PBR and VLANs

To use policy-based routing, the interfaces on the Exinda appliancemust be configured with the appropriate
settings.

Note The appliance can be configured either through the ExindaWebUI or through the CLI.
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1. On the out-of-path Exinda appliance # 1, launch the ExindaWebUI.

a. In a browser, enter https://Exinda_IP_address.

b. Enter the applianceUser Name andPassword. Click Login.

The ExindaWebUI is displayed.

c. Ensure you are inAdvancedmode.

2. Click System > Network > IP Address.

3. In the Interface Settings area, clear the BR10 checkbox.

The bridge expands to display eth10 and eth11.

Note If a virtual appliance is hosting the Exinda appliancesoftware, clear the BR2
checkbox. The bridge expands to display eth2 and eth3.

4. Click System > Network > IP Address.

5. In the VLAN Settings area, select the eth11 interface, and type the id 10.

6. Click Add VLAN.

The eth11.10 interface is created.

7. In the eth11.10 area, select PBR.

8. In theStatic Addresses field, type the IP address and netmask of the out-of-path Exinda appliance.

9. In thePBR Next-Hop Address field, type the IP address of the router.

10. Select Enable VRRP.

11. In theVirtual Router Address field, type the group IP address.

12. Click Apply Changes.

13. To save the changes to the configuration file, in the status bar click Save.

14. Launch the Command Line Console.

a. Click Tools > Console.

b. Type the appliance username and password at the prompts.

c. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

The hostname # prompt is displayed.

d. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.

15. To set the parameters of eth11, type the following commands:
hostname (config)# no interface eth11.10 dhcp

hostname (config)# interface eth11.10 display
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hostname (config)# interface eth11.10 duplex auto

hostname (config)# interface eth11.10 mtu 1500

hostname (config)# no interface eth11.10 shutdown

hostname (config)# interface eth11.10 speed auto

hostname (config)# vrrp interface eth11.10 delay 1

hostname (config)# vrrp interface eth11.10 priority 100

hostname (config)# vrrp interface eth11.10 vrid 50

16. Repeat these steps on eth10 of the out-of-path Exinda appliance #2.

Configure the Exinda Appliance for VRRP with PBR and VLANs through the CLI

To use policy-based routing, the interfaces on the Exinda appliancemust be configured with the appropriate
settings.

Note The appliance can be configured either through the ExindaWebUI or through the CLI.

1. On the out-of-path Exinda appliance # 1, launch the ExindaWebUI.

a. In a browser, enter https://Exinda_IP_address.

b. Enter the applianceUser Name andPassword. Click Login.

The ExindaWebUI is displayed.

c. Ensure you are inAdvancedmode.

2. Click Tools > Console.

3. Type the appliance username and password at the prompts.

4. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

The hostname # prompt is displayed.

5. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.

6. Remove the BR10 bridge.
hostname (config)# no bridge BR10 enable

7. Identify the VLAN interface.
hostname (config)# vlan vlan-id 10 interface eth11

8. Set the IP address and netmask of eth11.10 on the out-of-path Exinda appliance #1.
hostname (config)# interface eth11.10 ip address 10.10.10.2 /8

9. Identify the interface to be used for policy-based routing.
hostname (config)# pbr interface eth11.10

10. Set the IP address of the router.
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hostname (config)# pbr interface eth11.10 ip next-hop 10.10.10.1

11. To set the parameters of eth11.10, type the following commands:
hostname (config)# no interface eth11.10 dhcp

hostname (config)# interface eth11.10 display

hostname (config)# interface eth11.10 duplex auto

hostname (config)# interface eth11.10 mtu 1500

hostname (config)# no interface eth11.10 shutdown

hostname (config)# interface eth11.10 speed auto

12. To set the VRRP parameters, type the following commands:
hostname (config)# vrrp interface eth11.10 delay 1

hostname (config)# vrrp interface eth11.10 enable

hostname (config)# vrrp interface eth11.10 priority 100

hostname (config)# vrrp interface eth11.10 vip 10.10.10.100

hostname (config)# vrrp interface eth11.10 vrid 50

13. Repeat these steps on the out-of-path Exinda appliance #2 using the appropriate IP address in Step
5.

VRRP with PBR and IP SLA Tracking

The Virtual Router Redundancy Protocol (VRRP) is an IP address that acts as a gateway between the router
and the appliances. The VRRP receives the traffic requests, and distributes the requests to the appliances
connected to it. This allows for greater reliability and balancing traffic requests to the various appliances.

To increase fault-tolerance, configure the router to monitor the service levels of applications (SLA). IP SLA
configurations acts as a heartbeat mechanism between the router and applicable SLA’d hosts.

Note All traffic between the network components in this diagram is bi-directional.
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1. The client computer requests access to a location on the Internet.

2. The request is sent to the router, where the source, destination, and service levels for the reuqested
application is analyzed and compared to the policy configured on the router.

3. Based on the results of the analysis, the request is:

a. sent to the switch, which evenly distributes the traffic between the connected Exinda appli-
ances, and then back through the router to the requested destination.

b. sent directly to the requested destination.

Limitations

This configuration is only supported on Cisco routers and only on the following releases:

n 3.2.1.1 Cisco IOS Release 12.3(11)T, 12.2(25)S, or Prior Releases

http://www.cisco.com/en/US/docs/ios-xml/ios/iproute_pi/configuration/15-2s/iri-pbr-mult-
track.html#GUID-5A5BD687-C352-4C1E-8D79-8DEAC377182D

Example configuration:

http://www.cisco.com/en/US/docs/ios-xml/ios/iproute_pi/configuration/15-2s/iri-pbr-mult-
track.html#GUID-D26DE40C-B4CA-4DCC-8A3C-4068DA11EB48

n 3.2.1.2 Cisco IOS Release 12.3(14)T, 12.2(33)SXH, and Later Releases

Configuration instructions can be found here:
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http://www.cisco.com/en/US/docs/ios-xml/ios/iproute_pi/configuration/15-2s/iri-pbr-mult-
track.html#GUID-16C12D82-0E4E-4872-B9DC-D32E3EE871BA

Example configuration:

http://www.cisco.com/en/US/docs/ios-xml/ios/iproute_pi/configuration/15-2s/iri-pbr-mult-
track.html#GUID-BC718E35-0A51-49ED-8820-156B625DBA7D

Configure the Router for VRRP with PBR and IP SLA Tracking

Specify how the router should handle traffic coming from the out-of-path Exinda appliance, theWAN, and the
LAN.

1. Launch the router command line interface.

2. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

The hostname # prompt is displayed.

3. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.

4. Configure the interface parameters for the Exinda appliance installed out-of-path (Gig0/0).

a. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/0

b. Set the IP address of the out-of-path Exinda appliance.
hostname (config-if)# ip address 10.10.10.1 255.0.0.0

c. Set the duplex and speed parameters for the interface.
hostname (config-if)# duplex auto

hostname (config-if)# speed auto

5. Configure the parameters for theWAN interface (Gig0/1).

a. Specify the interface to configure.
hostname (config)# interface GigabitEthernet0/1

b. Set the IP address and netmask of theWAN interface
hostname (config-if)# ip address 64.65.66.1 255.255.255.0

c. Set the routemap for policy routing to asymmetrical.
hostname (config-if)# ip policy route-map Asym

d. Set the duplex and speed parameters for the interface.
hostname (config-if)# duplex auto

hostname (config-if)# speed auto

6. Configure the parameters for the LAN interface (Fa0/1).
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a. Specify the interface to configure.
hostname (config)# interface FastEthernet0/1

b. Set the IP address and netmask of the LAN interface.
hostname (config-if)# ip address 172.16.12.1 255.255.0.0

c. Set the routemap for policy routing with the name Asym.
hostname (config-if)# ip policy route-map Asym

d. Set the duplex and speed parameters for the interface.
hostname (config-if)# duplex auto

hostname (config-if)# speed auto

7. Create an access list named 120 that allows devices in the specified IP address range to access the
network.
hostname (config)# access-list 120 permit ip 172.16.0.0 0.0.255.255 64.65.66.0
0.0.0.255

hostname (config)# access-list 120 permit ip 64.65.66.0 0.0.0.255 172.16.0.0
0.0.255.255

8. Configure the routemap to allow access to the routes specified in the access list (120), and route the
traffic to the router.
route-map Asym permit 10

match ip address 120

set ip next-hop verify-availability 10.10.10.100 1 track 1

9. Configure the IP address of the VRRP group and the schedule of the IP SLA operation.
hostname (config)# ip sla 5

hostname (config-ip-sla)#icmp-echo 10.10.10.100

hostname (config)#ip sla schedule 5 life forever start-time now

10. Set the tracking of the availability of the IP SLA operation.
track 1 ip sla 5

delay down 2 up 2

Configure the Exinda appliances for VRRP with PBR and IP SLA Tracking

To use policy-based routing, the interfaces on the Exinda appliancemust be configured with the appropriate
settings.

1. On the out-of-path Exinda appliance # 1, launch the ExindaWebUI.

a. In a browser, enter https://Exinda_IP_address.

b. Enter the applianceUser Name andPassword. Click Login.

The ExindaWebUI is displayed.

c. Ensure you are inAdvancedmode.

2. Click System > Network > IP Address.
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3. In the Interface Settings area, clear the BR10 checkbox.

The bridge expands to display eth10 and eth11.

Note If a virtual appliance is hosting the Exinda appliancesoftware, clear the BR2
checkbox. The bridge expands to display eth2 and eth3.

4. Click System > Network > IP Address.

5. In the eth11 area, select PBR.

6. In theStatic Addresses field, type the IP address and netmask of the out-of-path Exinda appliance.

7. In thePBR Next-Hop Address field, type the IP address of the router.

8. Select Enable VRRP.

9. In theVirtual Router Address field, type the group IP address.

10. Click Apply Changes.

11. To save the changes to the configuration file, in the status bar click Save.

12. Launch the Command Line Console.

a. Click Tools > Console.

b. Type the appliance username and password at the prompts.

c. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

The hostname # prompt is displayed.

d. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.

13. To set the parameters of eth11, type the following commands:
hostname (config)# no interface eth11 dhcp

hostname (config)# interface eth11 display

hostname (config)# interface eth11 duplex auto

hostname (config)# interface eth11 mtu 1500

hostname (config)# no interface eth11 shutdown

hostname (config)# interface eth11 speed auto

hostname (config)# vrrp interface eth11 delay 1

hostname (config)# vrrp interface eth11 priority 100

hostname (config)# vrrp interface eth11 vrid 50

14. Repeat these steps on eth10 of the out-of-path Exinda appliance #2.

Configure the Exinda appliances for VRRP with PBR and IP SLA Tracking through the CLI

To use policy-based routing, the interfaces on the Exinda appliancemust be configured with the appropriate
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settings.

1. On the out-of-path Exinda appliance # 1, launch the ExindaWebUI.

a. In a browser, enter https://Exinda_IP_address.

b. Enter the applianceUser Name andPassword. Click Login.

The ExindaWebUI is displayed.

c. Ensure you are inAdvancedmode.

2. Click Tools > Console.

3. Type the appliance username and password at the prompts.

4. To enter privileged EXEC (enable) mode, at the prompt type the following command:
hostname > enable

The hostname # prompt is displayed.

5. To enter configuration (config) mode, at the prompt type the following commands:
hostname # configure terminal

The hostname (config)# prompt is displayed.

6. Remove the BR10 bridge.
hostname (config)# no bridge BR10 enable

7. Set the IP address and netmask of the out-of-path Exinda appliance #1.
hostname (config)# interface eth11 ip address 10.10.10.2 /8

8. Identify the interface to be used for policy-based routing.
hostname (config)# pbr interface eth11

9. Set the IP address of the router.
hostname (config)# pbr interface ip next-hop 10.10.10.1

10. To set the parameters of eth11, type the following commands:
hostname (config)# no interface eth11 dhcp

hostname (config)# interface eth11 display

hostname (config)# interface eth11 duplex auto

hostname (config)# interface eth11 mtu 1500

hostname (config)# no interface eth11 shutdown

hostname (config)# interface eth11 speed auto

11. To set the VRRP parameters, type the following commands:
hostname (config)# vrrp interface eth11 delay 1

hostname (config)# vrrp interface eth11 enable

hostname (config)# vrrp interface eth11 priority 100

hostname (config)# vrrp interface eth11 vip 10.10.10.100

hostname (config)# vrrp interface eth11 vrid 50
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12. Repeat these steps on the out-of-path Exinda appliance #2 using the appropriate IP address in Step
5.
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Chapter 4: Cluster and High Availability
Clustering allows multiple Exinda appliances to operate as if they were a single appliance. This allows for
seamless deployment into High Availability and Load Balanced environments. A typical deployment
topology is illustrated below.

In this example, there are two physical links. An Exinda appliance is deployed between each switch and
router, and a cable is connected between the two appliances for synchronization.

The appliances share configuration, monitoring information, and optimizer and acceleration policies, as if
they were a single appliance.

Refer to the following topics for example topologies:

n "Redundancy throughmultiple Exinda appliances" on page 54

n "Load balancing and fail-over with multiple Exinda appliances" on page 56

n "High availability mode" on page 58

Redundancy through multiple Exinda appliances
The clustering feature allows two Exinda appliances to be connected in a redundant topology.

Exinda Topologies Guide
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With the Exinda appliances installed the above topology will appear as below:

The two appliances are directly connected to each other. Both appliances will capture the same data. The
appliance that receives the data directly will forward the traffic to the other appliance which will monitor it the
sameway. However, the copied traffic will not be forwarded onto the LAN.

Exinda’s Clustering/HA framework is also responsible for automatically synchronizing configuration settings
between the two appliances.

All platforms support this topology.

Installation

1. On each Exinda, assign an interface for cluster internal use and an interface tomanage the appliance.

2. Connect the cluster interfaces on each Exinda with a crossover cable.
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3. Power up Exinda 1. After 1minute power up Exinda 2.

4. Connect Exinda 1 LAN into switch 1 (S1p1).

5. Connect Exinda 1WAN into router 1 (R1p1).

6. Connect Exinda 2 LAN into switch 2 (S2p1).

7. Connect Exinda 2WAN into router 2 (R2p1).

8. Connect Exinda 1management interface into switch 2 (S2p2)

9. Connect Exinda 2management interface into switch 1 (S1p2)

Capabilities

n Monitoring of both links.

n Optimization of both links.

n Redundancy of Exinda appliances.

Load balancing and fail-over with multiple Exinda appliances
Similar to the previous topology but in this case the routers are configured for load balancing. Both links in
this topology act as fail-over and load balancing.

With Exinda appliances installed the above topology will appear as below:
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In this topology both Exinda appliances are connected to both routers. As with the "Redundancy through
multiple Exinda appliances" on page 54 case, direct traffic reaching one appliance is copied to the second
appliance for monitoring and optimization, but is not forwarded on.

Platforms that support this topology include the 40601, 40611, 5000, 6010, 60601, 7000 and 100601.
1Network expansionmodules are required.

Installation

1. On each Exinda, assign an interface for cluster internal use and an interface for managing the appli-
ance.

2. Connect the cluster interfaces on each Exinda with a crossover cable.

3. Power up Exinda 1. After 1minute power up Exinda 2.

4. Connect Exinda 1 LAN2 into switch 1 (S1p2).

5. Connect Exinda 1WAN2 into router 1 (R2p2).

6. Connect Exinda 1 LAN1 into switch 1 (S1p1).

7. Connect Exinda 1WAN2 into router 1 (R1p1).

8. Connect Exinda 2 LAN2 into switch 2 (S2p1).

9. Connect Exinda 2WAN2 into router 2 (R2p1).

10. Connect Exinda 2 LAN1 into switch 2 (S2p2).

11. Connect Exinda 2WAN1 into router 2 (R1p2).

12. Connect Exinda 1MGMT into switch 2.

13. Connect Exinda 2MGMT into switch 1.
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Capabilities

n Monitoring of both links.

n Optimization of both links.

n Redundancy of Exinda appliances.

High availability mode
WhenRouter Redundancy is not present but you would still like to configure the Exinda solution in High
Availability mode, use the configuration below.

With Exinda appliances installed the above topology will appear as below:
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In this topology, both Exinda appliances are connected via aWAN switch. As with the "Redundancy through
multiple Exinda appliances" on page 54 case, direct traffic reaching one appliance is copied to the second
appliance for monitoring, but is not forwarded.

Note YourWAN switch and LAN switchmust support the Spanning Tree Protocol (STP)
Configure STP with S2p1 higher priority then S2p2. If the link at S2p1 goes down (e.g.
Exinda 1 loses power) then the switch will enable S2p2. Exinda1 should configure
NoLink as the bridge failover option, Exinda 2 should configure Bypass.

Active Path: S2p1 to S1p1

Standby Path: S2p2 to S1p2

All platforms support this topology.

Installation

1. On each Exinda, assign an interface for cluster internal use and an interface for managing the appli-
ance.

2. Connect the cluster interfaces on each Exinda with a crossover cable.

3. Power up Exinda 1. After 1minute power up Exinda 2.

4. Connect Exinda 1 LAN into switch 1 (S1p1).

5. Connect Exinda 1WAN into switch 2 (S2p1).

6. Connect Exinda 2 LAN into switch 1 (S1p2).

7. Connect Exinda 2WAN into switch 2 (S2p2).

8. Connect themanagement interface of Exinda 1 into switch 1.

9. Connect themanagement interface of Exinda 2 into switch 1.
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10. On Exinda 1, select "NoLink" for the LAN/WAN bridge failover mode.

11. On Exinda 2, select "Bypass" for the LAN/WAN bridge failover mode.

Note S2p2 should have the highest STP priority.

Capabilities

n Monitoring data available on both Exinda appliances.

n Optimization available via Exinda 1 or Exinda 2.

n Redundancy of Exinda appliances.
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