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Introduction 7

1 Introduction

Exinda User Manual

Exinda Firmware Version: 6.3

All rights reserved. No parts of this work may be reproduced in any form or by any means -
graphic, electronic, or mechanical, including photocopying, recording, taping, or information
storage and retrieval systems - without the written permission of the publisher.

Products that are referred to in this document may be either trademarks and/or registered
trademarks of the respective owners. The publisher and the author make no claim to these
trademarks.

While every precaution has been taken in the preparation of this document, the publisher
and the author assume no responsibility for errors or omissions, or for damages resulting from
the use of information contained in this document or from the use of programs and source
code that may accompany it. In no event shall the publisher and the author be liable for any
loss of profit or any other commercial damage caused or alleged to have been caused directly
or indirectly by this document.

1.1 Using This Manual

This user manual provides detailed instructions on how to use the Exinda appliance. Specific
instructions are given for the configuration and use of the device.

Throughout the manual the following text styles are used to highlight important points:

e Useful features, hints and important issues are called "notes" and they are identified in
a light blue background.

Note: This is a note.

© 2012 Exinda, Inc.
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® Practical examples are presented throughout the manual for deeper understanding of
specific concepts. These are called "examples" and are identified with alight green
background.

This is an example.

® \Warnings that can cause damage to the device are included when necessary. These are
indicated by the word "caution" and are highlighted in yellow.

Caution: This is a caution.

1.2  Product Family

The Exinda appliance product family is outlined below:

Exinda 2061 (1RU):

exinda. 2061 series

Exinda 4061 (1RU):

Exinda 6060 (1RU):

© 2012 Exinda, Inc.
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Exinda 8060 (2RU):

Exinda 10060 (2RU):

Each product is available with either a x700 or x800 license (except the 1060, which is only
available as an x700).

x700 Includes monitoring, reporting, optimization (bandwidth
management and QoS).

x800 Includes all x700 features plus Application Acceleration.

The following table shows how the product naming convention and licensing works.

Series Software License | Hardware Hardware BW Opt OR BW
Version Version Accel / BW Opt
6 7 6 0 45

© 2012 Exinda, Inc.



10 Exinda User Manual
Series Software License | Hardware Hardware BW Opt OR BW
Version Version Accel / BW Opt
8 8 6 0 100/ 500
Example 1: 6760-45
- Series: 6000
- License: X700 (visibility and QoS control)
- HW Version: 60 hardware platform
- Bandwidth: 45Mbps for visibility and QoS
Example 2: 8860-100/500
- Series: 8000
- License: x800 (visibility, QoS control and acceleration)
- HW Version: 60 hardware platform
- Bandwidth: 100Mbps for acceleration and 500Mbps for visibility and QoS
1.3  Further Reading
In addition to this User Manual, the following additional user documentation is available:
e Exinda Quick Start Guides
¢ Exinda CLI Reference Guide
¢ Exinda Topologies Guide
® Exinda "How To" Guides
® Exinda Applications List
Please visit http://www.exinda.com for more information.
1.4  Safety and Compliance

Note: This safety and compliance information only applies to 2x61 appliances.

Compliance
Safety Guidelines

EMC Notice

© 2012 Exinda, Inc.
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14.1

1.4.2

Compliance

CE

This product has passed the CE test for environmental specifications. Test conditions for
passing included the equipment being operated within an industrial enclosure.

In order to protect the product from being damaged by ESD (Electrostatic Discharge) and EMI
leakage, we strongly recommend the use of CE-compliant industrial enclosure products.

FCCClass A

This equipment has been tested and found to comply with the limits for a Class A digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment.

This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipmentin a residential area is likely to cause harmful
interference in which case the user will be required to correct the interference at his own
expense.

Safety Guidelines

Follow these guidelines to ensure general safety:

® Keep the chassis area clear and dust-free during and after installation.

® Do not wear loose clothing or jewelry that could get caught in the chassis. Fasten your tie or
scarf and roll up your sleeves.

® Wear safety glasses if you are working under any conditions that might be hazardous to your
eyes.

® Do not perform any action that creates a potential hazard to people or makes the
equipment unsafe.

® Disconnect all power by turning off the power and unplugging the power cord before
installing or removing a chassis or working near power supplies

® Do not work alone if potentially hazardous conditions exist.
® Never assume that power is disconnected from a circuit; always check the circuit.

LITHIUM BATTERY CAUTION:

© 2012 Exinda, Inc.
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Risk of Explosion if Battery is replaced by an incorrect type. Dispose of used batteries
according to the instructions

Operating Safety

Electrical equipment generates heat. Ambient air temperature may not be adequate to cool
equipment to acceptable operating temperatures without adequate circulation. Be sure that
the room in which you choose to operate your system has adequate air circulation.

Ensure that the chassis cover is secure. The chassis design allows cooling air to circulate
effectively. An open chassis permits air leaks, which may interrupt and redirect the flow of
cooling air from internal components.

Electrostatic discharge (ESD) can damage equipment and impair electrical circuitry. ESD
damage occurs when electronic components are improperly handled and can result in
complete orintermittent failures. Be sure to follow ESD-prevention procedures when
removing and replacing components to avoid these problems.

Wear an ESD-preventive wrist strap, ensuring that it makes good skin contact. If no wrist strap
is available, ground yourself by touching the metal part of the chassis.

Periodically check the resistance value of the antistatic strap, which should be between 1 and
10 megohms (Mohms).

1.4.3 EMC Notice

This equipment has been tested and found to comply with the limits for a Class A digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy and, if
not installed and used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipmentin a residential area is
likely to cause harmful interference in which case users will be required to correct the
interference at their own expense.

© 2012 Exinda, Inc.
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2.1

License

Please find below the End User License Agreement (EULA). This agreement must be accepted
before logging into the Exinda appliance for the first time and prior to installing a new
firmware update.

Portions of software within the Exinda appliance use Open Source licensing such as the GPL.
We are required to provide a copy of these licenses (Appendix D) and in some cases make the
software packages available.

For a copy of the GPL licensed software packages used in the Exinda appliance, please contact
support@exinda.com and request a GPL CD. Shipping and handling charges may apply.

End User License Agreement (EULA)

Exinda Networks Pty Ltd, 13 Harper Street, Abbotsford, Victoria, 3067, Australia www.exinda.
com EXINDA NETWORKS PTY LTD

End User License Agreement (EULA)

NOTICE TO USERS: CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT. USE OF THE
SOFTWARE PROVIDED WITH THIS AGREEMENT ("SOFTWARE") CONSTITUTES YOUR ACCEPTANCE
OF THESE TERMS. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, PROMPTLY
RETURN THE COMPLETE SOFTWARE PACKAGE (AND ANY OTHER DEVICES DELIVERED WITH THIS
PACKAGE) TO THE DEALER FROM WHOM YOU OBTAINED THIS PRODUCT FOR A FULL REFUND. IF
YOU HAVE ANY QUESTION CONCERNING THIS AGREEMENT CONTACT Exinda Networks, 13
Harper Street, Abbotsford, Victoria, 3067, Australia OR by email: legal@exinda.com.

1. LICENSE GRANT: The SOFTWARE is licensed, not sold. Upon the valid purchase of a
license to the SOFTWARE and except as otherwise specified in an accompanying license
summary, invoice or other documents evidencing the purchase of the software license,
Exinda Networks Pty Ltd ("EXINDA"), grants you a non-exclusive, non-transferable license to
use the SOFTWARE during the subscription period on servers connected to a maximum
number of user computers not exceeding the number of user computers specified in the
packaging accompanying the SOFTWARE or in any Supplemental Agreements. This license to
use the SOFTWARE is conditioned upon your compliance with the terms of this Agreement.
You agree you will only compile the SOFTWARE into any machine-readable or printed form as
necessary to use it in accordance with this license or for backup purposes in support of your
use of the SOFTWARE. This license is effective until terminated. You may terminate it at any
point by destroying the SOFTWARE together with all copies of the SOFTWARE. EXINDA has the
option to terminate this Agreement if you fail to comply with any term or condition of this
Agreement. You agree upon such termination to destroy the SOFTWARE together with all
copies of the SOFTWARE.

2. REVERSE ENGINEERING: You may not reverse engineer, decompile, modify or
disassemble the SOFTWARE in whole orin part.

© 2012 Exinda, Inc.
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3.  COPYRIGHT: All title and copyrights in and to the SOFTWARE, and accompanying printed
materials are owned by EXINDA. The SOFTWARE is protected by copyright laws and
International treaty provisions. The SOFTWARE is Copyright (C) 2002 Exinda Networks Pty Ltd,
Australia, All rights reserved. The software remains the sole and exclusive property of EXINDA
at all times.

4. LIMITED WARRANTY: EXINDA warrants that for a period of thirty (30) days from the date
of shipment from EXINDA: (i) the SOFTWARE will be free of defects in workmanship under
normal use, and (ii) the SOFTWARE substantially conforms to its published specifications.
Except as expressly granted in this Agreement the SOFTWARE is provided AS IS. In no event
shall EXINDA, or any of its affiliates, subsidiaries or suppliers (each an "EXINDA Party" and
together the "EXINDA Parties") be liable for any damages whatsoever (including, without
limitation, damages for loss of business profits, business interruption, loss of business
information, or any other pecuniary loss) arising out of the use of or inability to use this
SOFTWARE, even if such EXINDA Party has been advised of the possibility of such damages.
Because some states/jurisdictions do not allow the exclusion or limitation of liability for
consequential or incidental damages, the above limitation may not apply to you.

5. NO OTHER WARRANTIES: NONE OF THE EXINDA PARTIES WARRANT THAT THE
SOFTWARE IS ERROR FREE. EXCEPT FOR THE "LIMITED WARRANTY" IN SECTION 4 ("LIMITED
WARRANTY"), THE EXINDA PARTIES DISCLAIM ALL OTHER WARRANTIES WITH RESPECT TO THE
SOFTWARE, EITHER EXPRESS OR IMPLIED. INCLUDING BUT NOT LIMITED TO IMPLIED
WARRANTIES OF MERCHANTARBILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT OF THIRD PARTY RIGHTS. SOME JURISDICTIONS DO NOT ALLOW THE
EXCLUSION OF IMPLIED WARRANTIES OR LIMITATION ON HOW LONG AN IMPLIED WARRANTY
MAY LAST, OR THE EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES,
SO THE ABOVE LIMITATIONS OR EXCLUSIONS MAY NOT APPLY TO YOU. THIS WARRANTY GIVES
YOU SPECIFIC LEGAL RIGHTS AND YOU MAY ALSO HAVE OTHER RIGHTS WHICH VARY FROM
JURISDICTION TO JURISDICTION.

6. SEVERABILITY: In the event of invalidity of any provision of this license, the parties
agree that such invalidity shall not affect the validity of the remaining portions of this license.

7.  APPLICABLE LAW: This license will be governed by the laws of the State of Victoria,
Australia. In the event of any dispute arising out of this agreement the parties hereby agree to
submit to the jurisdiction of the courts of the State of Victoria, Australia.

8. ENTIRE AGREEMENT: This is the entire agreement between you and EXINDA which
supersedes any prior agreement or understanding, whether written or oral, relating to the
subject matter of this license.

© 2012 Exinda, Inc.
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3 Installation and Deployment

This chapteris designed to assist first-time users in deployment and configuration of the

Exinda appliance.

3.1 Package Contents

Package contents varies slightly depending on model. In general, the following items are

included:
® Exinda Appliance
® Quick Start Guide

e AC Power Cable

® Straight CATS Ethernet Cable (usually blue)

® Cross CAT5 Ethernet Cable (usually red)

® Serial Console Cable

3.2 Pre-Installation Checklist

Before deploying the Exinda appliance, it is recommended that the following basic

information is collected:

Host Name

Specify a host name to assign to the Exinda appliance.

Ethernet Negotiation
Settings

Any Ethernet negotiation settings - does any equipment that
the Exinda appliance will be connected to require and hard-
coded Ethernet speed and/or duplex settings?

IP Address and Netmask

An available IP address and netmask is required.

Default Gateway

The default gateway is required.

DNS Server(s) At least 1 DNS server is required, so that the Exinda appliance
can resolve hostnames.

SMTP Server An SMTP server needs to be specified, if you wish to receive
e-mail notifications from the Exinda appliance.

Time Zone The Exinda appliance's time zone should be correctly set.

These settings will be configured during the initial stages of deployment.
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3.3

Deployment

Typically, Exinda appliances are deployed in-line, between the core switch and the WAN/
Internet router:

WAL
Interme  —

T

All models come with at least 1 hardware bypass port pair, marked LAN and WAN. These ports
are designed to fail-over to pass-though mode in the event of system failure or loss of power.

Exinda appliances should be deployed with the appliance powered off. This will ensure
hardware bypass is working correctly. Usually, the Exinda appliance's WAN port is cabled to
the WAN/Internet router using the supplied cross-over Ethernet cable. The Exinda appliance's
LAN port is cabled to the core switch using the supplied straight Ethernet cable. If your
appliance has a dedicated management port, this will also need to be cabled to an internal
switch using an Ethernet cable. For specificinformation about your model, see the supplied
Quick Start Guide.

Once all Ethernet cables are in place, ensure there is still network connectivity with the
Exinda appliance powered off. Then, power on the Exinda appliance. Again, ensure there is
network connectivity after the appliance has booted.

Note: There may be a short interruption to network connectivity while the Exinda appliance
switches out of bypass mode during boot-up. Although switching in and out of bypass takes
less than 1 millisecond, this may force neighboring equipment to renegotiate their layer 2
topology, which may take several seconds.

Troubleshooting:

Q. My network trafficis blocked after deploying the Exinda appliance in-line.
A. Ensure you have used the correct cables for your environment. Some environments may
require 2x straight Ethernet cables, while others may require 2x cross-over Ethernet cables.

Q. My network trafficis blocked after deploying the Exinda appliance in-line, afterihave
booted it up.

A. Ensure the speed/duplex settings are correct on both the Exinda appliance and any
neighboring equipment.

Q. I am experiencing significant packet loss after deploying the Exinda appliance in-line, after i
have booted it up.
A. See above regarding speed/duplex configuration. Also check Ethernet cables for defects.

© 2012 Exinda, Inc.



Installation and Deployment 19

3.4

3.4.1

Note: For further information, including additional topology examples, consult the Exinda
Topologies Guide.

Acessing the Appliance

There are 2 ways to access the appliance:
e Command Line Interface (CLI)
® Web User Interface (Web Ul)

By default, the Exinda appliance will attempt to automatically obtain an IP address on it's
management interface using DHCP. Unless a valid DHCP address is obtained, the appliance
will be assigned a default IP address of 172.14.1.57. If DHCP is unavailable or fails, you will
need to change the IP address on your PCto 172.14.1.X in order to connect to the Exinda
appliance on it's default IP.

If DHCP is available, you will need to know the IP address that has been assigned to the
appliance (unless physically accessing the appliance with a monitor/keyboard or serial
console). A convenient way to determine the appliance's IP is to visit the www.findmyexinda.
com website. This site loads a small Java client that interrogates your local LAN, looking for
Exinda appliances.

By default, there are 2 predefined user accounts:

Username Default Password Privileges
admin exinda read-write
monitor exinda read-only

When logging into the appliance for the first time using either method, you will be required
to accept the End User License Agreement (EULA) before continuing.

Command Line Interface (CLI)
There are 4 ways to access the Command Line Interface (CLI):
® VGA Monitor / USB Keyboard
® Serial Console
® Secure Shell (SSH)
® Telnet (disabled by default)

Monitor and Keyboard
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Itis possible to access the CLI directly by plugging in a VGA monitor and USB keyboard into the

appliance itself.

Serial Console

Using a serial console, you can connect to the CLI without network connectivity. You'll need to
connect a PC with a serial port (or a USB to serial adaptor) to the Exinda appliance's serial port
using the supplied serial console cable. Then, using a suitable client, such as Hyper Terminal

on Windows XP, you can connect to the CLI.

Use the following settings when defining a serial console connection to an Exinda appliance:

comiproperties 3|

Fart Settings I

Bitz per second: I 9600

[rata bitz: IE

Parity: I MHane

Stop bitz: I 1

Flawy contral;

Feztore Defaultz |

o |

Secure Shell (SSH)

A SSH client is required to access the appliance. PuTTY is a good, free SSH client that can be

used.

Using a SSH client, connect to the IP of the Exinda appliance. By default, the Exinda's SSH

server runs on the default SSH port, 22.
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2

e o

: oy ' =

Telnet

To enable Telnet access, navigate to the System | Setup | Access page on the Web Ul,
advanced mode.

Using a telnet client, connect to the IP of the Exinda appliance. By default, the Exinda's telnet
server runs on the default telnet port, 23.

BN Telnet 172.16.101.3
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3.4.2

Note: For more information about configuring the appliance using the CLI, consult the CLI
Reference Guide.

Web User Interface (Web Ul)

Access to the Exinda appliance's Web Ul is available via a compatible Web browser. Currently,
the following browsers are supported:

® Windows Internet Explorer 7 or 8
® Mozilla Firefox 3.x

By default, only https access to the appliance is enabled. You'll need to enter the following
address into your browser's address bar in order to connect to the appliance:

https://<IP address of appliance>
After accepting the default security certificate, you will presented with the login screen.

& - [ofx)|

@ v [o% 172.16.1.240 ~ i Certificate Error |§\ 2/ x| 4] gl

¢ Favorites & ex240: Exinda Management Consale

aw .

&s exinda.
Login
T
Password:

You are currently using (Version 7)
with Javascript and Cookies 5

The first time you access the Web Ul, you will enter 'basic' mode. This mode allows you to
view the appliance dashboards as well as complete the initial configuration wizard. You can
also switch to 'advanced' mode, which will present you with the full userinterface. The next
time you login, you will enter the mode chosen last. You can always switch modes after you
have logged in.
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Note: To enable regular http access, navigate to the System | Setup | Access page on the Web
Ul, advanced mode.

3.5 Initial Configuration

When you login to the CLI or Web Ul for the first time, you will be presented with an option to
run a configuration wizard in order to assist with initial setup.

3.5.1 CLI Configuration Jumpstart

When you login to the CLI for the first time, you will be presented with the option to run the
CLI jump-start wizard. This is a guided wizard that will help with the initial configuration of the
Exinda appliance.

Note: changes are applied immediately after pressing 'Enter' at each step. If changing network
settings use the serial console or vga / keyboard to access the CLI.

Enabl e | Pv6?

Enabl e |1 Pv6 autoconfig (SLAAC) on ethl interface?

These questions allow you to enable IPv6 support for the entire system. If your network
supports IPv6 then enter 'Y, otherwise enter 'N'. If you enable IPv6, you have the option of
enabling IPv6 SLAAC autoconfiguration. Enter 'Y' if you wish to have an address and netmask
automatically configured and your network supports this option.

Use DHCP on ethl (Y/N)?

This question is asking if you want to use DHCP for automatically acquiring IP connectivity
settings. If you specify 'N' here, you will be prompted to enter static IP connectivity settings,
such as IP address and netmask, default gateway and DNS servers.

Enabl e br10 (Y/N)?

Use DHCP on br10 (Y/N)?

These questions allow you to enable bridges and optionally configure an address manually or
by using DHCP.

Host name?
This question is asking you to configure a hostname for the appliance.

Enter SMIP server address:

In order to receive system alerts and reports, the Exinda appliance requires an SMTP server be
configured so that emails can be sent.
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Enter an email address for reports and alerts:

If you wish to receive system alerts and reports, enter an email address here.

Adm n password (Enter to | eave unchanged): (unchanged)

This question is asking you if you wish to change the password of the Exinda appliance's
'admin’ account. Press 'Enter' to leave the password unchanged or enter a new password and
you'll be asked to re-enter the password again to confirm.

Do you want to configure the interface speed and duplex settings? (Y/N)?
Enter'Y'if you wish to configure interface settings or 'N' to leave them unchanged.
VWhat is the speed of ethl (auto, 10 or 100):

VWhat is the duplex node of ethl (auto, full or half):

VWhat is the speed of eth2 (auto, 10 or 100):

What is the duplex nmode of eth2 (auto, full or half):

If you entered 'Y’, these questions will step through each interface on the Exinda appliance
and ask for interface speed and duplex settings.

Do you want to check for a new license online (Y/ N):

Enter'Y' to have the Exinda appliance check for a newer license on the Exinda website (if the
Exinda appliance has Internet connectivity). If a newer license is found, you will be asked if
you wish to install it. If you enter 'N', you will be prompted for a license key.

Do you want to configure optimzation policies (Y/N):

Answering 'Y here will take you through a text-based version of the Optimizer Wizard. For
more information about the Optimizer policy wizard, see the Optimizer | Optimizer Wizard

page.

Check for new firmwvare (Y/ N):

Answering 'Y here will make the Exinda appliance check for a newer firmware version on the
Exinda website (if the Exinda appliance has Internet connectivity). If a newer firmware image
is found, you will be asked if you want to download and install it.

Note: You can re-run the CLI jump-start wizard at anytime by logging into the CLI
(configuration mode) and typing: confi guration junp-start
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3.5.2 Web Ul Basic Wizard

When you login to the Web Ul for the first time, you will enter the 'basic' mode. In this mode,
you have access to the appliance dashboards as well as the initial configuration wizard.

Welcome to jh-exinda |, logoed in az admin (basic, switch to advanced)

Optimizer Status : On (Restart / D | Config Status

To access the wizard, click on the 'Wizard' link on the left-hand-side menu. The wizard will
assist you to get the appliance up and running in 6 steps:

Step 1: Interfaces

This screen lists all the system interfaces, as well as reports any problem with the interfaces.
You can set interface speed and duplex settings from this screen.

| Step 1: Interfaces |+ |

Interface Speed Duplex Link Status
etha
ethz Unplugged
eth1o
sthil
brio
o o o oy

[ethi] [ethz] — [ethii] [eth10]
AN Lok
SLOT 1

Step 2: IP Settings

This screen allows you to configure basic network connectivity settings. You can either
manually specify these settings or select Autoconf to automatically acquire these settings.
The type of auto configuration selected will depend on your network. For IPv4 networks
select DHCP, for IPv6 use SLAAC.
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Step 2 IP Settings |

Static () Autoconf ®
1Py DHCP  IPv6: [] SLAAC

* Address (ethl) 192.168.110.70/24
feB0:: 224 e0ff fe3dicasd/ed

Default IPv4 Gateway 192.168.110.1
Default IPvE Gateway

* Host Mame [gxinda-3dcasd

Primary DNS 172.16.1.254
Secondary DNS

brio

[eth1] [ethz] [eth10] [ethi1]
LaN e A
SLOT 1

* Required field

Step 3: System
This screen allows to configure basic system settings.

Step 3: System H

Damsin ame New admin Password [
SMTP Server Name || | Confirm Password |:|
Time Zone [Australia/Melbourne [=]

Step 4: Licensing

This screen allows you to configure the system's license. When you enter the screen, the
Exinda appliance will attempt to contact the Exinda licensing server on the Internet. If the
appliance has Internet connectivity and a new or updated license can be found, it will be
displayed in the text-box at the bottom of the screen. You can add this license to the system
by clicking the 'Add License' button.
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Step 4: Licensing ||

Bandwidth 102400 kbps

Monitor
Software Subscription Expiry Dec 31, 2009 (45d) o
Optimize
License Expiry No license expiry date
Accelerate %]

Host ID 0010f305cd54

License(s) Installed:

LKZ2-EXINDA-453A0-023R-GBKA-L5W3-E8H5-1434-005L-115M-05N4-BP00-5P23-450Q0-5R1L-5T24-N5U1-L5V2-G086-GT40-CB38-SKNX-KKOH-
CBAY-GT38-X00K

Looking for a license online ...

Connection completed successfully. No new license found.

Step 5: Firmware

This screen displays the status of the firmware running on the Exinda appliance. If the
appliance has Internet connectivity, the system will check for any newer firmware that may
have been released. If a newer firmware image is available, you will be asked if you want to
download and install it.

Step 5: Firmware ||

Firmware is current

Step 6: Optimization
The final screen allows to configure default Optimizer policies.

Step 6: Optimizer

Step 1: Do you want to start Optimization when this wizard is completed? @ Yes No
Step 2: Do you want to configure optimization policies? @ ves No
Step 3: Do you want to accelerate? @ Yes No

Selecting YES will create policies that accelerate WAN applications. You must have another Exinda appliance on the WAN for this to work.

Step 4: Do you want to apply QoS? Yes @ Mo
Selecting YES will apply traffic shaping.

Note that clicking either button below will delete existing optimizer policies.

For more information about the Optimizer policy wizard, see the Optimizer | Optimizer
Wizard page.

Note: Settings on each step are automatically applied when clicking the 'Back' or 'Next'
buttons.
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3.6 Dashboards
There are 2 types of dashboards available to view on the Exinda appliance:
e System Dashboard: Shows system information.
® Benefits Dashboard: Show performance information.
3.6.1 System Dashboard
The System Dashboard shows System Information, the state of System Alarms as well as a
summary of other Exinda appliances and their respective reduction statistics.
Hostname: ex240 Status Last Triggered Count
Hardware Series: 4080 OK
Licensed Model: Exinda 4860 10Mbps L.
SS Expiry Date: Dec 31, 2011 oK
xpiry Date: ec 31, T
Host ID: 00e0ed13e792 0K
Serial Number: 2282PJ1 oK
Timezone: Australia/Melbourne oK
System Uptime: 1h 56m 16.050s Lt
) oK
Scheduled Jobs: Mo scheduled jobs. — oK
Memory Usage: 59.67% of 2007MB Not Available
CPU Usage: 2% Mot Available
ons OK
WAN Reduction per Peer
Hostname IP Address(es) Version Status LAN Data WARN Data Reduction Ratio (%)
16MB 12MB B ] 21.48
jl-home 172.16.20.130 5.3.0.11508 ONLINE  3MB 1MB N | s9.44
beavers42 172.16.100.57 5.3.0.11642 ONLINE OMB oMB B | zs.03
con-home3  172.16.102.119 5.3.0.11358 ONLINE  OMB OMB N ] 4594
forta-home  172.16.109.57 5.2.0.10384 ONLINE 12MB 11MB 01 o.zs
3.6.2 Benefits Dashboard

The Benefits Dashboard exposes a set of widgets, arranged on a dashboard that shows you
exactly what the Exinda appliance is doing. Each widget can be hidden so you can customize
the display to only include the widget that are relevant to you. To add a hidden widget click
on 'Add More'. The widget settings are retained between logins. The dashboard can also be
converted to PDF by clicking on the PDF icon in the top, right-hand corner of the interface.

Visibility

Visibility is an essential ingredient to maintaining clean network pipes. These graphs show
the applications that are utilizing the network. This information is critical to the IT Manager to
better manage the network and to make informed decisions.
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Visibility 2 3 x|

What applications are utilizing my network ?

Top 10 Inbound Application Groups Top 10 Cutbound Application Groups

Web [ R=c=stional Web Il in client
. Streaming Mail . File Services Reomeaticnal
Software Updates [ interactive Social Networking [ other

Prie services [ other B =il B interactive

Bz I Thin client Bvoi-= I Database Services

16GB 4432MB

Click here for more information

Example: This graph can tell you if the network is being miss-used. Users downloading music
and videos are choking the network; miss-configured user profiles are being downloaded
every day from the wrong location causing congestion and delays; data backups are running
overtime and into normal business hours.

Reduction

Amount of redundant data that has been removed from the network and has therefore
increased free capacity. It is a ratio that compares After Exinda (AE) to Before Exinda (BE). Data
previously seen by the system is "remembered" and delivered from the local appliance rather
than end-to-end from server to client resulting in a reduction in the amount of data sent
across the network.

Reduction Ratio = (Data Transfer Size BE - Data Transfer Size AE) / Data Transfer Size BE.

Reduction g H
How much bandwidth have I saved?
Application LAN Data WAN Data Reduction Ratio (%)
1e6MB 12MB B 21%
HTTP 4MB 1MB | 59.24%
CIFS 12MB 11MB ] 9.19%
Discovered Ports aMB OMB B ] 36.36%

Click here for more information
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Example: A ratio of 40% means a transfer that used to put 100MB of load onto the WAN, now
puts 60MB of load on the WAN. l.e. 40% less.

Link Utilization

Without the right visibility and drill down capability it is very difficult to provide effective
capacity planning for your network. It is important to know that the bandwidth you are paying
foris what is actually being delivered, to know when the network utilization peeks and the
causes of bottlenecks on your network.

Link Utilization e H

When does my utilization peak and what is causing it?

Link Utilization

16Mbps —

14Mbps — ®
12Mbps —
10Mbps —
&Mbps -
GMbps — *
4Mbps —
ZMbps —

12:004M 06:00PM 12:00PK 06:004M 12:004M
10 Now 09 11 Nowv 09 13 Nov 09 15 Mov 09 17 Now 09

Inbound Outbound

Utilization graphs with conversation drill down allows you to see in one glance the symptom
and causes of network bottlenecks. Without this level of visibility IT professionals may
mistakenly treat the symptoms (e.g. buy more bandwidth) instead of addressing the cause
which is a short term solution at best.

Recreational

Having visibility into key recreational applications is the first step in being able to manage
them. These applications are generally undesirable because they can impact the performance
of key business applications, negatively impact customer experience, reduce the productivity
of users, introduce viruses to the network and enable downloading of illegal or copyrighted
material.
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Recreational 9 m
How much recreational usage is there?
Application Hosts Time Data
29 6h57m 50s 1798MB
Games 1 im 10= oMe
Instant Messaging 25 5h 10m 10s S39MB
P2P B 29m 30s 263MB
Social Networking 18 46m 20s 221MB
Streaming 17 30m 40s 1223MB

Click here for more information

Prioritization

This ratio tells you how often critical applications were prioritized (also referred to re-
ordering or re-queuing). A high percentage means that the system is prioritizing more often
to ensure performance of your applications. A high percentage also means that by turning off
optimization there is a higher probability that your critical applications will suffer.

Prioritization Ratio = Nunmber of Packets Re-ordered / Nunber of Total Packets

Prioritization 9 n

How often were my critical applications prioritized?

Prioritization Rate: 7.5%

Click here for more information

Example: A ratio of 40% means 40% of the packets on your network were re-ordered. That
means that non critical data was queued so that business critical data could jump the queue
and be delivered in the order that the business requires.
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4.1

4.1.1

System Settings, Configuration and Diagnostics

More advanced system settings, configuration and diagnostics are available by using the Web
Ul in Advanced Mode.

This chapter covers the various configuration pages and what each setting means.

Network Settings

The Network Settings section of the Exinda appliance System Setup allows you to configure
basic and advanced network settings. The various configuration pages include:

® NIC Settings: Configure network interface cards settings.

IP Address: Configure an IP mode, IP address and gateway.

® Routes: Configure a static route.

DNS: Configure a hostname, DNS and domain name.

® HTTP Proxy: Configure HTTP proxy settings.

Email: Configure SMTP sever settings and email address.

SNMP: Configure SNMP settings.

Active Directory: Enable and fine-tune Active Directory.

IPMI: Enable and configure IPMI on selected hardware.

NIC Settings

Interface Settings

Use the form below to set the speed/duplex and MTU of the System NICs. In most cases the
default settings will work as the Exinda is setup to auto-negotiate. However, some equipment
is not compatible with this. If there are collisions and/or errors, then it is an indication that
the Exinda is not auto negotiating with neighboring equipment. As a result you might notice
packet loss and network delays. To resolve this check if the router or switch is hard-coded to a
speed or duplex setting. If hard-coded then set the Exinda device to a desirable speed/duplex

Note: Collisions, errors and dropped packets on the Exinda NICs will set the System health
status to "Warning" and the offending interface(s) will be highlighted. For further
troubleshooting click on the system warning or view the NIC Diagnostics.
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Interface Media HW Address Speed Duplex MTU Link Status

ethi Twisted Pair  00:22:19:D4:8D:C4 Admin UP, Link UP, Speed: 100Mb/s (auto), Duplex: Full (auta)

eth2 Twisted Pair  00:22:19:D4:8D:C5 Admin UP, Link DOWN, Speed: UNKNOWN, Duplex: UNKNOWN

eth10 Twisted Pair  00:E0:ED:13:73:C2 Admin UP, Link UP, Speed: 100Mb/s (auto), Duplex: Full (auto)

eth1l Twisted Pair 00:E0:ED:13:73:C3  [Aute  |=| [Auto[<] Admin UP, Link UP, Speed: 1000Mb/s (auto), Duplex: Full (auto)

Interface This is the interface number. Each interface corresponds
to a physical port.

Media Specifies the interface media. This could be Twisted pair
or Fibre.

HW Address This is the MAC address of the interface.

Speed This is the speed at which the Exinda will negotiate with
neighboring equipment.

Duplex This is the duplex at which the Exinda will negotiate with
neighboring equipment.

MTU This is the maximum transmission unit size in bytes.

Link Status The status of the interface shows wether the interface is

up/down, the link is up/down as well as the speed/duplex
that has been negotiated with the neighboring
equipment.

Note: Ensure that the devices connected to the Exinda appliance have the same speed/duplex
settings for their network interfaces (auto-negotiation is acceptable). If they are different,
and the Exinda appliance is in bypass mode, the devices may not communicate and traffic may
be dropped. Itis recommended you set all your devices, including the Exinda, to either auto-
negotiate or fixed to the same speed/duplex mode.

Fail to Wire (bypass)

The Fail to Wire (bypass) settings control the behaviour of the Exinda appliance's bridges in
the event of failure, power outage or reboot.

Depending on the hardware appliance and the type of interface cards installed, fail to wire or
bypass settings may be configured globally or per bridge. The image below shows
independently controllable bypass bridges.
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Bridge Status Running Mode Enable Failover On Failover

brin Active Active

br2o Active Active

br30 Active Active

br4o Active  |Active |w|

| Apply Changes |

o |Bypass [w]
o |Bypass [»]
o Bypass [w]
e |Bypass [w|

The image below show globally controllable bypass bridges.

Bridge Status Running Mode  Enable Failover On Failover

bro,bri  Active Active [+]

| Apply Changes |

~ Bypass | |

Bridge The bridge that the bypass settings apply to. Where
available, bridges can be controlled independently,
otherwise they will be controlled globally.

Status The current status of the bridge - see below for

definitions.

Running Mode

Specify the current status of the bridge. This allows you to
change the current status of the bridge on the fly (e.g.
manually put the bridge in and out of bypass) - see below
for definitions.

Enable Failover

Enable failover in the event of failure, power outage or
reboot. If not enabled, no action will be taken on failover.

On Failover

If failover is enabled, specify what action to take when
failing over - see below for definitions.

The table below lists the various statuses and failover modes that are available. Depending
on your hardware, the following options may or may not be available.

Active The bridge is active (not in bypass) and trafficis been
intercepted by the Exinda appliance.

Bypass The bridge is in bypass and trafficis NOT been intercepted
by the Exinda appliance.

Nolink The bridge interfaces are both forced to link state down
(as if the cables are not plugged into the interfaces).

Link State Mirroring

With link state mirroring, the Exinda appliance will bring down the second port of a bridge if
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4.1.2

the first port goes down. This feature allows the Exinda appliance to sit between a WAN
router and a switch without blocking detection of switch outages by the router. This is a global
setting that is applied to all enabled bridges. Use the form below to enable or disable link
state mirroring.

Link State Mirroring
Link State Mirroring [~ gpaple

| Apply Changes |

IP Address

The Exinda appliance allows you to configure bridges and network interfaces as required. The
form displays an image showing the available physical interfaces, physical interface to I/0 slot
and physical interface to bridge assignments. Bridges can be enabled, roles assigned to an
interface (Cluster, Mirror or WCCP) and IP settings applied.
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briz bri0 brza
[ethl] [ethz] [eth13] [ethiz] [ethi1] [ethio] [eth21] [ethzo]

e AR LAN AN LAMN AN LAN
SLOT1 SLOT 2

Interface Settings

37

Rale: [ cluster [] Mirror [] wCCP
Autocant: IPvd: [ DHCP IPve: [] SLAAC
H Dynamic Addresses: fedn:: z22:19ff:fedd: 3dod /64
ethl Static Addresses:  [172.16.1.240 | /23
| | /]
comment: | |
Role: [] Cluster [] Mirror [] WCCP
Autoconf: IPvd: [] DHCP IPv6: [ SLAAC
ethz Dvynamic Addresses: fed0::222:19ff:fed4:3dc5/64
Static Addresses: | | 4]
comment: | |
Autoconfs IPvd: [] DHCP IPv6: [| SLAAC
Dynamic Addresses: fedl;: 2el:edff:felt;be3a/od
br10 Static Addresses: | | ]
Cornrment: | |
Autoconfs IPvd: [] DHCP IPv6: [| SLAAC
Dynamic Addresses: fedl;: 2el:edff:felt;be3d/ 04
bri2 Static Addresses: | | ]
Cornrent: | |
brzo []
Role: [] Cluster [] Mirror [] WCCP
Autoconf: IPvd: [] DHCP IPve: [ SLAAC
ethz0 Dynamic Addresses: fedl:: 2el:edffifeld: 73c2/64
Static Addresses: | | ]
Cornrent: | |
Role: [] Cluster [] Mirror [] WCCP
Autoconf: IPv4: [] DHCP IPwE: [] SLAAC
ethzl Dynamic Addresses: fedl:: 2el:edffifeld: 73c3/64
Static Addresses: | | ]
Cormnment: | |
Gateway Settings
IPwd [172.16.1.254 |
IPvE: |
apply Changes

© 2012 Exinda, Inc.




38

Exinda User Manual

A bridge consists of a LAN and WAN interface. To enable a bridge, select the brXX checkbox
above the interface pair.

Interfaces that are not assigned to a bridge may have the following roles configured:

Cluster One interface may be configured for Cluster internal use in High Availability
(HA) environments. An interface and Cluster Master address should also be
configured.

Mirror One or more interfaces may be configured in Mirror mode. This mode of
operation is used for out of path monitoring using a hub or switch mirror/
SPAN port.

WCCP One interface may be configured in WCCP mode. WCCP allows out of path

Application Acceleration.

To configure an interfaces address and netmask automatically, select either the DHCP
checkbox for IPv4 networks or SLAAC for IPv6 networks. When SLAAC is selected for IPv6
networks, the following options are available:

Privacy Enable SLAAC privacy extensions. Selecting this option will periodically
Address change the automatically assigned IPv6 address.
Gateway Assign an IPv6 gateway dynamically.

To configure a static address, enter an IPv4 or IPv6 address and netmask.
Enter the address of your networks default IPv4 and IPv6 gateways.

You can optionally add a comment describing how the interface is to be used in the Comment
field.

The DHCP option is enabled by default on the Exinda appliance. If a DHCP server is available,
an IP address will be automatically assigned. From a web browser go to http://www.
findmyexinda.com. This will download a Java applet and automatically find the Exinda
appliance. Click on the Exinda appliance that has been found to access it. If a DHCP address is
not picked up, the Exinda will default to the IP address of 172.14.1.57.

Model Factory default
DHCP enabled
interface

2000, 4000 brl

6000 ethO

2060, 2061, 4060, 4061, 6060, ethl

8060, 10060
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4.1.3

The VLAN configuration allows an An 802.1Q VLAN ID to be set on an interface. The VLAN ID
can be between 1 and 4094.

¥LAN Settings

Interface:

The Cluster Master address is the external address used to access an appliance in HA
environments.

Cluster Master Settings

Interface:

Master Address: ||;|.|;|I|:|,|:| |f |':'

| Apply Chanages |

Note: Further information on Clustering/HA, Mirroring and WCCP is available in the associated
How To guides.

Routes

Static routes may need to be defined when access to external networks cannot be reached via
the default gateway. This may be necessary so the appliance can connect to services such as
DNS or NTP.

Routing table entries are shown for IPv4 and IPv6 networks. The destination, gateway,
interface, source and state is shown for each route. Routing table entries can have multiple
sources:

static A manually configured route.

interface Derived from the addresses assigned to an interface.
SLAAC Assigned from SLAAC autoconfiguration.

DHCP Assigned from DHCP autoconfiguration.
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IPv4 routes
Destination Gateway Interface Source Active
] default 172.16.1.254 ethl static
172.16.0.0/23 0.0.0.0 ethil interface
| Remove Selected |
IPv6 routes
Destination Gateway Interface Source Active
Z001:44bd:62: 690 /64 ethl SLAAC interface
default fedn::z10:f3ff:fede:f4d0  ethl SLAAC
fedn:: /o4 brio interface
fedn:: /o4 ethz interface
fedn:: b ethzn interface
fedn:: b ethz1 interface
fedn:: /o4 briz interface
fego: /64 brzo interface
fedn:: b brvmz interface
fedn:: b4 ethl interface
fedn:: /o4 ethino interface
fedn:: b ethil interface
fedn:: b ethlz interface
fedn:: o4 ethl3 interface
| Remove Selected |
Add Mew Static Route
Destination; | |;|
Gateway (MNext Hopl: | |
Add Route
Destination The IPv4 or IPv6 address and netmask of the destination
Gateway (Next Hop) The IPv4 or IPv6 address of the gateway (next hop).
4.1.4 DNS

Use the form below to enter a Host Name for your Exinda appliance and configure the DNS
servers and domain names. The hostname should be unique to this appliance on the

network.
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System Host Name

Host Name  |eyx-z40

Primary DNS |172.16.1.254 |

Secondary DN | |

Tertiary DNS | |

| Apply Changes |

Static and Dynamic Domain Names

Domain Active Source

Mo domains,

| Rerove Selected |

Add New Domain Mame

Diarnain Mare |

| add Mew Domain Name |

Note: A valid DNS server is required for Edge Cache, system alerts, scheduled reports,
firmware updates, license updates and Anonymous Proxy updates.

4.1.5 HTTP Proxy

Specify a HTTP proxy if you would like the appliance to access Exinda's server via HTTP proxy.
Access to Exinda's HTTP server is required for firmware updates, license updates and
Anonymous Proxy updates. If you have SDP enabled, please ensure your proxy supports
HTTPS.

HTTP Proxy

HTTR({S) Proxy IP |

HTTR(S) Proxy Port [gpan

HTTP(S) Proxy Authentication

HTTP(S) Proxy Username | |

HTTP(=) Proxy Password | |

Do not werify S5L certficates

| Apply Changes |
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HTTP(S) Proxy IP The IPv4 or IPv6 address of the HTTP or HTTPS proxy server.

HTTP(S) Proxy Port | This is the port number that is used by the proxy server for client
connections. The default is 8080.

HTTP(S) Proxy Authentication type - options are none or basic.
Authentication

HTTP(S) Proxy The proxy server username.

Username

HTTP(S) Proxy The proxy server password.

Password

Do not verify SSL Disable this option if you wish to verify SSL certificates.
certificates

4.1.6 Email

Use the form below to configure the SMTP server settings. An SMTP server is required for
receiving scheduled reports, system alerts and auto-support notifications.

SMTP Server

SMTP Server Name |l?2.16.1.?|:| |

SMTP Server Port |25 |

"From® Address |eyx-z40@exinda.com |

SMTF Domain Name  ||ocaldamain |

| Apply Changes |

SMTP Server Name The SMTP server name, IPv4 or IPv6 address. e.g. smtp.
example.com

SMTP Server Port The SMTP server port. The default is 25.

"From" Address This will appear as the "From" email address for system

alerts and reports. e.g. exinda@example.com.

SMTP Domain Name This is the SMTP domain name.

Use the form below to add email recipients.
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Motify Recipients

Email Address Verbose Info Emails Failure Emails

Mo Recipients.

Remove Recipients || Send Test Email to All |

Add New Notify Recipients

Email &ddress |

Verbose Detail [
Info Emails [«

Failure Emails [

| add New Recipient |

Email Address Email address for receiving system alerts. Multiple
addresses can be configured.

Verbose Send detailed event emails to this recipient.
Info Emails Send informational events to this recipient.
Failure Emails Send failure events to this recipient.

Note: Use the 'Send Test Email to All' option to test that your SMTP settings are correct.

4.1.7 SNMP

The Exinda appliance allows data export to SNMP systems. Use the form below to configure
the SNMP settings. To download the Exinda SNMP MIB click on the Download icon.

SMMP Configuration

SNMP v Enable

SNMF Traps W gnable

Sys Contact | |

Sys= Location || |

Read-Only Community [public |

Default Trap Community  [nublic |

Download SNMP MIB E

| Apply Changes |
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4.1.8

Add Hew Trap Sink

Trap Sink IP |

Cormmunity |

Trap Type

| Add Mew Trap Sink |

Note: To disable/enable SNMP traps for system alerts, navigate to 'System | Setup | Alerts' on

the Web Ul, advanced mode.

Active Directory

The Active Directory service can be enabled/disabled on this page. The Domain Controller or
Active Directory (AD) Server details will be available If the Exinda Active Directory Windows
client has been installed and communicated successfully.

Active Directory

Listen Port [gg1s

| Apply Changes |

Service: Running | Restart || Stop || Disable |

Agent Name IP Address Version

Windows Version Last Contact

MAGPIES 192.168.0.75 1.0.7.0 Microsoft Windows NT 5.2.3790 Service Pack 2  2009/11/12 03:25:43.082 (21 s ago )

Listen Port This is the port number that is used for communication
between the Exinda and the AD server. This has to be the
same on both the Exinda and the AD windows client for
successful communication.

Agent Name The AD server name.

IP Address The IP address of the AD server.

Version The Exinda AD Windows client version.

Windows Version

The AD server Windows version.

Last Contact

The time the AD server was last contacted.

Renumerate

Refresh the entire list of users and logins.

Note: For further information, consult the Active Directory How to Guide.
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4.1.9

IPMI

IPMI is used to access the appliance's baseboard management controller (BMC) to perform
operations such as remote power off / power on, or to access the console (serial-over-LAN)

The appliance's ethl interface must be connected to the network and a dedicated IP address
is required.

Use the form below to enable IPMI and configure IPv4 address details. You can either
automatically assign an IPv4 address using DHCP (if your network supports this) or specify a
static address and default gateway.

IPMI Metwork Settings
Enable

DHCPyd 7]

IPv4 Address [172.16.0.71 | /|23

IPv4 Gateway [172.16.1.254 |

Adrnin User admin

| apply Changes |

Change IPMI Administrator Details

Adrninistratar User Name |a|:|min |

New Password [essesss |

Caonfirm Password | |

| Change Details |

You can also update the default admin password. The default password is 'exinda’.

Once IPMI has been enabled and an IPv4 address has been configured, you can access the
web-based Ul by navigating to https://<ipmi-ip>. On models? that do not support a web-based
Ul, IPMI functions may be accessed using a command line utility such as ipmitool

Example: print the system event log (SEL) on an appliance that has enabled IPMI, with address
192.168.10.5

# ipmtool -1 lan -H 192.168.10.5 -U adm n -P exinda sel

Example: access the serial console using serial-over-LAN

# ipmtool -1 lanplus -H 192.168.10.5 -U adm n -P exinda sol activate
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Note: Only Exinda 406X, 606X, 806X and 1006X series hardware support IPMI.

1 406X does not support a web-based Ul for IPMI

4.2 System Setup

The System Setup section of the Exinda appliance allows you to configure basic and advanced
system settings. The various configuration pages include:

® Date and Time Configuration: Configure Date and Time on the Exinda appliance.

Ul Configuration: Configure Web Ul and CLI settings.

SDP Configuration: Enable SDP.

SQL Export: Configure remote SQL access.

Monitoring Configuration: Fine-tune monitoring settings.

Netflow Configuration: Configure netflow parameters and items to export.
e Scheduled Jobs: View and remove scheduled jobs.

¢ Alerts: Enable/Disable system alerts.

® License: Install a new license.

® QoS configuration: Change Optimizer mode.

4.2.1 Date and Time Configuration

Use the form below to set the time, date and time zone on the Exinda appliance.

Note: If NTP time synchronization is enabled, the date and time cannot be manually
configured.

Date and Time

Time [16:11:16 | (HH:MM:55)
Time Zone |aystralia/Melbourne ]

NTF Time Synchronization [

| Apply Changes |

© 2012 Exinda, Inc.



System Settings, Configuration and Diagnostics 47

Use the form below to configure NTP servers that the Exinda appliance will use to set its time
and date. To use the configured NTP server tick the 'NTP time Synchronization' box in the form

above.

Add Hew NTP Server

Server IP |

Yersion

Enabled |

| add New NTP Server |

Server|P | The IPv4 or IPv6 address of the NTP server.

Version The NTP version that the server supports.

Enabled Enable or disable this NTP server.

4.2.2 Ul Configuration

Use the form below to enable/disable the Web User Interface as well as configure Web Ul
options.

Warning: Once you disable the Web Ul, you can only re-enable it via the CLI.

Web UI Options

Web Ul ¥ gnable

Auto Logout Timeout D minutes

HTTF Access [T gpanle

e por

HTTPS Access [ ghable

HTTPS Port
Web Session Renewal minutes

Web Session Timeout [1440 | minutes

| Apply Changes |

Web Ul Enable web access to the Exinda appliance.
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Auto Logout Timeout

The time (in minutes) before the web session is
automatically logs out. A value of '0' means the Web Ul
will never auto-logout.

HTTP Access Enable HTTP access to the Exinda appliance. This is
disabled by default.

HTTP Port Configure the HTTP port. The default is 80.

HTTPS Access Enable HTTPS access to the Exinda appliance. This is
enabled by default.

HTTPS port Configure the HTTPS port. The default is 443.

Web Session Renewal

Web session renewal time in minutes. This cannot be
more than the Web Session Timeout.

Web Session Timeout

Web session timeout in minutes. This cannot be less than
the Web session renewal.

Use the form below to enable/disable the CLI as well as configure CLI options.

CLI Options

Auto Logout Timeout seconds

Telnet Access [T gnople

35H Access v gnahle

SSH Version [5sH v2 or vi[«]

| Apply Changes |

Auto Logout Timeout

The time (in seconds) before the CLI session automatically
logs out.

Telnet Access

Enable telnet access to the Exinda appliance. This is
disabled by default.

SSH Access

Enable SSH. This is enabled by default.

SSH version

Configure a SSH version. This can be set to 'SSHv2 orv1' or
'SSH v2 only'

4.2.3 SDP Configuration

Use the form below for to enable the SDP service on the Exinda appliance and change the SDP
server address if required. This will enable communication between the Exinda appliance and
the SDP server. A SDP subscription is required in order to use the Exinda SDP feature.
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SDP Options

SDF Client [ Enable

SDP Server (ap01-sdp.exinda.com| |

| Apply Changes |

Note: For further information, consult the SDP User Manual.

4.2.4 SQL Export

Use the form below to configure remote SQL access, allowing MySQL clients to access the

internal monitoring database. When creating an ODBC connection use the user account and
password you setup on the Exinda appliance. The database name to connect to is 'monitor'.
This ODBC entry can be used to access the Exinda's monitor database from any ODBC aware

application.
Remote SOL Options
Rermote SQL Enable
Allow access from (Hostname or IP) [172,16.0.231 | (% = 'any")

Username ||:|ata|:|ase |

Password | |

Confirm Password | |

| Apply Changes |

Note: For further information, consult the SQL Access How to Guide.
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4.2.5 Monitoring Configuration

The monitoring configuration allows you to fine-tune monitoring options and change the way
graphs are displayed. Use the form below to configure monitoring settings.

Monitoring Options

Table Items [{g

Chart Items |10 [

Graph Display Options u

Layer 7 Inspection [y Enahle

Store Detailed Records [ Enable

Ignore Internal-to-Internal [ grople

Bittorrent Sensitivity
EDonkey Sensitivity
Skype Sensitivity

Reporting Sensitivity u
| Apply Changes |
Table Items Number of top items in the monitoring tables.
Chart Items Number of top items in the pie chart graphs.
Graph Display Options Graph display setting. This can be set to flash or non-flash.

The default is flash.

Layer 7 Inspection Enable Layer 7 inspection.
Store Detailed Records Detailed Monitoring records (Applications, Hosts, URLs,

Users, Conversations and Subnets) are not stored if this
option is disabled. Turn this off if there are excessive
traffic flows through the appliance in order to reduce CPU
usage. When off there is no drill down available for
Applications, Hosts, Conversations.

Ignore Internal-to-Internal Enable the ignore internal to internal traffic option. If this
is enabled all traffic between Network Objects marked as
‘Internal' will be ignored and pass through the Exinda
appliance.

Bittorent Sensitivity Set the Bittorent sensitivity level. Setting this to 'high'is
recommended for most service provider environments.
Setting it to 'low'is recommended in cases of high false

positives.
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EDonkey Sensitivity

Set the EDonkey sensitivity level. Setting this to 'high'is
recommended for most service provider environments.
Setting it to 'low'is recommended in cases of high false
positives.

Skype Sensitivity

Set the Skype sensitivity level. Setting this to 'high'is
recommended for most service provider environments.

Reporting Sensitivity

This controls the sensitivity of the monitoring reports.
Setting this to a high value is not recommended in high
load environments.

Use the form below to control how IP addresses are resolved to hostnames. The hostnames
are used in the monitoring pages and PDF reports.

Host Resolution Method

Network Object:
DMNS:
IF Address (no resolution):

MNetBIOS Name Lookup:

| Apply Changes |

o &
afagafal

Network Object The IP addresses will be resolved according to the
configured network objects. To configure network objects,
navigate to Objects | Network | Network Objects, on the
Web Ul, Advanced mode.

DNS The IP addresses will be resolved according to the DNS
mappings.

IP Address The IP addresses will be not be resolved to hostnames.

NetBIOS Name Lookup The IP addresses will be resolved to NetBIOS names.

Use the form below to enable/disable an Application Specific Analysis Module (ASAM).
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ASAM
Anonymous Proxy [ Enable
Citrix [V Enable
DCE/RPC [w Enable
HTTF ¥ Enable
Performance Metrics [ gnable
S5L W Enable
VoIF W Enable

| Apply Changes |

Anonymous Proxy Enable/disable Anonymous Proxy site detection.

Citrix Enable/disable Citrix session metadata (published
application name and username) detection.

DCE/RPC Enable/disable DCE/RPC metadata (MAPI, DFS, FRS, etc)
detection.

HTTP Enable/disable HTTP metadata (host, user-agent and
content-type) detection. This setting also applies to Flash
and Windows Media metadata detection.

Performance Metrics Enable/disable Performance Metric calculations (RTT,
Network/Server Delay, Loss/Efficiency and TCP Health).

SSL Enable/disable SSL metadata (common name and
organization unit) detection.

VolP Enable/disable VolP performance calculations (MoS and
rFactor scoring).

Use the form below to clear ALL or specific monitor statistics.
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Clear Monitoring Records

Clear All Interface Eecords

Clear All Metwork Summary Records

Clear All Optimizer Records
Clear All Reduction Records
Clear All SLA Records

Clear All AQS Fecords

Clear All Detailed Monitor Records

Clear All Appliance Records

Clear Fecords

Warning: This will permanently delete the selected records from the monitoring database.

4.2.6 Netflow Configuration

Netflow allows the Exinda appliance to export flow records to 3rd party monitoring devices.
Use the form below to configure these Netflow targets.

Add New Netflow Collector

IF Address |

S
Version

| Add Netflow Collector |

IP Address Specify the IP Address of the Netflow target. The Exinda
appliance will export Netflow data to this IP Address.

Port Specify the Port number of the Netflow target. The Exinda
appliance currently supports Netflow export on UDP ports.

Version Specify the Netflow version to export. Current supported
versions are v1, v5 and v9.

The form below allows customization of the flow records sent by Netflow.
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Common Options

Active flow timeout

V2 Only Options
Use Long (64-bit) Byte Counters

Use Long (64-bit) Packet Counters
MNetflow Packet Payload Size
Template Refresh Rate

Template Timeout Rate

General Options Refresh Rate
General Options Timeout Rate

Username Options Timeout Rate

minutes

w

bytes

packets
seconds
packets
seconds
minutes

Inactive Username Expiry Rate hours

V9 Optional Fields - General

Export L7 Application ID

Export Policy ID

Export Type of Service (TOS)

Export VLAN ID

Export Min and Max Packet Sizes
Export Min and Max TTL

Export Flow Direction

Export SNMP Input and Output Interfaces
Export output byte and packet counters
Export username details

Export VoIP MOS and rFactor

Export extra information (hostnames)

Export traffic class

V2 Optional Fields - Metrics

Export RTT

w

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable
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Common Options

Active Flow Timeout

Specify how often long-term, persistent flows are
exported. By default, flows are exported within 10
seconds of the flow terminating (this approach does not
work well for long-term or persistent flows). This setting
allows you to specify how often these long-term flows
should be exported.

Netflow v9 Options

Use Long Byte Counters

Export byte counters as 64bit values instead of 32bit.

Use Long Packet Counters

Export packet counters as 64bit values instead of 32bit.

Netflow Packet Payload Size

Set maximum Netflow packet payload size.

Template Refresh Rate

Configure the maximum number of packets between
exporting of templates.

Template Timeout Rate

Configure the maximum number of seconds between
exporting of templates.

Options Refresh Rate

Configure the maximum number of packets between
exporting of options.

Options Timeout Rate

Configure the maximum number of seconds between
exporting of options.

Username Options Timeout

Configure maximum number of minutes between
exporting of username options.

Inactive Username Expiry Rate

Configure the maximum time to remember inactive
usernames.

Netflow v9 Optional Fields - General

Export L7 Application ID

Export Application identification information. The
Application ID to Name mappings are exported as an
options template.

Export Policy ID

Export Optimizer Policy IDs and names.

Export Type of Service (TOS)

Export minimum and maximum Type of Service (TOS).

Export VLAN ID

Export VLAN identifier.

Export Packet Sizes

Export minimum and maximum packet sizes.

Export Min and Max TTL

Export minimum and maximum time-to-live (TTL).

Export Flow Direction

Export flow direction.

Export SNMP Interfaces

Export SNMP input and output interfaces.

Export Output Counters

Export output packet and byte counters, these can be
compared to input byte and packet counters to calculate
reduction.
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Export Username Details Export AD usernames.

Export VolP MoS and rFactor Export MoS and rFactor values for VolP calls.

Export Extra Information Exports extra flow information, such as domain name for

HTTP flows, published application name for Citrix.

Export traffic class Export traffic class.

Netflow v9 Optional Fields - Metrics

Export RTT Export round trip time (RTT).

Export Network Delay Export network delay.

Export Network Jitter Export network jitter.

Export Server Delay Export server delay.

Export Bytes Lost Export lost bytes count.

Export APS Score Export APS score.

4.2.7 Scheduled Jobs

Reboots and firmware installations can be scheduled for a specific date and time. The table

below lists any jobs that have been scheduled. To cancel a job, select it form the list and click

'Remove Selected'. For more information on scheduling a firmware installation ore reboot,

consult the respective pages.
1D Name Description Executes On Status

B 1 Reload Scheduled reload from web user interface. 2009/12/31 00:00:00 Pending

| Remove Selected |

ID Scheduled job id.

Name Scheduled job name.

Description Scheduled job description.

Executes on Schedule time.

Status Schedule status.

4.2.8 Alerts

System alerts notify you of any system issues, that may require further attention and
troubleshooting. If asystem alertis raised the system health status is set to 'Warning' and an
email alertis sent. SLA and APS email alerts are sent when the set limits are exceeded. Use
the form below to disable alerts that you do not wish to trigger and/or receive emails and

SNMP traps for.
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Note: To create SLA, APS and APM objects, navigate to 'Objects | Service Levels' on the Web
Ul, advanced mode.

Note: To configure SNMP settings, navigate to 'System | Network | SNMP' on the Web UI,
advanced mode.

Note: Valid SMTP and DNS settings need to be configured prior to receiving email alerts.

Name Enable Send Email Send SNMP Trap Trigger Threshold Clear Threshold
CPU Utilization 7] Enable Enable % Busy % Busy
Disk Usage ] Enable Enable % Free % Free
Memory Paging [ Enable Enable
HIC Collisions [ Enable Enable per 30sec per 30sec

MIC Link Megatiation [ Enahble Enable
MWIC Dropped Packets O Enahble Enable
MIC Prablems - R¥ [ Enable Enable
WIC Problems - T= [ Enable Enable
Bridge Link [ Enable Enable
Bridge Direction [ Enable Enable
Systern Startup [T Enable [] Enable
CIFS Signed Connections ] Enahle Enable
SLA Latency Enable Enable
SLA Loss Enable Enable
APS Enable Enable
APM Enable Enable
Redundant Powsr ] Enable Enable
Redundant Storage [ Enable Enable
fcocelerated Connections Enable Enable

CPU Utilization Alert raised when the CPU utilization threshold is
reached. The trigger and clear thresholds can be altered.
The defaults are 95% and 80% busy respectively.

Disk Usage Alert raised when the used disk space threshold is
reached. The trigger and clear thresholds can be altered.
The defaults are 7% and 10% free respectively.

Memory Paging Alert for memory use and paging.

NIC Collisions Alert raised when collisions are present on the interfaces.
The trigger and clear thresholds can be altered. The
defaults are 20 and 1 per 30 sec respectively.

NIC Link Negotiation Alert raised when the speed/duplex on an interface is set
to auto, but it is negotiating at half duplex and/or
10Mbps.
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NIC Dropped packets Alert raised when dropped packets are present on the
interfaces.

NIC Problems -RX Alert raised when RX errors are present on the interfaces.

NIC Problems -TX Alert raised when TX errors are present on the interfaces.

Bridge Link Alert raised when one of the links on an enabled bridge is
down.

Bridge Direction Alert raised when the appliance cablingis incorrect. In
most cases, it indicates the Exinda WAN interface has
been incorrectly plugged into the LAN and vice versa.

System Startup Alert raised when the Exinda appliance boots up.

CIFS signed connections Alert raised when CIFS signed connections are present.

SLA Latency Alert raised when the set latency for a SLA object is
exceeded.

SLA Loss Alert raised when there is loss fora SLA.

APS Alert raised when the defined threshold for an APS object
is exceeded.

APM Alert raised when the defined threshold foran APM
object is exceeded.

Redundant Power Alert raised when one of the power supplies fails (only
available on platforms with power redundancy).

Redundant Storage Alert raised when one of the hard disks fails (only
available on platforms with storage redundancy).

Accelerated Connections Alert raised when the number of accelerated connections
exceeds the licensed limit. Connections over the licensed
limit pass through not accelerated.

4.2.9 Llicense

Licensing Exinda appliances is simple. A single License Key is required to enable features.
Multiple License Keys on the same appliance are also supported. The appliance will use the
license that provides the highest specification limits. The license is automatically fetched and
installed on first bootup. The auto license service checks for new licenses every 24 hours, if a
new license is found it is automatically installed. The table below shows the time since the
Auto License Service checked for a new license and the time since a new license was found.
The Exinda appliance allows you to Stop, Restart or Disable the Auto License Service.

Auto License Service: Running | Restart || Stop || Disable |

License Server

Last Check Last Update

license.exinda.com 2009/11/20 16:02:08 (28m 42= ago) 2009/09/30 09:51:36 (1d 12h 36m 26.704= ago)
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The Current System License Status displays the "effective" license limits and enabled
features. These are the limits that are currently effective on the appliance. These effective
limits can change depending on the license key or combination of keys installed.

Licensed Model S5 Expiry
002219d4aded Exinda 4860 20Mbps Jun 19, 2012
Max Bandwidth: 20480 kbps
Cptimizer:
Max A8 Bandwidth: 20480 kbps
Max Connections: 334000
Max Connection Rate: 300/ sec
Max AfA Connections: 1500
Max PDF Reports: 12
Max SLA Objects: 120
Max APS Cbjects: 150
Max Policies: 384
S5L Acceleration:
Virtualization:
Edge Cache:
Licensed License status.
Host ID The Host ID is unique to each Exinda appliance.
Model Exinda appliance model.
End Date Expiry date of a temporary key.
SS Expiry Expiry date of Exinda Software Subscription. After this

date no updates can be installed on the appliance.

Max Bandwidth

Maximum monitoring and QoS bandwidth.

Optimizer

QoS and Acceleration module status.

Max AA bandwidth

Maximum acceleration bandwidth (WAN side).

Max Connections

Maximum concurrent connections through the appliance.

Max Connection Rate

Maximum number of new connections per second.
Exceeding this will cause the network problems as any
more connections will get dropped at setup time.

Max AA Connections

Maximum number of connections that can be accelerated.
Exceeding this limit will mean the any new connections
are not accelerated.

Max PDF reports

Maximum number of PDF reports that can be
automatically generated and emailed.

Max SLA Objects

Maximum Service Level Agreement objects.

Max APS Objects

Maximum Application Performance Score objects.
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Max Policies

Maximum number of optimization policies. Regardless of

Circuit and VC.

SSL Acceleration

SSL Acceleration license feature status.

Virtualization

Virtualization license feature status.

Edge Cache

Edge Cache Acceleration license feature status.

The available license keys are listed along with their respective limits. License keys can also
be removed from the system by clicking 'Remove'. Before removing ensure that you keep a

copy of the license key.

License Key

[[] LEZ-EXINDA-4540-048C-WIZE-45W3-F4N5-13L0-0511-15M3-
LO0S-N4BP-005P-29C5-031E-VYSR1-C5T2-3050U-
Z4MN5-VZC0-5711-4¥11-6011-86GT-awWwar-HZBE-TNCA-RCDE-

1TC7-0063-17

Tied to hex host ID:
S5 Expiry Date:

Max Bandwidth:
Optirmizer Enabled:
Max AA Bandwidth:
Max Connections:
Max Connection Rate:
Max AA Connections:
Max PDF Reports:
Max LA Objects:
Max APS Objects:
Max Policies:

S5L Acceleration:
Virtualization:

Edge Cache Acceleration:

00zz219d48dod
2012/08/19
20450

20480
384000
300
1500
1z

1z0
150
384

Feature ¥alid Active

ExIMNDA

The Exinda appliance allows you to manually check the Exinda license server, at any time, for
updated licenses by clicking 'Check For License Online'. If you already have a license, you can
copy and paste itin the below text box. Click 'Add Licenses' to add the newly found or

manually entered license key.

Please enter one or more licenzes and =eparate each license with , (comma) or

Add Licenses
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4.2.10 QoS Configuration

4.3

There are 2 Optimizer modes that affect the behaviour of how Optimizer policies are treated
in a multi-bridge deployments.

Note: To change QoS Configuration, navigate to 'System | System Setup | QoS Configuration'
on the Web Ul, advanced mode.

The form below is used to enable/Disable Global QoS:

QOS Options
Global QOSs I Enable

| Apply Changes |

Independent QoS (Global QoS disabled) (Default): QoS policies are applied to each bridge
(LAN and WAN pair) independently. For example, if there ware a single policy to restrict all
traffic to 1Mbps, this would be applied independently to all bridges. So, the traffic through
each bridge would not exceed 1Mbps.

Global QoS (enabled): QoS policies are applied globally, to the entire system. For example, if
there were a single policy to restrict all traffic to 1Mbps, this would be applied across all
bridges. So, the sum of all traffic through all the bridges would not exceed 1Mbps. This is
typically used when you are using multiple bridges and wish to QoS everything as one link.

Note: Global QoS cannot be enabled if Dynamic Virtual Circuits are in use.

Note: In Clustering/HA deployments, Optimizer policies are implemented globally, so this
setting only affects how traffic through multiple bridges are treated. For example, a policy to
restrict to IMbps on an Independent QoS system would allow 1Mbps through on each bridge,
shared across all appliances (so all the Bridge 0's would share 1Mbps, and all the Bridge 1's
would share another 1Mbps, and so on for each bridge). A policy to restrict to 1IMbps on a
Global QoS system would allow 1Mbps through system wide across all bridges on all
appliances.

Optimization

Exinda's Application Acceleration technology provides protocol optimization and data
reduction, enabling applications to run faster over the WAN. This technology is provided by
the following services:

Exinda Community Provides appliance auto-discovery and acceleration
capability services between all Exinda appliances in the
WAN.

TCP Acceleration Provides layer 4 (TCP) protocol optimization.
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WAN Memory Provides data reduction using de-duplication and
compression technology.

CIFS Acceleration Provides layer 7 CIFS (Windows File Sharing) protocol
optimization.

NCP Acceleration Provides layer 7 NCP (Netware Core Protocol over TCP
port 524) protocol optimization.

SSL Acceleration Provides acceleration for SSL encrypted connections. The
SSL Acceleration feature is a separately licensed
component, please contact your local Exinda
representative if you wish to enable this feature.

Edge Cache Acceleration Provides acceleration of static web content such as HTML,
GIF, JPEG, ZIP, RAR, ISO as well as dynamic content
including YouTube, Google Video, Vimeo.

The Application Acceleration section of the Exinda appliance System Setup allows you to
configure and fine-tune various Acceleration related parameters. The configuration pages
include:

e Services: Start/Stop/Disable Application Acceleration services.

e Community: Configure Exinda Community settings.

TCP Acceleration: Configure and fine-tune TCP Acceleration settings.

* WAN Memory: Configure and fine-tune WAN Memory settings.

CIFS Acceleration: Configure and fine-tune CIFS Acceleration settings.

SSL Acceleration: Configure SSL Acceleration settings.

Edge Cache Acceleration: Configure Edge Cache settings.

4.3.1 Services

The Acceleration Services page allows you to Start/Stop/Disable the Application Acceleration
Services running on the Exinda appliance.

Note: To control Acceleration Services, navigate to 'System | Acceleration | Services' on the
Web Ul, advanced mode.

The table below lists all the Application Acceleration Services running on the Exinda appliance
and allows you to Start, Restart (if already running), Stop and Disable them.
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Manage Acceleration Services

NCP acceleration: Running | Restart |[ Stop |[ Disable |

CIFS Acceleration: Running | Restart || Stop || Disable |

TCP Acceleration: Running | Restart |[ Stop |[ Disable |

WAN Memory: Running | Restart || Stop |[ Disable |

Exinda Community: Running | restart || Stop |

S5L Acceleration Running [ pestart |[ Stop |[ Disable |

Edge Cache Acceleration: Running [ pestart |[ Stop |

Note: Stopping or restarting running Acceleration Services may impact connections that are
currently accelerated.

4.3.2 Community

The Exinda Community is referred to as the collection of Exinda appliancesin a user's
network. Exinda appliances that are part of the same community can accelerate to/from each
other.

Note: To configure the Exinda Community, navigate to 'System | Acceleration | Community'
on the Web Ul, advanced mode.

The form below allows you to optionally specify the IPv4 address of any other Exinda
appliance in your Exinda Community. Generally, Exinda appliances automatically discover
each other when attempting Application Acceleration, however, if auto-discovery is not
working, you may manually specify the IPv4 address of another Exinda appliance here.

Community Settings

Cormmunity Enable

Peer IPve |

Community State Joined

| apply Changes |

Note: If you need to manually specify the IP address of another Exinda appliance, try to use
the same appliance for all Exinda appliances. For example, specify the IP address of a Head
Office or Datacenter Exinda appliance.
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Community Groups allow you to create multiple, separate Exinda Communities in the same
network. You may wish to isolate Application Acceleration between several Exinda appliances
in your network. Use the form below to add/remove the Exinda appliance to Community
Groups by specifying an ID. An Exinda appliance can belong to multiple Community Groups.
The default Community id is O.

Community Groups
[ Group ID
N 10

| FRemove Community Group |

Add New Community Group ID

Group ID I:l

| Add New Community Group ID |

As a security measure, the Community Group ID can be used like a PIN to restrict access to any
other Exinda appliance from joining your community.

Example: In a network, there are 2 WANs. A VPN-based WAN and a MPLS-based WAN. | want
all the Exinda appliances in the VPN-based WAN to accelerate to each other and | want all
Exinda appliances in the MPLS-based WAN to accelerate to each other. But | don't want the
VPN-based Exinda appliances accelerating with the MPLS-based Exinda appliances. The 2
WANSs also both access a Datacenter where there is a single Exinda appliance:

Exinda appliances at VPN-based sites: Community Group ID: 10
Exinda appliances at MPLS-based sites: Community Group ID: 20
Exinda appliance at Datacenter Community Group ID: 10 and 20

4.3.3 TCP Acceleration

TCP Acceleration is the heart of Exinda's Application Acceleration technology. All accelerated
connections will be passed through TCP Acceleration.

Note: To configure the TCP Acceleration settings, navigate to 'System | Acceleration | TCP' on
the Web Ul, advanced mode.

Use the form below to configure various TCP Acceleration settings:
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TCP Acceleration Options

Appliance Auto-Discovery [

Appliance Auto-Discovery IP Address |5t [=]

Transport Type |Transparent TCP [« ]

Window Scaling Factor

Congestion Control

| Apply Changes |

2 [cubic] General Purpose
[hvbla] Satellite (High speed, high round-trip-time)
[high=peed] High speed

[wveno] Wireless (Los= handling)

Other: [reno  [w]

Auto Discovery

If enabled, the Exinda appliance will attempt to
automatically discover other Exinda appliances on the
network when making acceleration attempts. Exinda
appliances do this by injecting TCP Option 30into any TCP-
SYN packets that the Exinda appliance is attempting to
accelerate. If unknown TCP options are removed or
blocked by other equipment in your network (e.g. VPN
terminators, firewalls, IPS/IDS systems, etc) then auto-
discover may not work or traffic may be blocked.

If this setting is disabled or if TCP option 30is stripped or
blocked by other equipment on your network, you will
need to manually specify the location of another Exinda
appliance in your network on the 'System | Acceleration |
Community' page.

Auto Discovery IP Address

This is the IP address the Exinda appliance will use when
notifying other Exinda appliances about how to connect
back to itself. Usually this is the management IP address
orthe IP address to which the default route is associated.

Transport Type

There are 2 acceleration Transport Types available. The
default, Transparent TCP, ensures Exinda's Application
Acceleration is fully transparent. Source and Destination
IP addresses and Port numbers are maintained on all
accelerated connections, so any equipment in between 2
accelerating Exinda appliances can still see correct IP and
TCP headers.
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The other option, Protocol 139, still preserves the original
IP header of the accelerated connection, but tunnels the
connection over IP protocol 139, so it no longer appear as
TCP. This mode is useful if you have equipmentin
between 2 accelerating Exinda appliances the strips or
blocks TCP option 30.

Window Scaling Factor The Window Scaling Factor determines how large the TCP
window is allow to grow per connection. The TCP window
size is calculated using the following formula: TCP
Window Size (kbytes) = 64 kbytes x 2 * Window Scaling
Factor. The default Window Scaling Factor is 5, which
equates to a TCP window of 2Mbytes. Larger window sizes
result in more potential memory usage, however, this value
may need to be increased in high-bandwidth, high-latency
environments.

Congestion Control There are various types of congestion control algorithms
that can be used depending on the type of WAN. The most
common congestion control algorithms are listed together
with theirintended usage. Set this according to the type
of WAN the Exinda appliances are deployed into. This
setting only affects outbound traffic to the WAN, so the
same setting should be applied to all Exinda appliances on

the WAN.

Note: The Exinda appliance uses TCP Option 30 to facilitate transparent TCP Acceleration and
Appliance Auto Discovery. Any equipment between the Exinda appliances must not block or
strip TCP option 30 otherwise transparent TCP Acceleration and Appliance Auto Discovery will
not work.

Caution: These settings are exposed for advanced users and should only be changed after
consultation with an Exinda representative.

There is one additional TCP Acceleration setting that is only available via the CLI. Thisis an
advanced setting that controls how TCP Acceleration behaves when more than one bridge is
accelerating trafficand it is enabled by default.

[no] acceleration tcp dual -bridge-bypass

The Dual Bridge Bypass option should be enabled when an accelerated connection needs to
pass through multiple bridges on the same appliance. For example, if the accelerated traffic
arrives on br0Q, gets decellerated and then routed back through brl of the same appliance, this
option needs to be enabled.

The Dual Bridge Bypass option should be disabled if accelerated packets from a single
connection could arrive on more than one bridge. This behaviour is typically exhibited when
packet-based load balancing is used.
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Note: For more information on TCP Acceleration, refer to Appendix A.

4.3.4 WAN Memory

WAN Memory is the data de-duplication module of Exinda's Application Acceleration
Technology. It is a bi-directional and universal byte-level cache that stores repetitive patterns
on the Exinda appliances's hard disk drive and uses these patterns to compress accelerated
traffic between 2 or more Exinda appliances.

Note: To configure the WAN Memory settings, navigate to 'System | Acceleration | WAN
Memory' on the Web Ul, advanced mode.

Use the form below to configure WAN Memory settings:
Configure WAN Memory options.

WAN Memory Options

LZ Compression [

Persistent cache [

Apply Changes

Clear WaN Memory Cache

WAN Cache Options

Force Data Expiration

Reset Persistent Data | Reset | Requires 3 Wan Memory Restart

LZ Compression If selected, in addition to data de-duplication, WAN
Memory will also attempt to compress accelerated traffic
with a standard LZ-based compression algorithm.

Persistent Cache If selected, the WAN Memory patterns stored on the
Exinda appliance's hard disk will survive a system reboot.

Force Data Expiration Use this button to expire the entire WAN Memory cache,
thereby removing any patterns stored on the Exinda
appliance's hard disk drive. This may take several minutes
depending on the amount of data.

Reset Persistent Data Use this button to tell WAN Memory NOT to load any
persistent data from the hard disk next time it starts.
Using this function and restarting the WAN Memory
service is a quick way to clear the WAN Memory cache.
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Note: Each Exinda appliance running WAN Memory will connect to each otherin order to
maintain cache synchronization. This communication happens over TCP port 8013, so this port
must be open and available between all Exinda appliances. For security purposes, data sent
across these WAN Memory synchronization connections is obfuscated.

4.3.5 SMB/SMB2 Acceleration

SMB/SMB2 Acceleration is the SMB2-specific component of Exinda's Application Acceleration
Technology. The SMB2 module pre-fetches and caches SMB2 requests to reduce the severe
effect high network latency has on the SMB2 protocol.

Note: To configure SMB/SMB2 Acceleration settings, navigate to 'System | Acceleration |
SMB/SMB2' on the Web Ul, advanced mode.

Use the form below to configure the various SMB2 Acceleration settings:

SMB Acceleration Options
Enabled
Read Ahead [
Write Behind [
Meta-Data Caching [

Data to Prefetch 1024 kB

Apply Changes |

SMB2 Acceleration Options

Enabled [«

|  Apply Changes |

Read Ahead When enabled, SMB Acceleration will pre-fetch data for
SMB reads. The Exinda appliance will fetch data from the
SMB server and start transmitting it over the WAN before
the client requests it.

Write Behind When enabled, SMB Acceleration will buffer data for SMB
writes.
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Meta-Data Caching When enabled, SMB Acceleration will cache SMB
metadata.
Pre-fetch Data This is the amount of data CIFS Acceleration should pre-

fetch when performing read-ahead or write-ahead pre-
fetching. This value should only be increased if network
latency is very large (> 500 msec).

Note: For more information on SMB/SMB2 Acceleration, refer to Appendix B.

4.3.6 SSL Acceleration

SSL Acceleration provides acceleration of SSL encrypted TCP sessions by intercepting SSL
connections to configured servers and decrypting them, performing acceleration techniques,
then re-encrypting them again.

Note: The SSL Acceleration feature is a separately licensed component, please contact your
local Exinda representative if you wish to enable this feature.

The table at the top of the page shows the current configured SSL Acceleration Servers. You
can Edit or Delete these as required. Use the form below to add a new SSL Acceleration
Server.

Add SSL Acceleration Server

Marne |

IPv4 Address

Port
Certificate
Yalidation | certificate
Yalidation Certificate
| Add SSL Server |
Name Specify a name for the server/application you wish to

enable for SSL Acceleration.

IPv4 Address Specify the IPv4 address of the server running the SSL
enabled application.

Port Specify the port number running the SSL enabled
application on the server.
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Certificate Select the Certificate to use for re-encryption of the SSL
session. The certificates available here are those that are
configured in the Certificates section.

Validation Select the type of validation to apply to the server's
certificate. Options are None, Certificate or Reject.

® None means that SSL Acceleration will accept and
process the connection even if the server's SSL
certificate is invalid or expired.

® Reject means that SSL Acceleration will not process
the connection if the server's SSL certificate is
invalid or expired. The connection will still be
accelerated, but not SSL accelerated.

¢ Certificate means that SSL Acceleration will accept
and process the connection only if the server's
certificate matches the validation certificate,
specified below. Otherwise, the connection is not
processed.

Validation Certificate If 'Certificate'is selected as the validation method above,
this is the certificate that's used to validate against the
server's certificate.

Note: For further information, consult the SSL Acceleration How to Guide.

4.3.7 Edge Cache

Edge Cache provides acceleration of HTTP based applications by caching objects in memory
and on disk. Edge Cache acceleration is single-sided - acceleration requires only one Exinda

appliance.

Note: To configure Edge Cache Acceleration settings, navigate to 'System | Acceleration |
Edge Cache'on the Web Ul, advanced mode.

Note: The Edge Cache Acceleration feature is a separately licensed component, please contact
your local Exinda representative if you wish to enable this feature.

Use the form below to configure Edge Cache. To see throughput and other Edge Cache
statistics, navigate to Monitor | Acceleration | Edge Cache.
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Memory Object Options

Min Cbject Size El LB
Max Object Size |g51zoo| ke

Connection Tirmeout caconds

| Apply Changes |

Min Object Size

Objects with a size less then this value will not be cached.

Max Object Size

Objects with a size larger then this value will not be cached.

Connection
Timeout

The amount of time Edge Cache will wait for a response from the WAN
when loading objects.

Use the form below to configure URL's that should never be cached.

URL
192.165.0.239

Delete

secure-us.imrworldwide,com Delete

Add URL/Domain

RL |

Exinda appliances with Edge Cache can establish a community of peers in order to share
objects between caches. Currently configured peers are shown in the table below:

Add New Peer

Host Mare; |

Relationship:
ICP Port: (3130

Click on 'Add New Peer' or 'Edit' to add a new peer or edit an existing peer.
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| fdd Mew Peer |
Host Mame Type HTTP Port ICP Port Edit Delete
exinda-hq parent a0 3130 | Edit | | Delete |
Host Name The hostname of the peer

Relationship Peer relationship. Only Parent is supported at present.
HTTP Port The peer HTTP port

ICP Port The peer ICP port

Note: For more information refer to the Edge Cache HowTo Guide.

4.3.8 Pre Population

SMB/HTTP Pre Population & Object Cache

The Object Cache works like Edge Cache for SMB and HTTP traffic. It is independent of WAN
Memory and uses the same resources without duplication for both SMB and SMB2 traffic.

With data in the cache, the Exinda appliance handles read and write requests as “warm” data
transfers, sending only new or modified data even though complete files may have been
requested, thereby reducing the overall traffic volumes and significantly increasing the rate
of data transfer over the WAN.

Pre-population of Object Cache with SMB and/or HTTP data allows customers to make sure
their cache is ready to go before any traffic passes through the Exinda appliance. Either
specificfiles or entire directory structures can be specified and fed into the Object Cache. Pre-
population can even be scheduled to occur at a future time convenient to the network,
reducing network strain and making better use of less utilized “off-hour” bandwidth.
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Add New Pre-Population

Name
Protocol SMB
@ HTTP
Server | |
Path | |
Recursive vez
Username | |
Password | |
| Add New |
Name The name of the Pre-Population job.
Protocol The protocol of the files to be Pre-Populated. HTTP and SMB/SMB2
protocols are supported.
Server The server from which the Pre-Population data will be retrieved. (For
example, "www.exinda.com")
Path The path to the Pre-Population data on the server. (For example, "/data/
resources")
Recursive Select "Yes" to Pre-Populate content from subfolders as well as the root
folder.
Username The username for access to the server.
Password The password for access to the server.
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4.4

Certificates

The Certificates section allows you to import SSL Certificates and Private Keys for use in SSL
Acceleration.

Note: The SSL Acceleration feature is a separately licensed component, please contact your
local Exinda representative if you wish to enable this feature.

The table at the top of the page shows the current configured Certificates and Private Keys.
The Validity cell will be highlighted yellow if the certificate is due to expire within 30 days, or
it will be highlighted red if the certificate has already expired. You can View or Delete these
as required.

Use the form below to import Certificates and Private Keys.

Import Certificate and Key Details

Name | | (optional)
Certificate/Key Format PKCS212
2 PEM
Key Paszsphrase | | (optional)
Certificate File | || Browse.. |
Private Key File | || Browse._. | (optional)

Name Specify a new for the Certificate/Private Key pair. If no
name is supplied, the filename of the uploaded certificate
file is used.

Certificate/Key Format Select either PKCS#12 or PEM as the format.

Key Passphrase If the the Certificate/Private Key is password protected,
specify the pass phrase here.

Certificate File Choose the Certificate file to upload.

Private Key File If the Private Key is not embedded in the Certificate file,
specify the matching Private Key file to upload.

Note: For further information, consult the SSL Acceleration How to Guide.
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4.5

4.6

Virtualization

The Virtualization feature allows Virtual Machines to be run on the the Exinda appliance.

Note: Virtualization requires an additional, optional license before this feature can be
configured and used. Please contact Exinda TAC or your local Exinda representative if you do
not have this license and you wish to use this feature.

Most of the Virtualization configuration is performed using the "virt" CLI command. The table
below show all configured Virtual Machines and provides the ability to Power them ON, OFF
or restart (cycle) them. You can also view the VGA console for each Virtual Machine. The VA
console uses a Java-based applet to launch secure SSH-based protocol to encrypt the session.
You will need to have Java installed and enabled as well as direct SSH access to the Exinda
appliance in order to use this feature. You will also need to authenticate with your username
and password.

Virtual Machines
Name Comment Status Actions

[ Replify Replify WA Running - IF Address: 172.16.1.242 | Launch VGA Console |

[ WinXP Windows XF Running | Launch VGA Console |

| Power On || Power Off || Power Cycle || Refresh |

Note: For further information, consult the Virtualization How to Guide.

Authentication
The Authentication section of the Exinda appliance System Setup allows you to configure
Local User Accounts, as well as remote authentication mechanisms such as LDAP (including

Active Directory), Radius or TACACS+. The various configuration pages include:

® Active Users: View a list of currently logged in users.

Local User Accounts: Configure local usernames and passwords.

AAA: Specify how users are authenticated and authorized on the Exinda appliance.

LDAP: Configure remote LDAP authentication servers.

Radius: Configure remote Radius authentication servers.

® TACACS+: Configure remote TACACS+ authentication servers.
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4.6.1 Active Users

Active Users lists the users currently logged into either the Web Ul or the CLI.

Note: To view the users currently logged in, navigate to 'System | Authentication | Active
Users' on the Web Ul, advanced mode.

The table below shows an example of the currently logged in users along with the session
type, IP address and the session idle time in seconds.

Active Users

Username Line Host Idle (seconds)
admin pts/0 172.16.0.239 1544
admin web/73 172.16.0.239 2096
monitor web/75 172.16.0.115 2762
admin web/76 172.16.0.239 0

4.6.2 Local User Accounts

Local User Accounts allows you to add/remove local user accounts as well as change local
user's passwords.

Note: To configure Local User Accounts, navigate to 'System | Authentication | Local User
Accounts' on the Web Ul, advanced mode.

The table at the top of the page lists the configured local users and their capabilities. You can
use this to remove local user accounts from the Exinda appliance or to temporarily disable an

account.
Local Users
User Capability Enabled
[ admin admin
[ monitor monitor
| Remove User | | Enable User| | Cnsable User|

To add a new Local User Account, use the form below. Specify a username and select a
capability. Admin users have full read-write access to the Exinda appliance. Monitor users
have read-only access.
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4.6.3

Add New User

User Name | |
Capability |admin [+

By default, new users are created without a password. Use the form below to create a
password for a new user, or change the password for an existing user.

Change Password

User Name |admin ||

Mew Password | |

Canfirm Password | |

| Change Password |

Select the username you wish to create/change the password for and enter their new
password.

AAA

AAA configures how remote users should authenticate to the Exinda appliance and what
privileges they should receive.

Note: To configure AAA, navigate to 'System | Authentication | AAA' on the Web Ul, advanced
mode.

The form below should be used to specify the order in which users are authenticated. When a
user logs in, the Exinda appliance will try to authenticate them using the authentication
methods specified here, in the order they are configured.

Authentication Method List

First Method [ g0zl

Second Method [Lgcal [

Third Method [ ocal

Fourth Method [ ocal

| Apply Changes |

Note: This settingis required if you are using a remote access mechanism such as LDAP,
Radius or TACACS+.
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Use the following form to control what privileges remotely authenticated users receive when
they login to the Exinda appliance.

Authorization

Map Order | remote-first [
Map Default User u

| Apply Changes |

remote-first Apply user privileges supplied by the remote
authentication mechanism first. If that fails, use the 'Map
Default User' setting below.

Map Order remote-only Apply user privileges supplied by the remote
authentication mechanism first. If that fails, the user will
not be authenticated.

local-only Use the 'Map Default User' setting below.

Map Default User If the 'local-only' option is selected above, the user will
be given the same privileges as the local user account
selected here.

4.6.4 LDAP Authentication

LDAP authentication allows you to configure the Exinda appliance to authenticate user login
attempts with a remote LDAP (including Active Directory) server.

Note: To configure LDAP Authentication, navigate to 'System | Authentication | LDAP' on the
Web Ul, advanced mode.

Use the form below to define global LDAP authentication options.
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4.6.5

Global LDAP Settings

User Base DN |Du=user5rdc=examplerd|:=|:|:|m

User Search Scope u

Login Attribute  |cAMAccountName |

Bind DN

Bind Password |
Timeout
LDAP Version u

Server Port

| Apply Changes |

Use the form below to specify connection details to the remote LDAP server. IPv4 or IPv6
addresses can be specified. Multiple LDAP servers may be defined. The table at the top of the
page allows you to enable/disable/remove defined LDAP servers.

Add New LDAP Server

Server IP |

| &dd New LDAP Server |

Note: 'LDAP' must be selected as an Authentication Method on the 'System | Authentication |
AAA' page on the Web Ul, advanced mode, in order for the Exinda appliance to attempt LDAP
authentication.

Radius Authentication

Radius authentication allows you to configure the Exinda appliance to authenticate user login
attempts with a remote Radius server.

Note: To configure Radius Authentication, navigate to 'System | Authentication | Radius' on
the Web Ul, advanced mode.

Use the form below to specify connection details to the remote Radius server. Multiple
Radius servers may be defined. The table at the top of the page allows you to enable/disable/
remove defined Radius servers. Only IPv4 addresses are supported for Radius servers.
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4.6.6

Add Mew RADIUS Server

Server IPv4 Address | |

Auth Port |1512 |

key |******** |

Timeout |3 |

Retransrnit |1 |

Lagin-lat-group | |

Enabled

| add New RADIUS Server |

Note: 'RADIUS' must be selected as an Authentication Method on the 'System |

Authentication | AAA' page on the Web Ul, advanced mode, in order for the Exinda appliance

to attempt Radius authentication.

TACACS+ Authentication

TACACS+ authentication allows you to configure the Exinda appliance to authenticate user

login attempts with a remote TACACS+ server.

Note: To configure TACACS+ Authentication, navigate to 'System | Authentication | TACACS+'

on the Web Ul, advanced mode.

Use the form below to specify connection details to the remote TACACS+ server. Multiple
TACACS+ servers may be defined. The table at the top of the page allows you to enable/
disable/remove defined TACACS+ servers. Only IPv4 addresses are supported for TACACS+

servers.

© 2012 Exinda, Inc.



System Settings, Configuration and Diagnostics 81

Add Mew TACALCS+ Server

Server IPv4 Address | |

auth Part |4g |

auth Type

key |******** |

Tirneout |3 |

Retransmit |1 |

Enabled

| add New TACACS+ Server |

Note: 'TACACS+ must be selected as an Authentication Method on the 'System |
Authentication | AAA' page on the Web Ul, advanced mode, in order for the Exinda appliance
to attempt TACACS+ authentication.

4.7  System Logging

The System Logging section of the Exinda appliance System Setup allows you to view and
configure the System Log files.

® View Log Files: View and search the System Log files.
¢ Live Log: View real-time entries to the System Log file.
¢ Tail Log: View the most recent entries to the System Log file.

e System Logging Configuration: Configure various System Logging settings, including
remote syslog servers.

4.7.1 View Log Files

The View Log Files page allows you to view the System Log files and filter out various log
messages. Log files provide an inside into the Exinda appliance's operation and aid in
troubleshooting.

Note: To View the System Log, navigate to 'System | Logging | View' on the Web Ul, advanced
mode.
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The form below allows you to navigate through the log files as well as enter a filter to narrow
down the entries displayed.
Logfile: [Current Log [=] Filter: | | [Apply] Go to Page:
Log Viewer
First | == Prev Page [1] Mext ==
Timestamp Log Entry

Note: By default, the 'Current Log' is displayed. The Exinda appliance will also periodically
archive log files. These archived log files can also be viewed by selecting them from the
'Logfile' drop-down.

4.7.2 Llive Log
The Live Log page allows you to view new entries to the System Log in real-time.
Note: To view the Live Log, navigate to 'System | Logging | Live Log' on the Web Ul, advanced
mode.
A dot/period (.) character will be displayed after a few seconds of inactivity to indicate the
Live Log is still active.

4.7.3 Tail Log
The Tail Log page allows you to view the most recent entries in the system log file.
Note: To Tail the System Log, navigate to 'System | Logging | Tail Log' on the Web Ul, advanced
mode.
The form below allows you to configure how many lines to view and in which order to display
the log entries.
Wiew Last: Lines View Log Order: |Ascending [
Clicking the 'Go' button will refresh this page and will ensure any new log entries since the list
time this page was refreshed are displayed.

4.7.4 System Logging Configuration

The System Logging Configuration page allows you customize various aspect of System
Logging, including exporting to remote syslog servers.

Note: To configure System Logging, navigate to 'System | Logging | Setup' on the Web UlI,
advanced mode.
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The form below allows you configure System Logging properties.

Specify the Log File format.
Log Format
Log Format | standard H
Specify the log level to control what detail of logging should cccur.

Local Log Filtering

Minimum sewverity level |N|:utice El

Specify the log file rotation policy. This is used to control how much historical logging is stored on the system.

Local Log Rotation

Rotate Log every u
when =ize reaches |16777216 | bytes

@ when size reaches (4% [« | of fvar size

Keep at most log file(s)

| Apply Changes || Force Rotation Mow |

Log Format Specify the format log files should be saved in. The
'Standard' form is usually sufficient, however, some
external log file parsers may prefer the log file in WELF
format.

Minimum severity level Select the severity level of log entries that should be
saved. Any log entry with this severity level or lower will
be saved to the System Log file.

Rotate Log Select the desired log rotation policy.

Keep at most Specify how many rotated/archived log files should be
kept before they are permanently removed from the
Exinda appliance.

You can also force System Log rotation immediately, by clicking the 'Force Rotation Now'
button.

The form below is used to add remote syslog servers to the Exinda appliance. This allows you
to forward system log entries at a defined severity level to one or more remote syslog
servers. Only IPv4 addresses are supported for remote sinks.
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Add Mew Remote Sink

IPv4 Address |

Minimum Severity

| add New Remote Sink |

IP address

Enter the IP Address of the remote syslog server.

Minimum Severity

Select the severity level of log entries that should be sent
to the remote syslog server. Any log entry with this
severity level or lower r will be sent.

4.8 System Diagnostics

System Diagnostics provide troubleshooting assistance in cases of system and network issues.
The various diagnostics pages include:

® Alerts Status: View status of

system alerts.

® Diagnostics Files: Generate and download diagnostics files.

® TCP Dump: Run and download a TCP dump.

¢ Community Diagnostics: View community diagnostics.

e Acceleration Diagnostics: View TCP acceleration, WAN memory and CIFS acceleration

diagnostics.

Optimizer Diagnostics: View

4.8.1 Alert Status

Monitor Diagnostics: View monitoring diagnostics.

optimizer diagnostics.

NIC Diagnostics: View NIC diagnostics.

RAID Diagnostics: View RAID adapter, logical and physical drive information.

System alerts notify you of any system issues, that may require further attention and

troubleshooting. If a system alert

is raised the system health status is set to 'Warning' and an

email alertis sent. Click on the 'Warning' to view the alert that has triggered it. The table
below lists the alerts and specifies the status, the time it was last triggered and how many
times. Resetting the alert will change the system health status to 'OK'. For further
troubleshooting click on the offending alarm.
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advanced mode.

Note: To disable/enable system alerts, navigate to 'System | Setup | Alerts' on the Web Ul,

Alarm

Status Last Triggered Count

o
o
ox
oK ELLET I L 2
o

DISABLED
o
ox
oK Wed Apr 1) 13:40:00 EST 1
Not __

Availzlble s
Not __

Availzlble e
o
o

CPU Utilization

Alert raised when the CPU utilization threshold is
reached. The trigger and clear thresholds can be altered.
The defaults are 95% and 80% busy respectively.

System Disk Full

Alert raised when the used disk space threshold is
reached. The trigger and clear thresholds can be altered.
The defaults are 7% and 10% free respectively.

Memory Paging

Alert for memory use and paging. This means that the
datain RAMis swapped to disk. Excessive paging alerts
could indicate a system that is running low on RAM
resources. Check RAM & SWAP graphs under Monitoring >
System

NIC Collisions

Alert raised when collisions are present on the interfaces.
The trigger and clear thresholds can be altered. The
defaults are 20 and 1 per 30 sec respectively.

Link Negotiation

Alert raised when the speed/duplex on an interface is set
to auto, but it is negotiating at half duplex and/or
10Mbps.

NIC Dropped packets

Alert raised when dropped packets are present on the
interfaces.

NIC Problems

Alert raised when errors are present on the interfaces.

© 2012 Exinda, Inc.




86

Exinda User Manual

4.8.2

Bridge Link

Alert raised when one of the links of an enabled bridge is
down.

Bridge Direction

Alert raised when the appliance cablingis incorrect. In
most cases, it indicates the Exinda WAN interface has
been incorrectly plugged into the LAN and vice versa.

CIFS signed connections

Alert raised when CIFS signed connections are present.

Redundant Power

Alert raised when one of the power supplies fails (only
available on platforms with power redundancy).

Redundant Storage

Alert raised when one of the hard disks fails (only
available on platforms with storage redundancy).

Accelerated Connections

Alert raised when the number of accelerated connections
exceeds the licensed limit. Connections over the licensed
limit pass through not accelerated.

Asymmetric Route Detection

alert raised when asymmetric routing is detected.

Diagnostics Files

Diagnostics files contain system state information and can aid in troubleshooting. Diagnostics
files may be requested by Exinda TAC and can be generated and downloaded using the form

below.

I File Name

r 2

Diagnostics Files
Timestamp File Size

Fri Nowv 20 15:26:38 EST 2009 2498591 bytes

| Remove Files

Email to Exinda TAC

| Generate Diagnostics

System snapshots are automatically generated when a process fails. If the 'Auto Support
Notifications' option is enabled, they are automatically sent to Exinda TAC for further

troubleshooting.

System Snapshot Files

[ File Name Timestamp File Size

Mo Systemn Snapshot Files.

| Remove Files

Email to Exinda TAC
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Auto Support

Auto Support Notifications [ Enable

| Apply Changes |

Note: Valid SMTP and DNS settings are required for diagnostics to be sent to Exinda TAC.

4.8.3 TCP Dump

The following form can be used to generate a TCP Dump on the Exinda appliance. A TCP Dump
captures packets being transmitted or received from the specified interfaces and can assist in
troubleshooting. A TCP Dump may be requested by Exinda TAC.

Run TCP Dump

Interface
Timeout (g0 Secands w

Filter |

Status Stopped

Note: when ALL s selected for the Interface, only those interfaces which are link up will be

included.
Interface Select an interface to runthe TCP dump on. Select ALL to
capture packets on all (link up) interfaces.
Timeout Select the time for which the TCP Dump will run.
Filter Set afilter if required. More information on tcpdump
filters is available at www.tcpdump.org
Status Shows the status of a running TCP Dump

Saved TCP Dumps can then be downloaded and/or emailed to Exinda TAC using the form
below.
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4.8.4

TCP Dump Files

File Name

-, capture-ex240-20091123-192334.tar.qz

-, capture-ex240-20091123-194306.tar.gz

-, capture-ex240-20091123-194926.tar.gz

-, capture-ex240-20091123-195327 .tar.gz
-, capture-ex240-20091123-200247.tar.gz

~4, capture-ex240-30091123-200833.tar.qz

~, capture-ex240-20091124-1538432.tar.qz

-, capture-ex240-20091124-171923.tar.gz

-, capture-ex240-20091127-135953.tar.gz

-, capture-ex240-20091202-135343 tar.gz

OO0O0O0O0O0OO0OO0O0O0d

-, capture-ex240-200591202-135345.tar.gz

| Remove Files | | Email to Exinda TAC |

Timestamp

Mon Mowv 23 19
Mon Mowv 23 19
Mon Mow 23 19
Man Mowv 23 19
Mon MNowv 23 20
Mon Mowv 23 20
Tue Mov 24 13
Tue Nowv 24 17

Fri Nov 27 13:

123:36 EST 2009
144:46 EST 2009
149:26 EST 2009
:53:27 EST 2009
102:47 EST 2009
:08:34 EST 2009
129:03 EST 2009
+19:30 EST 2009

59:53 EST 2009

Wed Dec 02 13:52:42 EST 2009

Wed Dec 02 13:53:45 EST 2009

File Size
23850263 bytes
619548490 bytes
7023 bytes
2917 bytes
13135 bytes
2412339 bytes
217579641 bytes
116281545 bytes
240871 bytes
276 bytes

280 bytes

Note: Valid SMTP and DNS settings are required for TCP Dumps to be sent to Exinda TAC.

Community Diagnostics

The community diagnostics display the state of the community and details of the individual

hosts that have joined.

Note: To configure Community settings, navigate to 'System | Acceleration | Community' on

the Web Ul, advanced mode.

State: Joined
Enabkled: true
Network Forwaerding: true
Community Group: 10
Elobal Settings
Nodes
Host ID: 00eledl3e752
IF Rddress: 17Z.16.1_240
Lost State: found
Last Contact: H/&
Hostname : exZdd
Version: 5.5.0.12115
Host ID: 00ge0elelcdse
IEF Address: 172.16.101_3
Lost State: found

Last Contact:
Hostname :
Version:

2005712702 14:25:37
Jb—exinda
5.5.0.12035

{183 ago)
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4.8.5 Acceleration Diagnostics

Acceleration diagnostics aid in troubleshooting TCP Acceleration, CIFS Acceleration and WAN

Memory issues. To view acceleration diagnostic select the relative module from the drop
down list.

Module: EESEEYEIEWBGE -

The TCP Acceleration diagnostics display the current configuration settings as well as the
number of new and concurrent accelerated connections.

Configuration
Congestion Control Algorithm: bic

Transport Mode: transparent
Window Scale: 5
Zpplience Discowvery Enebled: wyes

Concurrent Accelerated Connections: g
New connections per second: a
Peak Concurrent RAccelerated Connections: 1

i

oL

Note: To configure TCP acceleration settings, navigate to 'System | Acceleration | TCP' on the
Web Ul, advanced mode.

Note: To view the licensed limit of accelerated connections, navigate to 'System | Setup |
License' on the Web Ul, advanced mode.

Module: | WAN Memory Vl

The WAN memory Acceleration diagnostics display the current configuration settings as well
as reduction statistics for the individual hosts.
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Configuration
Baduction LE compression omn: TEs
Beduction small matching on: o
Beduction small matcher always list: Lotus Motes
Parsistence enabled: TEs
Statistics
Dizsk awvailahle: ZeE_ 71z
Disk nuzed: ZEZla_98M (0.2EL%)
Persistence actiwe: Tes
Persistence loading: o

Persistence clear pending: no

TH reductiomn: El._E3%
TH bytes in: T1.03M
T bytes out: 34 43M

T =mall matcher bytes in: 0
TH =small matcher bytes out: 0

B reductiomn: ZT_3E%
B bytes in: 231 57k
B bytes out: 1144 083k

Peer 00&0eleZzZebi state

Status: ONLINE

Last status change: Z011/08258 12:33:10 (Z3h 4Zm 27=)
IPF address: 17 _1&_z0.130

Connections: u}

Dizk cache status: Lot ive

Wersion info: Ok/z4 {(local:Z3-FZ4 remote:Z23-Z4)
T reduction: 4. 235%

TH bytes in: 1000 1%k

TH bytes out: &6EE Bk

P reduction: F2.ZE%

B bytes in: 1&7_ 53k

B bytes out: z47_ 1k

Note: To configure WAN memory acceleration settings, navigate to 'System | Acceleration |

WAN memory' on the Web Ul, advanced mode.

Module: | CIFS Acceleration (v |

The CIFS Acceleration diagnostics display the current configuration settings as well as the
number of new and concurrent accelerated connections. If CIFS signed connection are

present, the total number of signed connections will be also displayed.
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Configuration
Enakbled:
Read-ghead ensbled:
Hrite—-ahead shead:
Transaction acceleration:
Disk temporary f£ile cache:
Data to prefetch:

Concurrent connections: 1
Zecelerated connections: 1
Signed connections: a

No signed servers detected

yes
yes

yes

yes
53e870391ZB
1024 kB

Note: To configure CIFS acceleration settings, navigate to 'System | Acceleration | CIFS on the
Web Ul, advanced mode.

4.8.6

Monitor Diagnostics

The monitor diagnostics display the current monitor settings and the status of monitor and
collector processes.

Note: To configure Monitor settings, navigate to 'System | Setup | Monitoring' on the Web U,
advanced mode.

Current Timestamp

Tabkle size -
Chart size z
Realtime Window z
Graphing -
Detailed Monitoring -
Ignore Internal-to-Internal =

Layer? Monitoring

Enabled

Bittorrent Sensitiwvity
Bittorrent Sensitiwvity
EDonky Sensitiwvity
Skype Sensitiwvity

Host Besoclution -

Order DNS Rank : 2

Order IF Rank :- 4

Order : Netkbiocs BRank : 3

Order : Metwork_©Object Rank
Monitor Status - QOFE
Collector Status - QE

1d

1d
flash
ves
yes

yes
High
High
HMed

High
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4.8.7

4.8.8

Optimizer Diagnostics

The optimizer diagnostics display the current optimizer status and the optimizer

configuration.

Optimizer Status: Starsed
Restart Required: no
Show VC Totals: no
Clokal §05: no

Optimizer Configuraticn:

Chain PRERCUTING (policy ACCEPT 9538K packets, 3714M bytes)

pkts bytes target prot opt in out source
TEM  36G ACCEPT liemp — * - 0.0.0.0/0
20M  16C BRIDGE_PBORT all -- br+ - 0.0.0.0/0

Chain INPUT (poliey ACCEIPT 13M packess, 13C bytes)
pkts bytes target prot cpt in ocut scurce

Chain FORWARD (pelicy ACCEDT 83M packets, 338 bytes)
pkts bytes target prot cpt in out scurce

Chain OUTEUT {policy RCCEPT 836K packets, 51Z1M bytes)

pkts bytes target prot opt in out source

1336K 422M ACCEET 211 - - 0.0.0.0/0
[ 0 LOCAL QUT all -- * br+ 0.0.0.0/0

1715K 1183M LOCAL OUT all -- * * 0.0.0.0/0

Chain POSTROUTING {policy ACCEET 93M packets, 45C bytes)
pkts bytes target prot cpt in out scurce

Chain ACTICN (1 references)

pkts bytes target prot opt in out source
8583  12G RR 211 - - 0.0.0.0/0
872K 77SM RR 211 - - 0.0.0.0/0

a 0 COMPRESS_OLD all -- * - 0.0.0.0/0

Chain BRIDGE_PCRT (1 references)

phts bytes target prot opt in out source
20M 16G DIR_MARK all - * * 0.0.0.0/0
20M 16G HA all - * * 0.0.0.0/0
20M  16G SETRPP 21l - * 0.0.0.0/0

581K 3290M UNACCEL 211 - - 0.0.0.0/0

73440 £28SH ACCERT iemp —— ¢ - 0.0.0.0/0
17M  15G MON 211 - - 0.0.0.0/0
134 13C ACTION all -- « - 0.0.0.0/0

Chain DIR_MRRK (1 references)

pkts bytes target prot opt in out source

€581K 3290M MARK all - * * 0.0.0.0/0
13M 13G MARK all - * * 0.0.0.0/0

NIC Diagnostics

destination
0.0.0.0/0
0.0.0.040

destination
destinaticn

destination
0.0.0.0/0
0.0.0.0/0
0.0.

destination

destination

0.0.0.0/0

0.0.0.0/0
0.0.0.0/0

estinaticn
0.0/0
0.0/0
0.0/0
0.0/0
0.0/0
0.0/0
[:}

o
o
0.0.
0.0.
[1}
[1}
[1}
o 040

s
L]
L]
0

0.
a
a
a

destination
0.0.0.0/0
0.0.0.0/0

NET match ignore

NET match ignore
DIR match inbound

2% match accel DIR match inbound

socket transparent RR target
EXPOLICY match accel BR target port 9998

EXPOLICY match compress COMPRESS algorithm 48 set-protoeol 138

SETAPP
DIR match inbound
NET match ignore

DIR matech cutbound

DHYSDEV match --physdev-in ethll MARK xset 0x1001/0x:
DHYSDEV match --physdev-in ethld MARK xset 0x1000/0x:

The NIC diagnostics page can help when troubleshooting network delay issues. NIC errors,
collisions and discards indicate a negotiation problem, which can lead to dropped packets and
network delay. It is recommended that negotiation issues are addressed immediately.

The first lines show a summary of installed network adapters. Detailed information is
available from the CLI "show diag" command.

Note: To configure NIC settings, navigate to 'System | Network | NICs' on the Web UlI,

advanced mode.
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Slot 1: PEGZBPi-S5SD, & ports, 1&/RJ-45/1000BRASE-T, l-tx/rx gueue
S5lot 2: Empty

Interface brld state

Zdmin up: yes

Link up: yes

IF =zddress:

Hetmask:

Speed: H/R
Cuplex: MR
Interface type: ethernet
Interface source: bridge
MTT: 1500

HW address: 00:E0:ED:13:-73:C2
Comment :

bytes: 37940508
packets: 514502
mcast packets: 14502

BE

=k

=k A

B¥ discards:
=k

B¥ overruns:
=k

5
a
EELEOrg: a
4]
frame: a

TX bytes:

T packets:

TH discards:
TX errors:

TX overruns:
TH carrier:

T collisions:

L O e T o T e Y Y e O e

4.8.9 RAID Diagnostics

The RAID diagnostics page is available on models that support Redundant Storage. A summary
of the logical volume status is shown as well as details for RAID adapters, logical volumes and
physical drives.
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Adapter: 0 Logical:
Adapter: 0O
Model:
Serial:
Firmware:
Host Interface:
Supported Driwes:
Lewveals:
Memory:
Battery:
Alarm:
Current Time:
Logical Driwe: 0O
Adapter:
Size:
Stripe:
Baid Lewel:
Drives:
Span Depth:
Cache Policy:
State:
Driwve: 0
Adapter:
Slot:
Type:
Incuairy:
Firmware:
Baw Size:
Media Errors:
Other Errors:

Predictiwe Errors:

Sequence:
Drive: 1

Adapter:

Blot:

Type:

Inoairy:

Firmware:

Baw Size:

Media Errors:

Other Errors:

DPredictive Errors:

Sequence:
Driwve: &
Adapter:
Slot:
Type:
Incuairy:
Firmware:
Raw Size:

0 Size: 1429Z48MEB State:
PERC &/i Integrated
1122324455667 788
&.E.0-0013
PCIE

BAE, BATA
RAIDO, BAIDI,
Present, ZLEME
Tes
Disahled
318304 3FED,

PAIDS,

Z011

u]
14Z924E8ME
&4kE
Drimary-1,
z

ol
WriteBack,
Optimal

Secondary-3,

a

a

3A3

SEAGATE ST350041455
Online
47&940ME
u]

ul
ul
4

u]

1

5AE

SEAGATE ST35004145%
Online
47&940ME
a

u}
u}
Z

a
z
SAS
SEAGATE S5T3500414528
Online
47534 0ME

PAIDE,

Optimal

RATDED

BAIDLO,

PAIDED,

BATD Lewel Qualifier-0

ESe73J01HND

[Ox3az86030 Sectors]

EZe73WI0z7ED

[0x3a386030 Bectors]

ES&79WMI03 3

[0x3a336030 Sectors]

BeadiheadNone, Direct, Mo Write Cache if Bad BEU
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4.8.10 Log aCase

95

The Log a Case page allows you to log a case with Exinda Support.

Case Details

Contact Name * ‘

Company * ‘

Email * ‘

Phone Number

Region *
Type
Reason

Priority

NAM

--None--

--None--

--None--

-

Subject * ‘

Description *

[+ Attach Diagnostics File

[v Attach Monitoring Report

Contact Name

Your full name.

Company

The name of your company.

Email

Your email address.

Phone Number

Your phone number.

Region Your geographical region.

Type The type of support case.

Reason The functionality your question relates to.

Priority Select the appropriate priority from the drop-down list.
Subject Enter a brief summary of the problem or question.
Description Enter a detailed description of the problem or question.

Attach Diagnostics File

Keep this option checked to automatically attach a
Diagnostics File to your case (recommended).
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Attach Monitoring Report Keep this option checked to automatically attach a
Monitoring Report to your case (recommended).

4.9 Maintenance

The Maintenance section of the Exinda appliance System Setup allows you to perform various
system maintenance tasks. These include:

* Manage System Configuration: Allows you to save, activate, switch, revert and delete
system configuration files.

Import System Configuration: Allows you to import previously saved or backed-up
system configuration files.

Clustering / High Availability: View the status of Exinda clustering.

® Firmware Update: Upgrade the ExOS software on the Exinda appliance.

Factory Defaults: Restore the Exinda appliance to factory default settings.

Reboot / Shutdown: Reboot or Shutdown the Exinda appliance.

4.9.1 Manage System Configuration

The Manage System Configuration screen allows you to download, save, switch, revert and
delete system configuration files.

Note: To Manage System Configuration, navigate to 'System | Maintenance | Manage Config'
on the Web Ul, advanced mode.

The table below lists the available system configuration files. There will be a check mark next
to the active configuration. Clicking on the configuration file name will display the text-based
version of the configuration file in the window at the bottom of this page. Clicking on the
'Download' icon next to the configuration file will allow you to download and save/backup the
text-based version of the configuration file.
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Configuration Files

Filename  Active Download

B |
B |

Delete the selected configuration(s).

Switch To | Make the selected configuration active and apply it to the system. (Select only one)

Download the selected configuration as a binary file. (Select only one)

By selecting a configuration file and using the buttons above, you can delete the selected files
from the system, switch-to the selected configuration or download the selected configuration

file in binary format.

The form below allows you to control the active and running configuration. If there are
unsaved changes to the active configuration, this is known as the 'running configuration'.

Active Configuration
Save the running configuration to the active configuration file.

Discard the running configuration and apply the contents of the active configuration file.

Save the running configuration to a new file and make it active.

1

New filename: | |

You can save the running configuration and make it the active configuration, revert the
running configuration back to the previously saved state of the active configuration, or save
the running configuration to a new configuration file and make that the new active

configuration.

4.9.2 Import System Configuration

The Import System Configuration screen allows you to import previously saved or backed-up
system configuration files.

Note: To Import System Configuration, navigate to 'System | Maintenance | Import Config' on
the Web Ul, advanced mode.

The form below can be used to upload system configurations that have been saved locally on
the PC.
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Upload Configuration

@ Upload local binary file: | || Browse.. |

(To be saved as separate file with itz original name)

Upload local text file: |
(CLI commands)

|| Browse... |
(To be executed immediately in the runming configuration)

| Upload Configuration |

Upload local binary file Use this option to upload a saved binary configuration file.
This file would have been downloaded as a binary file
from the 'System | Maintenance | Manage Config' page.
Once this file is uploaded, it will appear in the list of
available configuration files on the System | Maintenance
| Manage Config' page.

Upload local text file Use this option to upload a text file containing CLI
commands. The CLI commands will be executed in order
and any configuration changes will be applied to the
running configuration. This text file can contain one or
more CLI commands or could be a complete text-based
system configuration file downloaded from the 'System |
Maintenance | Manage Config' page.

Use the form below to execute a batch of CLI commands on the Web Ul. The CLI commands
will be executed in order and any configuration changes will be applied to the running
configuration.

Execute CLI Commands

(To be executed immediately in the running configuration)

Execute CLI commands |

4.9.3 Clustering / High Availability

The Clustering screen allows you to view the status of all Exinda appliances in a cluster.

Note: To view the Clustering status, navigate to 'System | Maintenance | Clustering' on the
Web Ul, advanced mode.
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4.9.4

The table on this page lists all the Exinda appliances in the cluster as well as additional
information about each appliance.

Clustering State

Host ID External IPv4 Address Internal IPv4 Address Status Role Uptime ¥Yersion Memory Operation
0024e83dcasd 192.168.1.1 Master  24m 33s  6.1.016836 2050.5ME
be305bd453a8 192.168.1.2 Stsndby  24m 355 6.1.0.16836 2050.5MB
Host ID The unique host id of the Exinda appliance.
External IPv4 Address The cluster virtual IP address (cluster alias address).
Internal IPv4 Address The cluster node's internal IP address.
Status The status of the Exinda appliance. Online or offline.
Role The role of the Exinda appliance in the HA setup. Master
or standby.
Uptime Total uptime of the Exinda appliance.
Version ExOS version on the Exinda appliance.
Memory Total memory size on the Exinda appliance.
Operation You can also Shutdown or Reboot individual Exinda
appliances in the cluster.

Note: For further information regarding Clustering and High Availability, consult the
Clustering and HA How to Guide.

Firmware Update

The Firmware Update screen allows you to update the software on your Exinda appliance.
Exinda software is called ExOS and is updated regularly with new product features as well as
system and performance improvements.

Note: To perform a Firmware Update, navigate to 'System | Maintenance | Firmware Update'
on the Web Ul, advanced mode.

Exinda appliances have 2 partitions for installing ExOS updates. The current, running ExOS
version will be installed on one partition, which means you can install a newer ExOS update
on the other, unused partition.

Note: Valid Software Subscription (SS) is required to install new ExOS updates. You can view
your SS expiry date at the top of this page.

If the Exinda appliance has connectivity to the Internet, you can click on the 'Check for Latest
Update' link which will contact the Exinda website and determine if a suitable new ExOS
update is available.
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Currently Installed Images
Partition 1
exinda-5.2.0.10001 (i386) 2008/11/21
Partition 2 (currently booted) (to boot next)
exinda-5.2.0.10653 (i386) 2009/08/17

| Switch Boot Partition |

You can also use this form to rollback the ExOS version to the previously installed version by
clicking the 'Switch Boot Partition' button. You will need to reboot the Exinda appliance for
this change to take effect.

Note: When rolling back to a previous ExOS version, the system configuration will be changed
to the state that it was in, last time you were running the older version. If you've made
changes to the system configuration since upgrading from the older version, they will be lost
when the Exinda appliance is rolled back.

The form below is used to download and install an ExOS update on the Exinda appliance:

Install New Image to Partition 1

@  Install From URL: |

Install From Downloaded File: exinda-5.2.0.10693 (i386) 2009/08/17 «

Install From Local File: | || Browse.. |

[~  Schedule Installation: Date: |:| (Y Y/MM/DD)
Time: || (HH:Mm:SS)

I Schedule Image Download

If installing from a URL, the download will start at the scheduled time.
The new image will not be active until the next reboot.

[~  Reboot After Installation

Schedule the appliance to reboot after the installation.
The new image will become active after a reboot.

Install from URL Specify the URL to fetch the ExOS update from. This URL
will usually be published in the Release Notes as part of
an ExOS release. If you used the 'Check for Latest Update'
link above, this field will be populated automatically if a
newer ExOS software update is available.

Install from Downloaded File If an ExOS image has been previously downloaded onto
the Exinda appliance (e.g. via the CLI), it will appearin the
drop-down here and can be used for installation.

Install from Local File If an ExOS image is available on your PC, you can upload it

to the Exinda appliance.
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Schedule Installation Optionally schedule the download and/or installation of
the ExOS update for a later date/time. Select the
'Schedule Installation' checkbox and specify a suitable
Date and Time.

By default, the download of the image will happen
straight away and only the installation will be scheduled.
You can optionally schedule the download of the ExOS
image to happen at the scheduled time as well.

By default, the Exinda appliance will not reboot following
a scheduled installation. You can optionally automatically
reboot the Exinda appliance after the scheduled
installation.

Before installing or scheduling a new ExOS update, you will need to accept the End User
License Agreement (EULA).

Note: After an ExOS update has been installed, a reboot of the Exinda appliance is required.

4.9.5 Factory Defaults

The Factory Defaults screen allows you to restore the Exinda appliance's configuration back to
factory default settings. This includes removing any system logs, WAN Memory cache and
monitoring statistics.

Note: To restore Factory Defaults, navigate to 'System | Maintenance | Factory Defaults' on
the Web Ul, advanced mode.

When restoring Factory Default settings, network connectivity settings such as the IP address,
DNS servers and Default Gateway are preserved. There is also an option to preserve any
monitoring data. To preseve monitoring data tick the 'Preserve monitoring' box prior to
restoring the factory default settings.

[ Preserve maonitoring data

| Restore Factory Defaults |

After performing a Factory Defaults, the Exinda appliance will automatically reboot.

4.9.6 Reboot / Shutdown

The Reboot / Shutdown screen allows you to configure Reboot options as well as gracefully
shutdown the Exinda appliance in order to reboot it or power it down.

Note: To Reboot or Shutdown the Exinda appliance, navigate to 'System | Maintenance
Reboot / Shutdown' on the Web Ul, advanced mode.
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The System Watchdog feature will automatically reboot the Exinda appliance if it becomes
unresponsive.

System Watchdog

System Watchdeg [~ Enable

| Apply Changes |

Schedule Reboot

Date

Time

Reboot Mode

Use the following form to reboot the Exinda appliance.

Reboot Options
-

[ ] trervmm/on)
[ ](HH:mm:ss)

| Fast Reboot (software only) [=]

Reboots can be scheduled by clicking on the 'Schedule Reboot' checkbox and specifying a Date

and Time for the reboot to occur.

There are also 2 reboot modes to choose from.

Fast Reboot

This is a soft reboot and will reboot the operating system
only. This does not reboot the hardware and does not
reload the BIOS.

Slow Reboot

This is a hard reboot and will reboot the entire appliance.
Use this option to access the BIOS or other start-up
options.

Caution: Any unsaved configuration changes will be lost if the Exinda appliance is Reboot or
Shutdown without saving the changes first.
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4.10 Tools

There are a set of tools installed on the Exinda appliance to assist with configuration and
troubleshooting. These tools include:

® Ping: A tool to ping a network host from the Exinda appliance.

Traceroute: A tool to perform a traceroute to a network host from the Exinda appliance.

NS Lookup: A tool to query the configured DNS servers from the Exinda appliance.

Console: Atool to connect to the Exinda appliance's CLI from the Web UL.

IPMI: A tool to issue remote power commands to an IPMI enabled appliance.

4.10.1 Ping

Use the Ping Tool to test network connectivity from the Exinda appliance to other hosts on the
WAN or Internet.

IPv4 Host: | || Fing |

IPv6& Host: [ipvé.google.com || Ping |

PING ipwvE.google. com(zZ404:&5300:2007::63) L& data bytes

&4 bytes from Z404:6500:3007::63: icmp seq=0 ttl=54 time=ZZ0 ms
£4 bytes from Z404:6300:8007::63: icmp_ seqg=l ttl=Lf4 time=137 ns
&4 bytes from Z404:68500:3007::63: icmp seq=Z ttl=54 time=Z05 ms
£4 bytes from Z404:6300:8007::63: icmp_ seq=3 ttl=Lf4 time=2Z5 ns

—-—— ipw&.google. com ping statistics ——--
4 packets transmitted, 4 receiwed, 0% packet loss, time 300%ms=
rtt minfavg/maxmdewr = 197 _ E39,/ P12 . 249/225. 904,111,118 wm=s, pipe E

IPv4 Host | Specify an IPv4 Address or Fully Qualified Domain Name to attempt to ping.

IPv6 Host | Specify an IPv6 Address or Fully Qualified Domain Name to attempt to ping.

Note: After the 'Ping' button is pressed, it may take a few seconds for the ping operation to
complete and display the results.
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4.10.2 Traceroute

Use the Traceroute Tool to determine the network hops from the Exinda appliance to other
hosts on the WAN or Internet.

Host: [ipvé.google.com || Traceroute |

traceroute to ipwd.google.com (E404:62300:2007::68), 30 hops max, 40 byte packets
1 Z001:44b2:62:630::1 1.783 m= 1.753 ms 1.747 m=

Z ZO0l:44b8:6l::1fc 5Z.539 ms 53.961 ms 54.147 ms
3 Z00l:44b8:8060:5000::1 55682 ms &56.831 ms 57.364 ms
4 ZO0l:4db2:8060:e::1 EB.248 m= * *
E  ZO00l:44b8:8060:1::a S3.433 ms * *
€ Z00l:4860:1:1:0:1283:0:4 86.15Z ms 95.641 ms S6.588 ms
7 ZO01:4860::1:0:9f7 92_365 ms 103.509 ms Z001:4860::1:0:9f8 10Z2.835 ns
& Z001:4860::1:0:165 Z10.17% ms 209 501 ms 209033 ms
9 Z001:4860:0:1::e? Z1&.E58F m=s Z215.693 m=s ZZE5.739 ns
10 2404:6800:8007::668 2£13.036 ms £Z12.868 ms £19.553 ns
Host Specify an IPv4 or IPv6 Address, or Fully Qualified Domain Name to attempt to

traceroute.

Note: After the 'Traceroute' button is pressed, it may take a few seconds for the operation to
complete and display the results.

4.10.3 DNS Lookup

Use the NS Lookup Tool to have the Exinda appliance query it's configured DNS servers to
resolve the specified domain name.

Domain: |w'r w.google.com || M5 Lookup |

Server: jb—snapper

Zddress: 172.1&8.101.2

Hame: www.l.google . com

bddresses: 74.125_127.147, 74.125_.127_105, 74.125.127.9%, T4_1F5.127.103, T4_1Z5_.127.10&8

T4.125.127.104

Domain Specify a Fully Qualified Domain Name to lookup.

Note: After the 'NS Lookup' button is pressed, it may take a few seconds for the operation to
complete and display the results.

© 2012 Exinda, Inc.



System Settings, Configuration and Diagnostics 105

4.10.4 Console

Use this tool to connect to the Exinda appliance's Command Line Interface (CLI) from the Web
Ul. This tool connects to the appliance via the web interface and does not require SSH access.

login: []

4.10.5 IPMI

Use the IPMI Tool to query the power status, power cycle/power off or reset a remote Exinda
appliance via IPMI. The remote appliance must have enabled IPMI access. Select the desired
action from the drop down selection, enter the IPMI authentication details for the remote
appliance and click on the Do Power Action button.
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Power Control Options

Command [ Get Status i

Remote IPMI Login Details

IPv4 Address | |

Username  |admin |

Password |,.,..,.,,..,.,,., |

Do Power Action |

IPv4 The IPMI IPv4 address of the remote appliance
Address

Username | The IPMI username for the remote appliance (default: admin)

Password | The IPMI password for the remote appliance (default: exinda)
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Object Definitions

Objects are used by the Exinda appliance to define various items of interest such as IP
addresses, Users/Groups, Applications, VLANs, Schedules, etc. These Objects are then often
used in the Monitoring reports or in the Optimizer policies. The following Objects can be
defined:

* Network Objects: Used to define IP addresses and subnets.

e User and Group Objects: Used to define users and groups.

® VLAN Objects: Used to define 802.1Q VLANS.

® Protocol Objects: Used to define network layer protocols.

e Application Objects: Used to define applications.

® Schedule Objects: Used to define times during days of the week.

® Adaptive Response Objects: Used to define and manage user data transfer quota.

5.1 Network Objects

Network objects are used to represent hosts, subnets and groups for monitoring and
optimization. Thus, a network object can either be a single addressable network host, ora
subnet of network hosts or a combination of both. Once defined, a network object may be
used throughout the Exinda appliance for monitoring, optimization, and configuration
purposes.

There are 2 types of Network Objects:

e Static: These are user-defined Network Objects. Users must manually specify subnets
and/or IP addresses to define the Network Object.

® Dynamic: These Network Objects are automatically created and maintained by the
Exinda appliance.
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5.1.1 Static Network Objects

The ALL, private net and local Network Objects are automatically created by the appliance.

Name IP Address
ALL
0.0.0.0
private net
10.0.0.0
172.16.0.0
192.168.0.0
local

172.16.0.0

Metmask Subnet Report  Location Edit Delete
external
0.0.0.0
[ | external
255.0.0.0
255.240.0.0
255.255.0.0

internal

255.255.254.0

ALL

This Network Object can be used to represent all traffic on
the network. When used in Optimizer Policies, it will
match all traffic. This Network Object is not editable and
cannot be deleted.

private net

This Network Object represents all possible non-routable,
private IP addresses.

local

This Network Object is created when an IP address is
assigned to one or more bridge interfaces. The object will
contain the IP address and subnet mask of each bridge
interface.

Additional Network Objects can be added by using the form at the top of the page.

Add New Network Object

Marne: |

Location

Subnet Report: ]

Subnets: | 1p Network Address f Mask Length

| /1]

| /]

|
|
| /1 |
|/ |

| Add Mew Metwork Ohject |

Name

Specify a name for the Network Object.
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Location The location field is used when determining if a particular
subnetis on the LAN side of the appliance (internal) or the
WAN side (external). Packets are matched to a Network
Object, and the closest subnet (see Example below)
within that Network Object determines the location.

There are 3 options for the location field. Inherit, Internal
and External.

Internal means all subnets/hosts defined by this Network
Object exist on the LAN side of the appliance.

External means all subnets/hosts defined by this Network
Object exist on the WAN side of the appliance.

Inherit means that a subnet/hosts location is determined

by closest match to other Network Objects. If no Network
Objects match then the location defaults to external.

Subnet Report If enabled, traffic matching this Network Object will be
included in Subnet Monitoring Reports.

Subnets This is the network IP address and mask length of the

subnet. IPv4 and IPv6 addresses are accepted.

Note: When creating or editing a network object, you will be presented with 4input lines. To
add more than 4 objects, you need to save and then re-edit to be presented with an extra 4
lines.

When the 'Ignore Internal-to-Internal' option is set on the System | Setup | Monitoring page,
all traffic between Network Objects marked as 'Internal’ will be ignored and pass-through the
Exinda appliance.

Example: Create a Network Object that defines my 2 internal proxy servers, 192.168.1.10 and
192.168.1.11:

Name: Web Proxies
Location: Internal
Subnet Report: Yes

Subnets: 192.168.1.10/32
Subnets: 192.168.1.11 /32
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Example: Create a Network Object that defines my Head Office location, that has a subnet
10.0.100.0/24, where this Exinda appliance is NOT deployed:

Name: Head Office
Location: External
Subnet Report: Yes

Subnets: 10.0.100.0 /24

Example: Create a Network Object that defines my internal IPv6 server at 2001:db8::1234:5678

Name: FileServer6
Location: Internal

Subnet Report: Yes
Subnets: 2001:db8::1234:5678 /128

Note: When creating Network Objects that have location set to "Inherit", use the CLI "show
network-object" command to show the location. When all subnets in the Network Object are
contained within another Network Object that is internal, the location will be internal. If all
subnets match a Network Object that is external, the location will be external. If some
subnets match a Network Object that is internal, and some match a Network Object that is
external, the location will be shown as mixed.

Example: We define three Network Objects as follows:

Name: HQ Subnets: 10.0.0.0/8 Location: External
Name: Office-A Subnets: 10.0.1.0/24  Location: Internal
Name: User-1 Subnets: 10.0.1.200/32 Location: Inherit

Subnets are matched by decreasing netmask length. The host 10.0.1.200 will be internal, as it
most closely matches the Office-A Network Object which is internal. Since the User-1
Network Object contains a single subnet that can be matched to Office-A, its location is shown
as internal.

(config) # show network-object User-1

Net wor k Obj ect: User-1

Locati on: internal (inherited)
Subnet Report: no

Subsystem static

Subnet s:

10. 0. 1. 200/ 32

© 2012 Exinda, Inc.



112 Exinda User Manual

5.1.2 Dynamic Network Objects

Dynamic Network Objects are Network Objects that are automatically updated and
maintained by the Exinda appliance. They can be used anywhere Static Network Objects are
used, however, they cannot be manually modified. This page allows you to view the contents
of a Dynamic Network Object by selecting it from the drop-down at the top of the page. It
displays the IP addresses, usernames (if applicable) and the date/time the specific address
was dynamically added.

Currently there are 2 types of Dynamic Network Objects.
1. Adaptive Response Dynamic Network Objects

When Adaptive Response rules are created, a corresponding Dynamic Network Object is
automatically created. This Dynamic Network Object is populated by the hosts that have
exceeded their Adaptive Response quota. For further information, see the Adaptive
Response page.

2. Active Directory Dynamic Network Objects

When Active Directory users or groups are defined, a corresponding Dynamic Network

Object is automatically created. This Dynamic Network Object is populated by the hosts
that make up that particular Active Directory user or group. For further information, see
the System | Network | Active Directory page and the Objects | Users and Groups page.

5.2  Users and Groups

Users and Groups Objects are used to define pre-populated Users and Groups such that they
can be used for Monitoring and Optimization.

Currently, there are 2 ways the Exinda appliance can learn about User and Group information:

1. Active Directory: The Exinda appliance can receive User and Group information using
the Exinda Active Directory Service, installed on Active Directory Servers.

2. Static Users and Groups: Static Users and Group information can be only entered using
the CLI "networkuser" command.

Once the appliance has learned about Users and Groups, you can use the Users and Groups
pages to define which Users and Groups to expose as Dynamic Network Objects, for use in
Monitoring and Optimization.

® To define Users as Dynamic Network Objects, see the Network Users page.

® To define Groups as Dynamic Network Objects, see the Network Groups page.

Note: For further information, consult the Active Directory How to Guide.
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5.2.1 Network Users

Network Users displays a pre-populated list of Users (and their associated IP addresses) from
either the Exinda Active Directory Service, or from static users entered using the CLI.

This page allows you to select which individual users you want to define as Dynamic Network
Objects. Once a user is defined as a Dynamic Network Object, it can be used in the Optimizer

policies.
[ User (Domain) IP Metwork Object
[~ Pbarnewall (MELE) 172.16.0.122 B
[~ Pforto (MELB) 172.16.109.23, 172.16.0.134 B
[~ Phillip (MELE) X |

| Add || Remove |

To define a user as a Dynamic Network Object, check the box next to their name, and click the
'‘Add' button.

5.2.2 Network Groups

Network Groups displays a pre-populated list of Groups from either the Exinda Active
Directory Service, or from static groups entered using the CLI.

This page allows you to select which groups you want to define as Dynamic Network Objects.
Once a group is defined as a Dynamic Network Object, it can be used in the Optimizer policies.

Group (Domain) Network Object Edit
Engineering {MELE) ]
Enterprise admins (MELE) B
Exinda users (MELE) %]

To define a group as a Dynamic Network Object, click the 'Edit' button next to the group name.

Name [MELE\Engineering |

Map to Network Object [

Ignore Domain [~

| Apply | | Cancel |

Make sure the 'Map to Network Object' option is selected. The group name can either be
prefixed with the domain or without the domain. To exclude the prefixed domain tick the
'Ignore Domain' box. When ready, click the 'Save' button.
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5.3

VLAN Objects

Virtual LAN (VLAN) Objects are used to logically separate hosts (or groups of hosts) on a
functional basis rather than on a physical basis. Once VLAN Objects are defined, they can be
used in Optimizer policies to filter traffic.

By default, the Exinda appliance has a single VLAN defined called "ALL", which matches all
traffic (regardless if that trafficis part of a VLAN or not).

Additional VLAN Objects can easily be added by using the form at the top of the page.

Add New VLAN

MName: |

Type: [802.10[+]

Details:  y AN ID (0-4094) VLAN Priority (0-7)

Name Specify a meaningful name for the VLAN Object.

Type Specify the type of VLAN to define. Currently only 802.1Q
VLANs are available.

VLAN ID Specify the range of VLAN IDs to define. To define all
VLAN IDs, leave this field blank or enter 0 - 4094. A single
VLAN ID can be defined by entering the same value in
both fields.

VLAN Priority Specify the VLAN Priority range to define. To define all
VLAN Priorities, leave this field blank orenter0- 7. A
single VLAN Priority can be defined by entering the same
value in both fields.

Example: If VolP traffic has a VLAN ID of 10, you'll need to create a VLAN object with this ID.
This object can then be used to prioritize VolP traffic using the Optimizer.

Name: VolP

Type: 802.1Q

VLAN ID: 10- 10

VLAN Priority: 0- 7 (or leave this field blank)
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54

5.5

Protocol Objects

Protocol Objects are used to define IPv4 protocol numbers that can then be used to define
Application Objects. By default, the appliance factory setting includes all major Internet
Protocol (IPv4) related protocols, including ICMP (Internet Control Message Protocol), TCP
(Transmission Control Protocol) and UDP (User Datagram Protocol). Additional IPv4 protocols
can be defined using the form at the top of the page.

Add New Protocol

Name: |

Number: [ ]

| Add New Protocal |

Name Give the protocol a meaningful name.

Number Specify the IPv4 protocol number.

Note: Protocol numbers are unique and can only be defined once.

All the defined Protocol Objects are available to view in the table on this page. Each Protocol
Object can be Edited or Deleted by clicking the appropriate button in the table. Some Protocol
Objects are protected and cannot be edited or deleted.

Example: SCTP (Stream Control Transport Protocol) is undefined by default and needs to be
defined in the Exinda appliance.

Name: SCTP
Number: 132

Application Objects

Application Objects are used to represent applications for monitoring and optimization. They
are used to define applications that run over the network and are made up of TCP/UDP port
numbers/ranges and layer 7 signatures. A Network Object can also be specified which can be
used to tie an Application to a specific IP address/subnet. Application Objects can also be
grouped together to form Application Groups.

There are 3 Application Object sub-sections:
¢ |ndividual Applications: This is where all applications are defined.

® Application Groups: This is where Individual Applications can be grouped together to
form Application Groups.
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5.5.1

® Anonymous Proxy Application: This is a special Application Object used to detect
anonymous proxy type applications.

Individual Applications

Applications are used to define applications that run over the network and are made up of
TCP/UDP port numbers/ranges and layer 7 signatures. For example the HTTP application will
match any traffic over TCP port 80 OR any traffic that matches the inbuilt 'http' layer 7
signature.

HTTP | Edit | | Delete |

Layer 7 Signature: http

A Network Object can also be specified which can be used to tie an Application to a specific IP
address/subnet. Network Objects can only be combined with TCP/UDP port numbers/ranges,
not with Layer 7 signatures, and are logically AND'd to create a match. An external Network
Object is matched as external and an internal Network Object is matched as internal. If a TCP/UDP
port number/range is specified,it is always matched against the host matching the network object.

Example: If the network object is 192.168.0.20 (external) and the port is 8080, then only
outboundpackets with 192.168.0.20:8080 as a destinationwill be matched and inbound
packets with 192.168.0.20:8080 as a sourcewill be matched.

There are 100s of predefined Applications built into the Exinda appliance. To add a new
Application, use the form at the top of the page:

Add New Application

Name: | |
MNetwork Object: |:EI
L7 Signature: | El
Ports/Protocols: | TCP Port/Range [+ | eg. 80,8080,3127-3128
Show a List of Common Port Numbers

| &dd New Application |

Name Give the Application Object a meaningful name.
Network Object Specify a Network Object if you want to match all traffic

to/from a particular server/subnet as an Application.
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Ports/Protocols Specify either TCP ports/port ranges, UDP ports/port
ranges or a layer 3 protocol. Multiple ports and port ranges
can be specified at the same time by comma separating
values.

L7 Signature Specify a Layer 7 signature that the application uses. See
below for custom properties that can be specified for
some L7 signatures.

Note: Ports, Port Ranges and L7 Signatures are OR'd together, that is, traffic only has to match
one of the conditions for it to be considered a match. Take the HTTP example above. Traffic
needs to be on TCP port 80 OR match the 'http' L7 signature for the appliance to classify it as
HTTP. If a Network Object is specified, itis AND'd with any specified ports or port ranges.

Note: Network Objects and Layer 7 Signatures are mutually exclusive - only one or the other
can be specified.

Note: TCP and UDP port pairs can only be defined once. So if you define an Application Object
with a port range TCP 500 -> 510, you cannot then define another Application Object on TCP
port 505. You can however, define UDP port 505 as TCP and UDP are treated separately. You
can also define duplicate ports/port ranges if a Network Object is also specified.

Some Layer 7 signatures have additional options that allow you to define Application Objects
based on specific parts of that L7 Signature. The following table explains the various options
available:

citrix applicatio | Allows you to define an Application Object based on a published Citrix
n application name.

priority # | Allows you to define an Application Object based on a published Citrix
priority. Citrix priorities are 0=High, 1=Medium, 2=Low, 3=Background.

user Allows you to define an Application Object based on the user running
the Citrix published application.

flash host Allows you to define an Application Object based on the 'host' field in
the HTTP header (where flash is running over http).

http content_t | Allows you to define an Application Object based on the 'content-type'
ype field in the HTTP header.

file Allows you to define an Application Object based on the filename
requested in the HTTP URL.

host Allows you to define an Application Object based on the 'host' field in
the HTTP header.

method Allows you to define an Application Object based on the HTTP method
(e.g. GET PUT HEAD DELETE).
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5.5.2

user_agen
t

Allows you to define an Application Object based on the 'user-agent’
field in the HTTP header.

ssl

common_
name

Allows you to define an Application Object based on the ‘common
name' field in the SSL certificate.

organizati
on_name

Allows you to define an Application Object based on the 'organization
name' field in the SSL certificate.

rtp

codec

Allows you to define an Application Object based on the 'codec' used
in a RTP stream.

windo
wsmed

host

Allows you to define an Application Object based on the 'host' field in
the HTTP header (where windowsmedia is running over http).

A Note: The Citrix priority detection will only work if Citrix is running without session-
reliability, over TCP port 1494.

Example: Create an Application Object that matches traffic to/from the Exinda website (HTTP
traffic to/from *exinda.com*).

Metwork Object:
L7 Signature

Ports/Protocols

Add New Application

MName: |Exinda Website |

[ [

t | hitp ---= [=] [host [ =] [exinda.com]|

: | TCP Port/Range [=] | | eg. 80,8080,3127-3128

| Add New Application |

Note: For more information, consult the Exinda Applications List.

Application sub-types

Sub-type classification takes reporting and Layer 7 visibility to a whole new level of
granularity. Just like reporting on specific web applications where most vendors can only
report on “port 80” traffic, Exinda allows a deeper look into Layer 7 applications.

By comparison:

® Layer 4 reporting tools will report on web applications as: “port 80” or “HTTP”

® layer 7 reporting tools will report on web applications as: “Yahoo” or “Skype”
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e Exinda’s Layer 7 with Sub-type classification will report on web applications as: “Yahoo
video”, “Yahoo voice”, or “Yahoo webchat”. Similarly it will break down other applications
into their piece parts.

The following two graphics show the simplified configuration screen used by the Exinda to
identify an applications’ sub-type and, following, what a report on a sub-type classification
may look like (notice Skype video and Skype voice broken out as separate reportable
entries).

Add New Application

Name: |yahoo Voice |

Network Object: | ;J
L7 Signatures: ["yahoo -—= P I |
___ file-transfer
Ports/Protocols: Protocol iE )] ki nasn
. video
Show a List of Common

webchat

Add New Application
Top & Inbound Apphcations

Siypa Voioe Flash

. SiyTa HTTP
Windows Updstes . HTTPS

B soce vices B re

5.5.3 Application Groups

Application Groups are used to group together Individual Application Objects into a logical
group. There are several predefined Application Groups, such as Mail, P2P, Voice, etc. Using
this page, you can edit existing Application Groups or create new ones.
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Add New Application Group

Mame: |
Applications: | EI
| [~
| [~]
| =
| Add New Application Group |
Name Specify a name for the Application Group.
Applications Select the Application Objects from the drop-downs that
you want to include in this Application Group.

Note: By default, there are 4 drop-downs available to add Application Objects. If you need to
add more, save the Application Group, then select the Edit button next to the newly created
Application Group. You will be presented with 4 additional drop-downs to add more
Application Objects.

Once defined, Application Objects are automatically used in various monitoring reports and
can also be used in the Optimizer policies.

Note: For more information, consult the Exinda Applications List.

5.5.4 Anonymous Proxy Application

The Anonymous Proxy Application is a special Application Object that is used to detect
Anonymous Proxy websites and services.

Service: Running | Restart || Stop || Disable |

Settings
URL http://www.exinda.com/ap/apdata.tar.gz
Last Check 2009/11,/28 17:25:11 (5= ago)
Last Update 2009/11/28 17:25:13 (3= ago)
Status Ok

The renumerate button refreshes the Anonymous Proxy list immediately

Renumerate
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5.6

If the Anonymous Proxy Service is enabled, the Exinda appliance will fetch a list of
Anonymous Proxy definitions from the www.exinda.com website on a daily basis. An
Application Object called 'Anonymous Proxy' will automatically be created. This Application
Object will show up in the monitoring reports like any other Application Object and can also
be used in the Optimizer policies.

Note: Anonymous Proxy classification will only occur if the Anonymous Proxy ASAM module is
enabled on the 'System | Setup | Monitoring' page.

The 'Renumerate’ button can be used to force the Anonymous Proxy Service to fetch the
Anonymous Proxy definitions immediately.

Note: For more information, consult the Anonymous Proxy How to Guide.

Note: Valid Software Subscription (SS) is required in order to fetch the Anonymous Proxy list
form the Exinda website. The Exinda appliance will also require access to www.exinda.com to

Schedules

The Exinda appliance allows you to automate your network optimization polices for different
times of the day and different days of the week.

For example, you may wish to lock down your network at night to improve security, whilst still
allowing automated backup services and email to function.

By default, there are 3 Schedule Objects defined.

Name From Day To Day From Time To Time Edit Delete

After Hours
Monday Friday 0:00 08:00
Monday Friday 18:00 24:00
Saturday Saturday 0:00 24:00
Sunday Sunday 0:00 24:00

ALWAYS
Sunday Saturday 0:00 24:00

Work Hours
Monday Friday 08:00 18:00

ALWAYS This Schedule Object defines an 'Always On' schedule.

This schedule is active 24 hours a day, 7 days a week. This
Schedule is not editable and cannot be deleted.
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After Hours This Schedule Object defines a typical after hours
schedule. Itis active all day on Saturday and Sunday and
from 6pm to 8am on Mondays to Fridays.

Work Hours This Schedule Object defines a typical working hours

schedule. Itis active from 8am to 6pm on Mondays to
Fridays.

Additional Schedule Objects can easily be added by using the form at the top of the page.

Mame:

Times:

From Day

| Add Mew Schedule

Add New Schedule

To Day From Time To Time
- - -
- - -
- - -
- - -

Name Give the Schedule Object a meaningful name.

Times Specify one or more times this Schedule Object is to be
active for.

From Day Specify a day of the week this Schedule Object should
begin.

To Day Specify a day of the week this Schedule Object should
end.

From Time Specify a time this Schedule Object should begin.

To Time Specify a time this Schedule Object should end.

Note: A single Schedule Object cannot specify different times that overlap. Time must be
unique within the same Schedule Object.

Note: The 'Start Time'and 'End Time' values must fall within the same day. In order to specify

a time from one day to the next, use two lines: one from 'Start Time' to 24:00 on the first day,
and the other from 00:00 to 'End Time' on the next day.

Note: By default, there are 4 drop-downs available to add schedule times. If you need to add

more, save the Schedule, then select the Edit button next to the newly created Schedule. You

will be presented with 4 additional drop-downs to add more schedule times.
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5.7 Adaptive Response

Adaptive Response Objects are used to define and manage user data transfer quotas. You can
use Adaptive Response Objects to create a limit on how much data users transfer per day,
week or month. Use the form at the top of the page to create a new Adaptive Response

Object.

Add New AR Limit

Mame:

Source Network Object:
Drestination Metwork Object:
Duration:

Direction:

Amount (MB):

Enable:

Add New Limit

]

Inbound ||

Name

The name of the Adaptive Response object

Source Network Object

Specify a source Network Object to use as a list of users
for whom to apply the quota. This can be a Static Network
Object (such as a subnet) or a Dynamic Network Object
(such as an Active Directory group).

Destination Network Object

Specify a name for the Dynamic Network Object that will
be created, which will hold the list of users that have
exceeded their quota.

Duration Specify the duration to use when accounting the quota.
Daily, weekly or monthly.

Direction Specify which direction should be used when accounting
the quota. Inbound, outbound or both.

Amount Specify the quota amount (in MB) for this rule.

Enable Specify if this rule should be enabled or not.

Any users from the 'Source Network Object' who have exceeded their quota within the
'Duration' period, will be placed into the 'Destination Network Object', which can then be
used in the Optimizer policies. To view a list of the users who have exceeded their quota, see
the Objects | Network | Dynamic page.

Note: For further information, consult the Adaptive Response How to Guide.
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5.8 Service Levels

The Service Levels section allows you to configure parameters and alerts for Application
Performance Score, Application Performance Metrics and Service Level Agreement Objects.

® Service Level Agreements

® Application Performance Score

® Application Performance Metrics

5.8.1 Service Level Agreements

Service Level Agreement (SLA) Objects can be configured on this page.

Note: To configure SLA Sites, navigate to 'Objects | Service Levels | Service Level Agreements'
on the Web Ul, advanced mode.

The table at the top of this page lists the currently defined SLA Objects, from here, you can
edit/delete them. To configure new SLA Objects, click on the 'Add New SLA Object...' link.

Add New SLA Site

MName: |

Drestination IF: |

Latency Threshold (ms): |

Fing Size: |

Duration:
(Duration for which the |EI - I{Disal:uIEjEl
threshald is exceeded)

Enable: [~

| Add New SLA Site |

| Cancel |

Name

Specify a meaningful name for the SLA Site.

Destination IP

Specify an IP Address to use as the host to ping.

Latency Threshold

Specify a Latency Threshold. An alert will be triggered
when the latency for the SLA Site exceeds the Latency

Threshold for longer then the Duration.

Ping Size

Specify the ping packet size to use. The default is 64 bytes.
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Duration Specify a Duration. An alert will be triggered when the
latency for the SLA Site exceeds the Latency Threshold for
longer then the Duration.

Enable Make this SLA Site active by clicking 'Enable’.

Note: Email alerts are sent when the specified threshold is exceeded for the set duration.
Valid SMTP and email settings are required for email alerts. To configure, navigate to 'System
| Network | Email' on the Web Ul, advanced mode.

5.8.2 Application Performance Score

Application Performance Score (APS) Objects can be configured on this page.

Note: To configure APS Objects, navigate to 'Objects | Service Levels | Application
Performance Score' on the Web Ul, advanced mode.

APS is a score between 0 and 10 that is given to each APS Object based on how close the traffic
that makes up the APS Object matches pre-defined thresholds. Each APS Object is made up of
a name, afilter, a set of thresholds and alert settings.

The table at the top of this page lists the currently defined APS Objects, from here, you can
edit/delete them. To configure new APS Obijects, click on the 'Add New APS Object...' button.

Add New APS Dbject

APS Name: | |

application: | W
MNetwork Object - Internal: [aLL v
Metwork Object - External: | ALl v|

Metwork Delay (ms): l:l
Server Delay (ms): I:l
Metwork Jitter (rns): I:I

Metwork Loss (%) l:l
Round Trip Tirme (ms): |:|
APS Threshold: D

Alert Trigger Delay:

Alert Enable: OJ

APS Name Specify a name for the APS Object.

Application Specify an Application to filter.

Network Object - Internal

Specify an Internal Network Object to filter.

Network Object - External

Specify an External Network Object to filter.
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Network Delay Specify a Network Delay (in ms) threshold to apply to this
APS Object (optional).

Server Delay Specify a Server Delay (in ms) threshold to apply to this
APS Object (optional).

Network Jitter Specify a Network Jitter (in ms) threshold to apply to this
APS Object (optional).

Network Loss Specify a Network Loss (in %) threshold to apply to this
APS Object (optional).

Round Trip Time Specify a Round Trip Time (in ms) threshold to apply to
this APS Object (optional).

APS Threshold Specify an APS threshold to apply to this APS Object
(optional).

Alert Trigger Delay Specify an Alert Trigger Delay to apply to this APS Object.

If the APS Object's score falls below the APS Threshold for
longer than this time an alert will be generated.

Alert Enabled Enable or Disable alerting on this APS Object.

Note: Email alerts and/or SNMP traps are sent when the APS falls below the threshold for the
trigger delay time. Valid SMTP and email settings are required for email alerts. To configure,
navigate to 'System | Network | Email' on the Web Ul, advanced mode.

Note: For more information, consult the APS How to Guide.

5.8.3 Application Performance Metrics

Application Performance Metrics (APM) Objects can be configured on this page.

Note: To configure APM Objects, navigate to 'Objects | Service Levels | Application
Performance Metrics' on the Web Ul, advanced mode.

APM objects allow a finer grained monitoring of application performance then APS.

The table at the top of this page lists the currently defined APM Objects, from here, you can
edit/delete objects. To configure new APM Objects, click on the 'Add New APM Object..."
button.
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Add New APM Object

APM Mame: | |
Metric: | v|
application: | v
Metwork Object - Internal: [private net |
Metwork Object - External: [aLL v

APM Threshald: D
Alert Trigger Delay:

Alert Enable: O

[ add New &PM Object | [ Cancel |

APM Name The APM object name

Metric The APM metric (see table below)

Application Specify the traffic that the APM object should monitor

Network Object - | Specify an internal Network Object to filter traffic
Internal

Network Object - | Specify an external Network Object to filter traffic
External

APM Threshold Specify the threshold that will trigger an alert.

Alert Trigger Specify the delay. An alertis only generated when the metric remains
Delay above the threshold for this length of time
Alert Enable Enable or disable an alert when the metric rises above a configured

threshold for a specified delay.

The following metrics are available:

network-delay | The time taken for data to traverse the network

server-delay The time taken for a server to respond to a request
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round-trip-
time

The time taken for a packet to travel from a device, cross a network and

transaction-
time

The total time for a transaction (network + server)

bytes-lost Bytes lost due to retransmissions

tcp- The number of TCP connections initiated

connections-

started

tcp- A TCP connection reset after being established (RST from client or server)
connections-

aborted

tcp- A TCP connection that expires in the SYN-SENT state. No response was
connections- received from the server.

ignored

tcp- A TCP connection that was reset before being established (RSTin SYN-SENT
connections-

refused

Note: for more information on Application Performance Metrics, refer to the Application

Performance Score How To Guide.
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6

6.1

Monitoring and Reporting

Report Time Ranges

Range: |Curr’ent Day (Today)

These are broken down into the following ranges:

® |ast 5 Minutes

® |ast 60 Minutes

® Current Hour
® last Hour

® last 24 Hours
® Today

® Yesterday

® Last 7 Days

® This Week

® Last Week

® Last 30 Days
® This Month

® Last Month

® Last 12 Months
® This Year

® |ast Year

Afterinstalling and configuring your Exinda appliance you can start monitoring your network.
You will have full visibility into the applications that users are accessing and the amount of
inbound and outbound throughput that they reach . It's recommended that you monitor your
network for an adequate period before customizing Optimizer policies.

The 'Range’ drop down at the top of most Monitoring Reports allows you to view common
date/time ranges.

[«] 12:00AM 16/Nov/2009 - 12:00AM 17/Nov/2009
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Custom Ranges

There is also a custom option that allows you choose your own date/time range. You can
create a custom date/time range by either selecting "Custom" from the range drop down, or
by clicking the date/time range.

Range: | Custom [=] [12:00am | [25/0ct/2010 |- [12:00aM | [26/0ct/2010 || Apply |

Note: The further back in history you select, the less resolution is available. Your selection
will be validated prior to displaying the report.

Data Granularity
Monitoring Reports can be defined by the time range option. The Exinda keeps:
® 2 years of data - this year, previous year & last 12 months
® 2 months of data - this month, previous month & last 30 days
® 2 weeks of data - this week, previous week & last 7 days
¢ 2 days of data - today, yesterday & last 24 hours
¢ 1 day of data - this hour, last hour & last 60 minutes, last 5 minutes

For the Applications, URLs, Users, Hosts, Conversations and Subnets Reports, the data is
stored at:

® Hourly granularity for up to 2 days (today, yesterday, this hour, previous hour)
e Daily granularity for up to 2 months (this week, last week, this month and last month)
® Monthly granularity for up to 2 years (this year, last year)
For the Interface, Network, Reduction, Optimizer, Service Levels, System the data is stored at:

® 10second granularity for 1 day (except Network)

5 minute granularity for 2 weeks

30 minute granularity for 2 months

60 minute granularity for 6 months

24 hour granularity for 2 years
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6.2 Interactive Reports
The time graphs allow you to zoom in to a custom time range. Drag your mouse over the top of
the graph and select the desired time range. To return to the initial time range click the
magnifier glass icon.
Interface Throughput (ALL)
S0Mbps — 1
Show all

45K bps - a

40Mbps —

35Nbps

I0Nbps —

25Wbps

Z0Wbps -

15WMbps <

10Mbps o AP AP A P e AR

o AT i et P T
5 bps —||4-63Mbps
0.489Mb
. =
| | 1
12:20FM 04:15PH 08:10PH 1 D4:00AM
12 Jan 09 12 Jan 09 12 Jan 09 1 13 Jan 09
Inbound -0.489Mbps Outbound :9.284Mbps
Note: Any tabular data displayed below these interactive graphs will automatically be
updated with the data for the selected time range.
Note: The interactive feature is only applicable to flash graphs. To change the graph display
option navigate to System |Setup | Monitoring on the Web Ul, advanced mode.
6.3  Printable Reports

All Monitoring Reports can be exported as a PDF document or can be printed directly from the
Web Ul. The following icons appear on the top, right-hand corner of the interface.

& =

Print: Clicking on the Printer icon will open a new browser window and format the current
report suitable for printing. It will then prompt you to select a printer.

PDF: Clicking on the PDF icon will instruct the Exinda appliance to render the current
report as a PDF document and prompt you to save or open the PDF file once complete.
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the Web UI.

Note: Printed report and PDF reports may appear slightly different to the reports displayed on

6.4 Real Time Monitoring

The Real Time Monitoring Report displays a breakdown of the traffic that passed through your
monitored links during the last 10 seconds. There are 6 Real Time Reports available:

¢ |nbound and Outbound Applications

Reduction

Host Health

Application Response

Internal and External Hosts/Users

Inbound and Outbound Conversations

Itis useful during times of network congestion to know exactly what is going through the link

just as it happens. Use these reports to see which internal and external hosts and/or

applications are currently using the link the most and at what speeds they are doing so.

6.4.1 Applications

The Real Time Applications Report shows a breakdown of the Applications monitored by the
Exinda appliance during the last 10 seconds. Applications are divided into Inbound and

Outbound directions. The menu at the top of the report allows you to adjust the report auto-
refresh rate (every 30 seconds by default).

Applications are sorted by throughput. You can also see the packet rate and number of flows
for each Application. The Distribution shows the percentage of throughput an Application

consumed relative to all the other Applications.

Application Name Transfer Rate

Total

HTTP
HTTES
SMTP

ICMP
Skype
Twitter
Unclassified
IKE
ExindaCom
IMAP-S5L

(kbps)
202.846
146.626
30.860
18.102
3.216
1.846
1.645
0.204
0.163
0.104
0.080

Inbound Applications

Packet Rate
(pps)

119

38

30

42

o o0 2 o = wwn

Flows

183
73
13
15
36
26

[T T R

Distribution

Outbound Applications

Application Name Transfer Rate

Total
HTTPS
SMTF

HTTP

ICMP
Skype
Twitter
Unclassified
IKE
ExindaCom
Print

Other

(kbps)
824.998
486.747
217.695
109.099
4.987
3.326
1.301
0.885
0.375
0.198
0.150
0.236

Packet Rate
(pps)

146

52

32

.
~

(= R R ]

Flows

185
18

73
36
26

Mo W o e

Distribution
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6.4.2 Hosts / Users
The Real Time Hosts/Users Report shows a breakdown of the Hosts/Users monitored by the
Exinda appliance during the last 10 seconds. Hosts/Users are divided into Internal and External
Hosts/Users. The menu at the top of the report allows you to adjust the report auto-refresh
rate (every 30 seconds by default) as well as an option to show/hide users in the report (hide
Users by default). The 'show users' options allows to view the available username mappings
as configured on the Network Users page. Users are shown below the Internal or External IP if
available.
Auto-Refresh Rate: | V¥ Show Users
Hosts/Users are sorted by throughput. You can also see the packet rate and number of flows
for each Host/User. The Distribution shows the percentage of throughput a Host/User
consumed relative to all the other Hosts/Users.
Inbound Hosts/Users
IP Address Transfer Rate Packet Rate Flows Distribution
(User) (kbps) (pps) (%)

Total 138.037 46 117

172.16.0.245 _:l

(Ksiakou) 105.324 10 5

172.16.0.134 l:l

(Pforto) 13.909 3 4

172.16.1.70 I:l

(Selfzervice) 5.633 18 3

172.16.1.240 3.771 & 34 [ 1

172.16.0.211 3.554 3 12 [ ]

172.16.0.244 I:l

(Cnika) 1.295 pl 15

172.16.0.127 I:l

(S=hannaon) 1.080 2 20

172.16.1.74 0.684 0 N

172.16.0.239 I:l

(bothe) 0.593 1 5

172.16.0.63 I:l

(Lenehan) 0433 0 1

Other 0.715 2 s [ ]

6.4.3 Conversations

The Real Time Conversations Report shows a breakdown of the Conversations monitored by
the Exinda appliance during the last 10 seconds. Conversations are divided into Inbound and
Outbound directions. The menu at the top of the report allows you to:

e Adjust the report auto-refresh rate of the report (every 30 seconds by default).

® Filter the report by an IPv4 or IPv6 address or subnet (no filter by default).
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¢ Show/hide Optimizer Policies in the report (hide Optimizer Policies by default).
e Show/hide Users in the report (hide Users by default).

® Group individual connections within a flow as a single line item or show each
connection as a separate line item (group connections by default).

Auto-Refresh Rate: | 1P/Subnet Filter: | [[Capply | 1 [] show Palicies [] Show Users Group

By default, the Real Time Conversations Report looks like the example below. Conversations
are sorted by throughput. You can also see the packet rate and number of flows for each
Conversation. Any extra information about a Conversation (a URL for example) will be shown
in square brackets next to the Application.

Inbound Conversations

External IP Internal IP Application Transfer Rate Packet Rate Flows
(kbps) (pps)

Total 351.001 121 108
66.102.11.104 172.16.0.239 HTTP[www.google.com.au] 143.126 16 3
66.102.11.132 172.16.0.239 Anonymous Proxy 89.327 14 12
204.14.234.41 172.16.1.85 HTTRS 38.867 3 9
78.141.177.73 172.16.0.239 Skype 19.107 19 1
38.97.76.70 172.16.1.70 HTTPS 10.875 35 1
207.5.72.97 172.16.0.154 IMAP 10.643 7 7
209.160.58.87 172.16.0.239 HTTP[img.tfd.com] 9.512 1 2
207.5.72.97 172.16.0.177 HTTPS 7.248 2 2
168.143.162.52 172.16.0.244 HTTPS 5.847 2 3
£66.102.11.101 172.16.0.239 HTTP[www.google-analytics.com] 1.654 1 1
Other 14.795 17 52

When Optimizer Policies are shown, the Real Time Conversations Report looks like the
example below. Conversations are grouped by the Optimizer Policy they fall into.
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Inbound Conversations

External IP Internal IP Application Transfer Rate
(kbps)
Total 120.677
WAN inbound: Interactive and Secure - Guarantee High 10%-100%
207.5.72.97 172.16.0.206 IMAP-55L 52.031
207.5.72.97 172.16.0.211 HTTPS 7.467
69.49.191.53 172.16.0.101 HTTPS 6.463
207.5.72.97 172.16.0.63 IMAP-55L 1.296
WARN inbound: Web - Guarantee Med 8%-100%
74.125.153.104 172.16.0.177 HTTP[www.google.com.au] 15.665
66.102.11.100 172.16.0.177 HTTP[clientsl.google.com.au] 3.682
74.125.153.103 172.16.0.101 HTTP[www.google.com.au] 3.043
67.228.80.250 172.16.0.101 HTTP[cct.clickable.net] 2.643

WARMN inbound: copy (cn) of Recreational_backup - Limit Low 2%-10%

38.97.76.70 172.16.1.70 HTTPS 10.122

121.141.99.13 172.16.0.115 udp ports 56553 -= 12816 0.375
Other

Other 7.891

Packet Rate
(pps)
65

[ I S ) B | |

30

12

Flows

B6

[l e

e R

58

When Users are shown, the Real Time Conversations Report looks like the example below.
The 'show users' options allows to view the available username mappings as configured on

the Network Users page. Users are shown below the Internal or External IP if available.

Inbound Conversations

External IP Internal IP Application Transfer Rate
(User) (User) (kbps)
Total 272.198
207.5.72.97 e IMAP-SSL 151.511
(stephen-ubuntu)
204.14.234,41 172-16.1.85 HTTPS 62.619
(Confluence)
172.16.0.239
78.141.177.73 (20 Skype 18.980
210.8.186.60 %c?hzifiﬁﬁ'nll?a HTTP[www.bom.gov.au] 10.931

Packet Rate
(pps)
109

25

21

Flows

107

1

When a conversation has been accelerated by the Exinda appliance, the Conversation will be
highlighted in yellow and the Application Acceleration technologies being applied to that

conversation will be displayed on the left-hand side as a series on icons. For example, the FTP
connection below is accelerated and is also been process by WAN Memory.

EJ 172.16.101.30 172.16.1.71 FTF

When a conversation has been processed by Edge Cache it will be highlighted in blue.

74,125,237 .41

172.16.0.96

HTTP[books.google.com]

The following legend describes the meaning of each icon.

0.366

© 2012 Exinda, Inc.



Monitoring and Reporting 137

Ll | WAN Memory: The connection is been processed by WAN Memory.

= | CIFS Acceleration: The connection is been processed by CIFS Acceleration.
4 | SSL Acceleration: The connection is been processed by SSL Acceleration.
= | NCP Acceleration: The connection is been processed by NCP Acceleration.

When an appliance is deployed in a High Availability (HA) or Clustering mode, the following
icons may also appear next to each conversation.

L] | Local: The connection is passing through this appliance in the cluster.

B |Remote: The connection is passing through another appliance in the cluster.

%& | Local/Remote: The connection is passing though both this and other appliances in the
cluster.

6.4.4 Reduction

The Real Time Reduction Report shows a breakdown of the Reduction Ratio by Application
achieved by the Exinda appliance during the last 5 minutes. The menu at the top of the report
allows you to adjust the report auto-refresh rate (every 30 seconds by default) as well as an
option to view the inbound, outbound or bi-directional traffic reduction ratio (bi-directional

by default).
Reduction Statistics {Last 5 Minutes)

Application LAN Data (MB) WAN Data {(MB) Reduction Ratio (%o}
1 URL 0.0008 0.0007 B 1] 1z.s0
2z EMC Replication 255,71 211,34 B ] 1735
5 HTTP 0.52 0.458 ] 41.4s
4  Oracle 0,0010 0,0009 E ] 1o.o0
5 LotusMotes 0.05 0.03 ] 40.00

Reduction Ratio is a ratio that compares After Exinda (AE) to Before Exinda (BE).

Reduction Ratio = (Data Transfer Size BE - Data Transfer Size AE) / Data Transfer Size BE.

6.4.5 Application Reponse

The Real Time Application Response Report shows the Round-trip Time, Network Delay,
Server Delay, Transaction Delay, Transaction Count and Flow Count for each application
monitored by the Exinda appliance during the last 10 seconds. The menu at the top of the
report allows you to adjust the report auto-refresh rate (every 30 seconds by default).

The Applications are sorted by Round-trip Time.
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Application Response

Application Name RTT Metwork Server Transaction Delay Transaction Count Flows
(ms) (ms) (ms) (ms)
SMTP 462.70 44.65 0.00 44.65 1 1

Note: These statistics are only available if the Performance Metrics ASAM Module is enabled
on the System | Setup | Monitoring page.

6.4.6 Host Health

The Real Time Host Health Report shows the Retransmitted Bytes, Aborted Connections,
Refused Connections, Ignored Connections and Flow Count for each Internal and External
Host monitored by the Exinda appliance during the last 10 seconds. The menu at the top of the
report allows you to adjust the report auto-refresh rate (every 30 seconds by default).

The Hosts are sorted by Retransmitted Bytes.

Health
Internal IP Retransmitted (bytes) Aborted Refused Ignored Flows
192.168.0.59 y 0 0 0 1
192.168.0.57 0 0 0 0 1
192.1638.0.1 y 0 0 0 1
192.168.0.35 0 0 0 0 1
192.168.0.209 y 0 0 0 1
192.168.60.59 y 0 0 0 1
192.168.10.208 y 0 0 0 1
172.16.0.222 y 0 0 0 1
Aborted Connections Connections that were unexpectedly aborted by either
the client or server sending a TCP reset.
Refused Connections Connections that were refused by the server (TCP SYN
sent, received ICMP refused or TCP reset in response).
Ignored Connections Connections that were ignored by the server (TCP SYN
sent, received nothingin response).

Note: These statistics are only available if the Performance Metrics ASAM Module is enabled
on the System | Setup | Monitoring page.

© 2012 Exinda, Inc.



Monitoring and Reporting 139

6.5 Interface Reports

The Interface Reports show information about the traffic seen on the wire for each WAN
interface on the Exinda appliance. The following Interface Reports are available on all models:

¢ |nterface Throughput Reports

® Interface Packets Per Second (PPS) Reports

6.5.1 Interface Throughput Report

The Interface Throughput Report provides you with statistics of the total data that has passed
through each WAN interface on each bridge. This report allows you to see the inbound and
outbound throughput for all traffic on the wire, over time.

The WAN interface of each bridge is monitored and can be selected using the 'WAN Interface
Selection' drop-down. There is also an option to report on the aggregate of all WAN ports by
selecting 'ALL' from this drop-down.

Note: To view the Interface Throughput Report, navigate to 'Monitor | Interfaces |
Throughput' on the Web Ul, advanced mode.
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WAN Interface Selection: ALL -

Interface Inbound Throughput (ALL)
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Interface Outbound Throughput (ALL)
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Qutbound (max} Qutbound (avg)

WAN Interface Throughput Summary (ALL)

Data Direction Total Data (MB) Throughput Avg (Mbps) Throughput Max (Mbps)
Inbound 1200094.45 113.39 286.88
Outbound 553478.38 52.30 136.31

The table at the bottom of the report shows the total amount of data transferred into and out
of the WAN interface(s), and also the maximum and average throughput values for the
selected time period. The values in the table are automatically updated when the interactive
flash graphs are manipulated.

Note: Given that this report shows all data on the wire, the report may also include traffic that
is not seen on the WAN, such as local LAN broadcasts, etc.
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6.5.2

6.6

Interface Packets Per Second (PPS) Report

The Interface PPS Report provides you with the packet rate that has passed through each
bridge on the Exinda appliance. This report allows you to see the outbound packet rate for all
traffic on the wire, over time.

Each bridge is monitored and can be selected using the 'Bridge Selection' drop-down. There is
also an option to report on the aggregate of all bridges by selecting 'ALL' from this drop-down.

Note: To view the Interface PPS Report, navigate to 'Monitor | Interfaces | Packets Per
Second' on the Web Ul, advanced mode.

Bridge Selection:

Bridge PPS (ALL)
14 000pps -

12,000pp= 4
10,000pps
8,000pps
6,000pps —

4 000pps

2,000pps - | ' |

12:00PM 05:00PM 12:004M 05:004M 12:00PM
06 Dec 08 06 Dec 05 07 Dec 09 07 Dec 05 07 Dec 09

i mex [/ [

Bridge PPS Summary (ALL)

Data Direction Packets Per Second (Avg) Packets Per Second (Max)
Dutbound 215 12,629

The table at the bottom of the report shows the maximum and average PPS values through
the bridge for the selected time period. The values in the table are automatically updated
when the interactive flash graphs are manipulated.

Note: Given that this report shows all data on the wire, the report may also include traffic that
is not seen on the WAN, such as local LAN broadcasts, etc.

Network Throughput Reports

The Network Reports display a time series of the top 10inbound and outbound Applications,
Hosts, Conversations, URLs or Users on the network. The Applications series bundles
applications not in the top 10in an "Other" category.
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6.7

Note: To view the Network Reports, navigate to 'Monitor | Network' on the Web Ul, advanced

mode.

Select the graph you wish to view from the 'Select graph to display' drop-down.

Itis also possible to "zoom in" to a particular time period using the interactive flash-based
graphs and disable certain plots by de-selecting their checkbox in the legend.

Throughput for Top 10 Inbound Applications

SMbps —
8Mbps -
THbps -
SMbps <
SWbps -
4Mbps -
3Wbps -
2Mbps —

1WMbps -

12:00AM 05:00AM
20 Oct 10 20 Oct 10

FT

SMTE
CpenVPN

Shoutcast

top ports 57950 & 1226

W other

Optimization Reports

12:00PM 06:00PM 12:004M
200ct10

|/ [

20 0ct 10 21 0ct10

YouTube

¥ Ei=n
¥ wrtes

Windows Updates

The Optimizer page shows how each Circuit, Virtual Circuit and Policy performs over time. You
can see how well your policies are performing, how much bandwidth each policy is served,
how much data is blocked and what the prioritization statistic are.

There are 3 Optimizer Reports available:

e QOptimizer Shaping (QoS): Shows Optimizer Circuit, Virtual Circuit and Policy throughput

over time.

® QOptimizer Discard: Shows Optimizer discard (block) statistics over time.
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6.7.1

® Optimizer Prioritization: Show Optimizer Policy prioritization statistics over time.

Optimizer Shaping (QoS) Report

The Optimizer Shaping Report shows how each Circuit, Virtual Circuit, Dynamic Virtual Circuit
and Policy performs over time. You can see how well your Policies are performing and exactly
how much bandwidth each Policy is served.

Note: To view the Optimizer Shaping (QoS) Report, navigate to 'Monitor | Optimization |
Shaping' on the Web Ul, advanced mode.

The menu at the top of the report allows you to filter the report by Circuit, Virtual Circuit or
Policy.

Circuit: [Default[«] Virtual Circuit: [WAN inbound [«]| Pelicy: [ALL [=]

When viewing Circuits, the report shows all Virtual Circuits within the selected Circuit, in both
the graph and the table.

Top 12 Inbound QoS Shaping Throughput for Default

2,000kbps —
1,800kbps
1,500kbps
1,400kbps
1,200kbps
1,000kbps
200kbps <
500kbps
400kbps -
200kbps —

! ! ! 1
12:004M 06:00AM 12:00PM 05:00PK 12:004K
250ct 10 25 0ct 10 25 0ct 10 25 0ct 10 26 0ct 10

Optimizer Inbound QoS Summary (Default)

VC Name Maximum BW Awvg Rate f Max Rate Current Rate (kbps) / Utilization (%o)
(kbps)

v | Internet inbound 10000kbps 237.00 / 1,861.00 I 434.00 / 4.84

If the Virtual Circuit selected is a Dynamic Virtual Circuit, then the following graph will appear
above the QoS Shaping graph.
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Inbound Usage for Dynamic VC - Internet inbound
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The 'Active Hosts' line shows the number of Active Hosts for this Dynamic Virtual Circuit. The
'Maximum Exceeded' line shows the number of Hosts that have exceeded the Hosts limit for
this Dynamic Virtual Circuit.

If a Virtual Circuit is selected, the report shows all Policies within the selected Virtual Circuit
in both the graph and the table.
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6.7.2

Top 12 Inbound QoS Shaping Throughput for VC - Internet inbound

2,000Kbps —
1,800kbps -
1,600kbps
1,400kbps
1,200kbps
1,000kbps -
200kbps
500kbps
400kbps
200kbps —
| 1
12:00AM 06:00AM 12:00PM 05:00FN 12:00AM
25 Oct 10 25 Oct 10 25 0ct 10 25 Oct 10 26 Oct 10
Optimizer Inbound QoS Summary (Internet inbound)
Policy Name Awvg Rate / Max Rate Current Rate (kbps) / Utilization (2o)
[+] Show Details (kbps)
¥| | 10 - P2P - Choke 1%-3% 0.00 / 0.00 1 0.00 / 0.00
20 - Recreational - Limit Low 2%-10% 40.00 / 915.00 — 1 0.00 / 0.00
30 - Software Updates - Limit Med 3%-50% 7.00/ 1,258.00 1 0.00/ 0.00
¥| 40 - Voice - Guarantee Critical 15%-100% 0.00 / 22.00 — 0.00 / 0.00
¥ 50 - Thin Client - Guarantee High 10%-100% 0.00/ 1.00 1 0.00 / 0.00
60 - Files - Guarantee Med 8%-100% 0.00 / 0.00 ] 0.00 / 0.00
70 - Web - Guarantee High 10%-100% 118.00 / 1,547.00 1 57.00 / 0.57
80 - Mail - Guarantee Med 8%-100% 44.00 / 472.00 1 93.00 / 0.93
200 - ALL - Guarantee Low 5%-100% 23.00 / 223.00 —— 1 23.00/ 0.23

The table underneath the graph shows some additional information for the selected time
period. The 'Average Rate' is the average policy throughput for the time specified in the time
range. The 'Current Rate'is the Policy throughput averaged over the last 10 seconds.

Optimizer Discard Report

The Optimizer Discard Report shows how many packets were discarded as a result of
Optimizer Discard Policies.

Note: To view the Optimizer Discard Report, navigate to 'Monitor | Optimization | Discard' on
the Web Ul, advanced mode.

Using the menu at the top of the Report, you can filter the Report by Virtual Circuit or Policy.
Only Virtual Circuits and Polices that contain discard actions are displayed.

Virtual Circuit: [vci|~| Policy:

The graph shows the number of packets discarded over time. The table below show the total
number of discarded packets over the selected time period.
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Outbound Qo8 Packets Discarded for VC - vei
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Policy Name  Total Packets Discarded
5 - Discard =]
Itis also possible to "zoom in" to a particular time period using the interactive flash-based
graphs and disable certain plots by de-selecting their checkbox in the legend.
6.7.3 Optimizer Prioritization Report

The Optimizer Prioritization Report tells you how often critical applications were prioritized
(also referred to re-ordering or re-queuing).

Note: To view the Optimizer Prioritization Report, navigate to 'Monitor | Optimization |
Prioritization Ratio' on the Web Ul, advanced mode.

A high percentage means that the system is prioritizing more often to ensure performance of
your applications. A high percentage also means that by turning off optimization there is a
higher probability that your critical applications will suffer.

Prioritization Ratio = 100 x Number of Packets Re-ordered / Number of Total Packets
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6.8

System Prioritization Ratio
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Example: A ratio of 40% means 40% of the packets on your network were re-ordered. That
means that non critical data was queued so that business critical data could jump the queue
and be delivered in the order that the business requires.

Reduction Report

The Reduction Report shows the WAN Memory reduction throughput and percentage, the
reduction statistics and peers (remote sites) and Applications with reduced traffic. You can
choose to view a particular time period using the time range selection bar at the top of the

page.

Note: To view the Reduction Report, navigate to 'Monitor | Reduction' on the Web Ul,
advanced mode.

There are 2 options when it comes to configuring the Reduction Report.

® Direction: Choose which direction you wish to view reduction statistics. Choices are Bi-
directional, Inbound or Outbound.

e Reduction Type: Choose how you want reduction statistics to be displayed. Choices are
Percentage and Throughput.

The drop-down menus at the top of this report allow you to configure these options.

Direction: |Ei-directional [+ | Reduction Type: |Reduction Ratio (%) [« |

When reduction statistics are displayed as a percentage, the following graph will be visible:
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Total Reduction Ratio
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Reduction Ratio

When reduction statistics are displayed as throughput, the following graph will be visible:

Total Reduction Throughput
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You can choose to view a particular time period using the time range selection bar at the top
of the page. Itis also possible to "zoom in" to a particular time period using the interactive
flash-based graphs and disable certain plots by de-selecting their checkbox in the legend.

The table below the graphs show reduction statistics broken down by peer (remote Exinda
appliance) as well as by Application.
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Reduction Ratio is a ratio that compares After Exinda (AE) to Before Exinda (BE).

Reduction Statistics by Peer
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2727
69,79
39.09
£6.59
29.18
.00

F0.72
31.70
19.09
g7.67
.00

Peer LAM Data {(MB) WAM Data (MB} Reduction Ratio {%)
will 374,01 286 .4 B ] ezt
war 2,762 56 872.18 B | cc4z
bhl 230,23 171.05 25,70
whri 374,16 222,65 40,49
man 76,521.56 5d,60%9,32 28,91
tops 247,85 137.24 44,63
bed 186.72 136,68 26,80
bos 44,7 32,6 27.07
hal 420.65 189,31 55.00
rh 3,764 34 1,8858.74 49,83
wor 106 46 59,45 15,95
wilt 906 .41 478.35 47.23
wes 2,591.56 843,86 67 .44
Total §8,831.21 59,957.9 32.50
Reduction Statistics by Application

Application LAM Data {(MB) WAM Data (MB} Reduction Ratio {%)
Discovered Ports n.11 0.08 -:|
URL 93,685 28.3 ]
URL 1 1.1 0.67 B ]
http file 24.07 17.67 B ]
EMC Replication 75,027.27 53,135.1 B ]
ZCM 0.01 0.01 ]
HTTP 6,777.73 1,984 65 I ]
CIFS 4,978.02 3,399,093 B ]
LotusMotes 1,661.582 1,360.5 B ]
MS-SGL 247.01 30.46 D
Ciracle 0.0z 0.0z [ ]
MFS 0.09 0.05 ]

Reduction Ratio

(Data Transfer

6.9 Edge Cache Report

Size BE - Data Transfer

The Edge Cache report shows the amount of data reduced.

Two reduction graphs are available - 1. Edge Cache throughput (LAN and WAN) and 2. Ratio of

WAN to LAN throughput in percent.

44 44

Size AE) / Data Transfer

Si ze BE.
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The graph below shows the number of requests per second and the number of "hits" per
second. A hit occurs when a request is made for an object stored in the Edge Cache memory.
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Edge Cache Statistics
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The table below shows a summary of Edge Cache reduction for the selected time period.

LAMN {MB) WAM (MB) Reduction Ratio (%) Requests Hits Hit Ratio (%)

213561 1930.90 B ] e71 204030 1zoozo [N | sa.as

6.10 Service Level Reports

The Exinda appliance provides various ways of measuring Application Performance and
Network Service Levels:

® APS: Application Performance Score passively measures application response times and
scores application performance against preset criteria.

® SLA: Service Level monitoring actively measures network response times.
e TCP Efficiency: Passively measures TCP retransmissions and calculates TCP Efficiency.

® TCP Health: Passively measures TCP connection states and calculates TCP Health.
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6.10.1 Application Performance Score (APS) Reports

Application Performance Score (APS) provides a single data point for the overall health and
performance of an application. This report show the score for each APS Object over time.

Note: To configure APS Objects, navigate to 'Objects | Service Levels | Application
Performance Score' on the Web Ul, advanced mode.

APS Scores
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The table below lists each APS Object and also shows the individual metrics used to calculate
the score. Each item in the table can be drilled down to view APS details and a graph for that
item.

APS Scores
Mame Score Transaction Delays {ms) Jitter {ms) Loss (%) RTT {ms)
Network Server Inbound Outbound
9.72 95.59 57.89 32.90 0.10 0.40 10062
4.10 263,37 26,66 15.09 .30 0,70 235,84
10.00 19.95 0,32 0.0z 2.10 0,00 273,50

The highlighting of the cells indicates how close the results were to the predefined
thresholds of the APS Object.

White (No Threshold)

No threshold defined for this metric.

Green (Good)

This results for this metric were below the predefined
threshold.

Yellow (Tolerable)

This results for this metric were between 1 and 4 times
the predefined threshold.

Red (Frustrated)

This results for this metric were greater than 4 times the
predefined threshold.
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Note: For more information, consult the APS How to Guide.

6.10.2 Network Response (SLA) Reports

SLA monitoring is a valuable tool for ensuring the performance of your IP provider against
predefined criteria.

The SLA monitoring works by sending 1 ICMP ping every 10 seconds (each of 64-bits length by
default) to the remote site to collect statistics.

To add an SLA Site, click the 'Add/Edit SLA Site..." link.

SLA Statistics for DNS

Site Name 1IP Address Awvailability Min Latency (ms) Awg Latency (ms) Max Latency (ms)
DMNS 203.2.192.124 100.00 % 44.34 57.65 113.15

® Availability is the percentage of time a resource is reachable by the Exinda appliance.

® Latency is the delay in getting an ICMP echo reply for an ICMP echo request generated
from the Exinda appliance. It represents the network delay from the local Exinda
appliance to a remote host and back again.
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6.10.3 TCP Efficiency Report

| 1
10:004M 04:00PM
17 Now 09 17 Now 09

The TCP Efficiency Report shows the total efficiency of all TCP connections over time.

The Report can be viewed by Applications, Internal Hosts or External Hosts and the view can
be changed by selecting the desired category from the drop-down at the top of the page.
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TCP Efficiency - Overall
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TCP Efficiency is calculated using the formula below:
TCP Efficiency = (Total Bytes - Bytes Retransmtted) / Total Bytes

The table below shows both retransmitted bytes and efficiency per Application or Host. Each
item in the table below can be drilled down to view TCP Efficiency details and a graph for that
item.

Top 50 Least Efficient Applications

Bytes Inbound (MB) Bytes Outbound (MB) Efficiency (%0)

Retransmitted Total Retransmitted Total

0.007 10.254 2.627 98.108 97.57
0.000 0.001 0.000 0.002 93.51
0.000 0.075 0.025 1.656 98.52
0.000 0.337 0.100 7.769 98.76
1.315 107.018 0.024 14.4594 98.90
0.231 22,299 0.000 0.385 93.938
1.745 388.939 7.281 540.749 99.03
0.015 2.740 0.007 0.687 99.5338
0.031 5.423 0.006 0.990 99.50
0.000 0.0338 0.000 0.033 99.56
0.002 0.582 0.001 0.361 99.73
0.000 0.074 0.001 0.161 99.73
0.001 0.533 0.000 0.031 99.75
0.006 3.245 0.000 0.433 99.84
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6.10.4 TCP Health Report

The TCP Health Report shows the number of Aborted, Ignored and Refused TCP connections
over time.

The Report can be viewed by Applications, Internal Hosts or External Hosts and the view can
be changed by selecting the desired category from the drop-down at the top of the page.

TCP Health - Overall
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Connecdtions

Aborted Aborted connections are TCP connections that were
established, but were closed by a RESET issues by either
the client or server rather than a clean close. High
numbers of aborted connections can point to network or
server problems.
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Ignored

Ignored connections are TCP connections where a SYN
packet was observed, but no SYN-ACK response was
received. This usually means the serveris not responding,
does not exist, is not accessible oris ignoring the
connection request. It can also indicate a TCP port scan is
occurring.

Refused

Refused connections are TCP connections where a SYN
packet was observed and a RESET or ICMP connection
refused message was seen in response. This usually
means the serveris up but the application is unavailable
or not working correctly. It can also indicate a TCP port
scan is occurring.

The table below shows the total, aborted, ignored and refused connection counts per
Application or Host. Each item in the table below can be drilled down to view TCP Health

details and a graph for that item.

6.11 System Reports

Top 50 Applications

Connections Aborted Ignored Refused
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The System Reports show various statistics about system performance and health. There are 6

System Reports available:

® Connections Report: Shows the number of concurrent and new connections.

® Accelerated Connections Report: Shows the number of concurrent and new accelerated

connections.
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® CPU Usage Report: Shows the CPU usage over time.

® CPUTemperature Report: Shows the CPU temperature over time.

® RAM Usage Report: Shows the RAM usage over time.

® Swap Usage Report: Shows the Swap usage over time.

6.11.1 Connections Report

establishment rate through the Exinda appliance over time.

Concurrent Connections

This report shows the number of concurrent connections as well as the connection
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Systems that report unusually high spikes in the number of connections or the connection
rate may be experiencing some form of DoS attack or network problem.
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6.11.2 Accelerated Connections Report

159

This report shows the number of concurrent accelerated connections as well as the
accelerated connection establishment rate through the Exinda appliance over time.

Accelerated Connections
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The second graph shows the number of connections through each of the specific application
acceleration modules, such as CIFS Acceleration, SSL Acceleration and NCP Acceleration.

6.11.3 CPU Usage Report

This reports shows the Exinda appliance's CPU usage over time.
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Systems running at high CPU usage for long periods of time may be overloaded or may be
experiencing a problem. Contact Exinda TAC if the CPU usage constantly reports close to 100%.

6.11.4 CPU Temperature Report

This report show the CPU temperature over time in degrees Celsius.

CPU Temperature

50°C —

1 1 1 |
02:05PM 02:20 02:35PM 02:50PM 03:05PM
17 Nov 09 17 No 17 Nov 09 17 Nov 09 17 Nov 09
CPU Temperature :49.0 °C
Systems running at very high temperatures may be experiencing a problem and system

performance may be affected. Contact Exinda TAC if the CPU temperature constantly reports
hot.
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6.11.5 RAM Usage Report

This report shows how much system RAM the Exinda appliance is consuming over time.

RAM Usage
2,500MB S
2,000MB 2,007 .434MB
1,500MB
1,180.024MB
1,000KMB
S00MB <
| | 1
0Z.00PK 0Z2:15PM 02 45PM 03:00PHM
17 Nowv 09 17 Nowv 09 17 Nowv 09 17 Nov 09

Used :1,180.024MB Total :2,007.434MB

Systems that are running low on RAM may experience performance problems. Contact Exinda
TAC if RAM usage increases close to the maximum.

6.11.6 Swap Usage Report

This report shows the swap or page file usage of the Exinda appliance over time.

Swap Usage

2,500MB

2,000MB 2,055.18MB
1,500MB <
1,000MB -

500MB

T T 1
02:00PK 02:15PK 02:45PM 03:00FPK
17 Mow 059 17 Mow 05 17 Nov 05 17 Nov 0%

Used :17.77TMB 2,055.18MB

Excessive amounts of swapping may impact system performance so this report provides a way
to determine how much swapping the Exinda appliance is doing.
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6.12 Applications Report

The Application Reports displays a breakdown of the traffic that has passed through the
monitored links by Application Object or Application Group. There are also special Application
Reports for URLs and VolP. Use the Application Reports to determine what applications are
using the link the most and at what speeds.
There are 4 Application Reports:

® Application Groups Report: Shows the top Application Groups.

¢ |ndividual Applications Report: Shows the top Application Objects.

® URLs Report: Shows the top URLs.

® \/oIP Report: Shows VolP flows and MOS information.

6.12.1 Application Groups Report

The Top 10 Application Groups are shown in a pie chart. You can hover over the pie slices to
view the amount of data transferred as well as view the percentage of the pie.

Top 10 Inbound Application Groups

Web B streaming B il
Reoresticnal Social Metworking . File Services
B software Updates [l vPN B voic=
. Interactive
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Each table shows the top Application Groups together with the number of packets, number of
flows data transferred and throughput statistics. Click on the 'Show Details' link to expose RTT,
Transaction Delay and Efficiency statistics for each Application Group.

Click on the Application Group name to drill-down into the Individual Applications Report,
filtered by that particular Application Group.

Name

Top 50 Inbound Application Groups

Packets Data (MB)

9442485
3331989
3951839
2227319
1266370
13538624
431603

7368575

1069909
859128

6307.044
4439,993
3930.893
2971.643
1690.538
1096.368
604.262
596.622
140.829
81.518

Throughput (kbps)

Average
14.25
152.12
54.41
107.79
126.17
494,35
788.23
31.05
11.51
4,22

Max
3801.78
930.83
3384.16
1377.49
1377.49
FO70.57
4346.87
1326.80
409.92
445,42

Flows

15165
1368
578
2501
1296
32

181
30

g5

119

Note: To customize the Individual Application Objects that make up an Application Group, see
the Objects | Applications | Application Groups page.
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6.12.2 Individual Applications Report

The Top 10 Application Objects are shown in a pie chart. You can hover over the pie slices to
view the amount of data transferred as well as view the percentage of the pie.

Top 10 Inbound Applications

B stcutcest ] smre YouTube

B mersse [ Fresn 0 Fre

B cpenven

HTTP

HTTPS

B vrec

Top 10 Applications Represent 90% of 19827.95 MB

Each table shows the top Application Objects together with the number of packets, number of
flows, data transferred and throughput statistics. Click on the 'Show Details' link to expose
RTT, Transaction Delay and Efficiency statistics for each Application.

Click on the Application Object name to drill-down into the Hosts Report, filtered by that
particular Application Object. You have the option to view Internal or External hosts in the
drill-down.
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Top 50 Inbound Applications

Packets Data (MB)

6817611
1873255
1927337
1088274
2619277
1769795
914997
728912
542279
372946

5334.422
2523.348
2297.050
1512.809
1472.302
1459.845
1199.138
1034.463
716.296

471.839

Throughput (kbps)

Average
18.45
258.10
297.60
367.74
7.89
26.97
76.21
5432.26
203.89
96.49

Max
8301.78
307.57
2584.53
1377.49
1407.26
534.73
823.16
7970.57
930.83
148.52

Flows

12960

291
300
2197
186
1354
12
14
19

165

Note: If a previously defined Application Object has been deleted, it will appear in these
reports as 'Deleted Application'.

The Applications Report may also contain links to 'Discovered Ports'. These are links to
inbound and outbound applications which have not been classified. By clicking 'Discovered
Ports', a new report is loaded showing details about the unclassified applications. Source and
destination ports for each application are shown in the inbound and outbound tables. Each
discovered port can be broken down to the internal/external host by clicking on the link. This
helps to drill down and understand what the application really is and what it should be

classified as.
Top 10 Inbound Discovered Ports
Application Packets Data (MB) Throughput Avg (kbps) Throughput Max (kbps)
1 tcp ports 49471 & 6323 366 0.028 0.21 0.30
2 tcp ports 17594 & 41686 257 0.018 0.20 0.30
3 tcp ports 4443 & 6030 186 0.015 0.92 1.74
4 152 0.012 0.20 0.30
5 129 0.010 0.22 0.33
6 158 0.009 0.16 0.32
7 161 0.009 0.13 0.21
8 107 0.009 0.21 0.28
] 59 0.005 0.24 0.33
10 18 0.002 0.21 0.37

Note: When deciding how to classify a discovered port, look for a common destination port. If
more than two entries appear with the same destination port, the chances are that by adding
that port to an Application Object, the application will be classified correctly.
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6.12.3 URLs Report

URLs are requested when users visit HTTP sites. They are stored in the form of a domain/host
name on the Exinda appliance.

The Top 10 URLs are shown in a pie chart for inbound and outbound traffic. You can hover over
the pie slices to view the amount of data transferred as well as view the percentage of the

pie.

Top 10 Inbound URLs

| updates.exinda.com . mimor. interncde. on.net

. images.theage.com.au af.avg.com
aa-download.avg.com . urlbladklist.com

. archive.canonical. com . www.theage.com.au

. security. ubuntu. com . dlesun.com.edgesuite.ne...

Top 10 URLs Represent 52% of 5327.84 MB

Each table shows the top URLs together with the amount of data transferred, number of
packets, number of flows and throughput statistics. Click on the 'Show Details' link to expose
RTT, Transaction Delay and Efficiency statistics for each URL.

Click on a specific URL to drill-down into the Hosts Report, filtered by that particular URL. You
have the option to view Internal or External hosts in the drill-down.
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Top 50 Inbound URLs

Name Packets Data (MB) Throughput (kbps) Flows
[+] Show Details Average Max
updates.exinda.com 815189 1124.8369 4981.04 8175.02 7
mirror.internode.on.net 317642 449,951 2595.95 7900.50 72
images.theage.com.au 448747 273.4594 83.35 745.06 309
af.avg.com 158276 222.593 2762.92 8295.91 40
aa-download.avg.com 118371 147.128 1883.24 1617.50 2
urlblacklist.com 98493 136.172 672.00 782.32 7
archive.canonical.com 92519 131.373 417.13 2834.83 24
www.theage.com.au 91250 115.655 55.37 101.83 315
security.ubuntu.com 24822 77.100 163.43 2422.13 50
dlc.sun.com.edgesuite.net 50849 71.411 8§23.94 713.44 1

6.12.4 VolP Report

The VolP Report shows call quality over time. The VolP Report automatically includes any RTP-
based VolP call, including SIP, H.323 and Cisco Skinny.

The graph shows 3 series, the number of "Good", "Tolerable" and "Bad" calls over time. The

table below lists the worst quality inbound and outbound VolP calls over the selected time
period.

Inbound VolP Call QGuality

12 4

10

| )
| il |
! ‘ ‘ u Jl J i

o uII|_|I|II|IIJ | j |J| |_| |'_| ]
y l| I
2 ” ‘ |
|
1 / 1| i HLJ |. 1 IJ I |
12:004M 06:00PM 12.uuPr.1 06: 004K 1Z: 004K
09 Nov 10 10 Nowv 10 12 Nov 10 14 Nowv 10 16 Now 10
Good Calls Tolerable Calls Bad Calls

Worst 30 Inbound VoIP Conversations
Internal Host External Host Delay (ms) Jitter (ms) Loss (%) MOS rFactor

253.7.254.1 253.11.254.1 y 0.00 0.00 4.28  87.90
173.253.253.1 173.5.254.1 o 0.00 0.00 4.23  87.90
Green (Good) Number of calls with a MoS greater than 4.
Yellow (Tolerable) Number of calls with a MoS between 2 and 4.
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Red (Bad) Number of calls with a MoS less than 2.

Users Report

Users are automatically monitored when the Exinda Active Directory Service is installed on a
Domain Controller or AD Server.

The Top 10 Users are shown in a pie chart for inbound and outbound traffic. You can hover
over the pie slices to view the amount of data transferred as well as view the percentage of
the pie.

You can choose to view either Internal or External Users in this Report by using the drop-down
at the top of the page. You can choose to view a particular time period using the time range
selection bar at the top of the page.

Top 10 Internal Users Receiving Inbound Traffic

B e B vELEKdeiks

MELBE'\Ffortz

MELB\Csiakos rhyme B MELBWsavant

B oot B wetewmat [ selshpc

B MELBvish

Each table shows the top Users together with the amount of data transferred, number of
packets, number of flows and throughput statistics. Click on the 'Show Details' link to expose
RTT, Transaction Delay and Efficiency statistics for each User.

Click on the 'User Name' to drill-down into the Applications Report, filtered by that particular
User. You have the option to view Applications, URLs, Hosts and Conversations in the drill-
down.
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Top 50 Internal Users Receiving Inbound Traffic

Name Packets Data (MB) Throughput (kbps) Flows
Average Max

256599 328.319 264.20 4034.359 224
224420 142.290 28.87 1656.61 1194
76378 101.077 79.85 887.10 433
90826 89.588 21.56 3961.84 564
55507 75.806 167.84 946.30 g4
110339 71.434 7.47 612.92 1124
60506 54.297 12.48 £595.97 689
33342 27.351 9.67 1854.87 455
345944 26.560 11.65 855.17 498
41831 14.614 1.58 172.73 2243

Note: For further information, see the System | Network | Active Directory page and the
Objects | Users and Groups page.

6.14 Hosts Report

Hosts are IP address endpoint's in IP transactions and are usually client PCs or servers.

The Top 10 Hosts are shown in a pie chart for inbound and outbound traffic. You can hover
over the pie slices to view the amount of data transferred as well as view the percentage of
the pie.

You can choose to view either Internal or External Hosts in this Report by using the drop-down
at the top of the page. You can choose to view a particular time period using the time range
selection bar at the top of the page.
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Top 10 Internal Hosts Receiving Inbound Traffic

FAUL-FC

. Themis

C5-MACBOOK-PRC . STEFPHEN-UBUMTU

B revruE
B -

B i7z180se

172.14.1.10

B 172180184
B 172180127

Top 10 Hosts Represent 84% of 1403.24 MB

Each table shows the top Hosts together with the amount of data transferred, number of
packets, number of flows and throughput statistics. Click on the 'Show Details' link to expose
RTT, Transaction Delay and Efficiency statistics for each Host.

Click on the 'Host Name' to drill-down into the Applications Report, filtered by that particular
Host. You have the option to view Applications, URLs, Hosts and Conversations in the drill-

down.
Top 50 Internal Hosts Receiving Inbound Traffic
Hostname Address Packets Data (MB) Throughput (kbps)
+] Show Details Average Max
PAUL-PC 172.16.0.67 256679 328.333 263.18 4034.39
172.16.0.96 172.16.0.96 170136 176.929 63.93 4916.38
Themis 172.16.1.85 224508 142,331 28.80 1656.61
172.14.1.10 172.14.1.10 76604 101.079 79.24 387.10
CS-MACBOOK-PRO 172.16.0.182 90826 85.588 21.56 3951.84
STEPHEN-UBUNTU 172.16.0.114 170381 86.534 24.67 4830.92
REYRNE 172.16.0.213 55507 75.806 167.84 946.30
172.16.0.164 172.16.0.164 565105 66.111 45.40 6803.19
Test 172.16.0.236 74463 61.797 15.66 612.92
172.16.0.127 172.16.0.127 61851 55.486 12.57 695.97

Flows

224
342

1198

433
564
456
g4

406
534
708
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6.15 Conversations Report

A conversation is defined as data that is transacted between two hosts using the same
application within the specified time period. Conversations can also be referred to as
sessions.

The pie chart shows the top 10 inbound and outbound Conversations that have occurred on
your monitored interfaces. You can choose to view a particular time period using the time
range selection bar at the top.

Top 10 Inbound Conversations

20757297 to 172.16.0.... .E{I?.E.Tﬂ.ﬁ? to 172.16.0....

=02 155214108 10 1721, [ 15010198 86 to 172.16....
2042179.40 to 17216.0.. [150.10198 21910 17218 .
P22 r0t0172181.. 12155200151 0 17218

B ze201220017216.. P rea1.10713210 17208,
Top 10 Conversations Represent 50% of 1403.24 MB

Each table shows the top Conversations together with the amount of data transferred,
number of packets, number of flows and throughput statistics. Click on the 'Show Details' link
to expose RTT, Transaction Delay and Efficiency statistics for each Conversation.

Click on the 'Host Name' to drill-down into the Hosts Report, filtered by that particular Host.
You have the option to view Applications, URLs, Hosts and Conversations in the drill-down.

Click on the Application Object name to drill-down into the Applications Report, filtered by
that particular Application Object. You have the option to view Internal or External Hosts in
the drill-down.
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Top 50 Inbound Conversations

External Host Internal Host Application
+] Show Details

207.5.72.97 172.16.0.67 HTTPS
207.5.72.97 172.16.0.96 IMAP-SSL
202.158.214.106 172.16.0.164 HTTP
150.101.98.86 172.16.0.213 Flash
204.2.179.40 172.16.0.67 Adobe Updates
150.101.98.219 172.16.0.114 YouTube
B2.93.98.79 172.16.1.85 SMTP
12.155.200.151 172.16.1.85 SMTP
172.16.20.132 172.16.0.63 OpenVPN
78.31.107.132 172.16.1.85 HTTP

Subnets Report

Top 10 Inbound Subnets

Data (MB)

264,435
131.470
49.833
48.308
44,323
43.571
40.777
33.122
22,522
19.458

branch-cs . branch-jb . branch-cn

Throughput (kbps)

Average
451.89
185.05
5831.85
842.00
4034.39
830.07
175.81
343.46
104.24
797.01

Max
828.50
454.53
6803.19
946.30
4034.39
857.89
257.79
1000.48
148.52
817.33

The Exinda appliance allows you to monitor and filter traffic by subnet. This will allow you to
see the network usage of each of your business departments, branch offices or groups
providing they are implemented in separate network subnets. To configure a subnet for
monitoring, you must create a Network Object. Network Objects that are marked as 'Subnet
Report' will appear in this section.

The traffic distribution of all subnets is displayed in a pie chart, broken down into inbound
and outbound traffic. Internal and external subnets can be selected by using the drop-down at
the top of the page.
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6.17

Each table shows the amount of inbound and outbound data transferred and throughput
statistics for each subnet. Click on the appropriate link to further drill-down into the
Applications Report, Hosts Report, Conversations Report, URLs Report or Users Report for each
subnet.

branch-cs Inbound Outbound Total
Average Throughput (kbps): 0.37 0.72

Maximum Throughput (kbps): 6.68 26.00

Data Transfer (MB): 0.393 0.766 1.159
branch-jb Inbound Outbound Total

Average Throughput (kbps): 5.53 6.26

Maximum Throughput (kbps): 21.26 156.77

Data Transfer (MB): 0.169 0.833 1.002
branch-cn Inbound Outbound Total

Average Throughput (kbps): 0.56 0.61

Maximum Throughput (kbps): 4.51 30.17

Data Transfer (MB): 0.082 0.089 0.171

PDF Reporting

PDF Reporting allows you to configure PDF versions of the monitoring reports to be emailed
or downloaded either on demand or at scheduled intervals. PDF Reports can be sent to
multiple recipients by comma or semi-colon separating email addresses.

Note: To configure a PDF Report, navigate to 'Report | PDF Reports' on the Web Ul, advanced
mode.

PDF Reports are listed in the table on this page. PDF Reports can be generated and either
emailed or downloaded on-demand by clicking either the PDF icon (to generate and
download) or the envelope icon (to generate and email). PDF Reports can only be emailed on-
demand if the report was configured with one or more email addresses.

You can also Edit or Delete a configured PDF Report by clicking on the appropriate button next
to the report in the table.
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PDF Reports
Name Exported Data Email(s) On-Demand Edit Delete
Daily Report Interface Throughput: exinda_report@exinda.com =
(Scheduled Daily) ALL
Bridge PPS:
ALL
Reduction:

Detailed Statistics

Subnet Detailed (ALL):
Applications
URL=s

Summary Reports:
Network Summary

VCircuit Detailed {ALL):
Optimizer Policy Throughput

Appliance:
Concurent Connections

CPU Usage
RAM Usage

New PDF Reports can be added by clicking on the 'Add New PDF Report' link at the top of the
page. There are 3 steps involved in configuring a PDF Report.

Step 1: Reports Selection
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Reports Selection

Interface Throughput Summary
Bridge PPS Summary

Reduction Statistics

O O 0O Od

Metwark Summmary

[l subnets Summary

Subnet: | Office o

[] applications

[]conversations

|:| Hosts
[ JURLs
[Jusers

APS
SLA
TCP Health

TCP Efficiency

O O0O00a0

WolIP

[l Edge Cache

Virtual Circuit: | wanN outbound v |

[] optirizer Policy Throughput
[]Discard Statistics

[] Prioritization Ratio

appliance Statistics

|:| Concurrent Connections
[]accelerated Connections
[]cPU Usage

|:| CPU Temperature

|:| RaM Usage

[]swaFP Usage

Select the various reports you wish to include in the PDF Report. Most of the reports available
from the Web Ul are available as PDF Reports.

Step 2: PDF Security

© 2012 Exinda, Inc.



176 Exinda User Manual

PDF Security Option

¥ PDOF Password Protected

Enter Password: [ |

Re-enter Password: | |

You can optionally password protect PDF documents by specifying a password at Step 2.

Step 3: Report Details

Report Details

Report Name: | |

Report Frequency: |Dai|'-.f EI

Email Addreszes: | |

Report Name Specify a meaningful name for the new PDF Report.

Report Frequency Specify a time range for this PDF Report. Scheduled
reports can be generated Daily, Weekly or Monthly. On-
demand reports can include any time range available to
the Exinda appliance, including custom time ranges.

Email Addresses Specify 1 or more email addresses for scheduled PDF
Reports. Email addresses are optional for on-demand PDF
Reports. To specify multiple email addresses, comma or
semicolon separate the addresses.

Note: Daily scheduled PDF Reports are generated every morning at 1lam.

6.17.1 Custom Report Logo

This form allows you to upload a custom logo that will be inserted onto the cover page of any
PDF Report generated by the Exinda appliance.

Custom Logo

Upload New Custom Logo: || Browse...

Upload Image

Note: Files should be no more than 300px wide by 300px high and must be in PNG format with
maximum file size of 3MB.
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6.18 CSV Reporting

CSV Reporting allows you to configure the export of raw CSV data to be emailed or
downloaded either on demand or at scheduled intervals. Exported data can be sent to
multiple recipients by comma or semicolon separating email addresses.

mode.

Note: To configure a CSV Report, navigate to 'Report | CSV Reports' on the Web Ul, advanced

CSV Reports are listed in the table on this page. CSV Report can be generated and either

emailed or downloaded on-demand by clicking either the ZIP icon (to generate and

download) or the envelope icon (to generate and email). CSV Reports can only be emailed on-

demand if the report was configured with one or more email addresses.

You can also Edit or Delete a configured CSV Report by clicking on the appropriate button next

to the report in the table.

CSV Reports
Name Exported Data Email(s) On-Demand Edit Delete
cureentweek Summary Reports: @ |
(Current Weelk) flows
E:_Flrgen]tday :ummarv Reports: @ [
oday owWs

New CSV Reports can be added by using the form at the top of the page.

Report Details

Report Name: | |

Report Frequency:

[~]

| Schedule Range

Email Addresses: | |

[Email Addresses iz Optional for On-Demand Report]

| Add New Report |

Report Name Specify a meaningful name for the new CSV Report.

Report Frequency

Specify a time range for this CSV Report. Scheduled
reports can be generated Daily, Weekly or Monthly. On-
demand reports can include any time range available to
the Exinda appliance.

Email Addresses

Specify 1 or more email addresses for scheduled CSV
Reports. Email addresses are optional for on-demand CSV
Reports. To specify multiple email addresses, comma or
semicolon separate the addresses.
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Note: Forinformation about the schema used in CSV Reports, consult the SQL Access using
ODBC How to Guide.

Note: Daily scheduled CSV Reports are generated every morning at 1lam.
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Optimizer Configuration

The Optimizer delivers Quality of Service and Application Acceleration (x800 series only)
mechanisms to improve application performance on the network. The intuitive, policy-based
management helps match network behaviour to business objectives.

As an analogy, vehicle traffic on road systems can be dramatically slowed by disorganized
control of traffic. Through intelligent traffic flow co-ordination techniques (such as allocating
road lanes for particular types of vehicles), road traffic efficiency can be dramatically
increased. Similarly, the efficiency of data flow on an IP network can be significantly
improved using an intelligent optimization system powered by custom defined optimization
rules.

As each network link has a fixed amount of bandwidth limiting the amount of data it may
carry, optimum performance can be achieved by pre-sorting the data before it reaches the
bottleneck links (typically the link between your network and the internet). Therefore
"mission-critical" data is given priority over non-time sensitive data flow, such as SMTP mail
or FTP traffic.

A Vehicle Traffic Analogy to Optimization

Using the vehicle analogy, if you have a number of people you need to get from point A to
point B, via a freeway which passes over a bridge with a reduced number of lanes, the best
way to get the most urgent passengers there first, is to:

e Sort the passengers into different vehicles so that the urgent passengers are grouped
togetherin the fast cars;

Identify these urgent car groups and allocate them to the first lanes;

Similarly, sort the other groups of cars from fast (high priority to low priority);

® Give permission to certain slower groups to be allowed in the fast lanes, if and only,
there is no fast car traffic;

If there are certain groups which need a dedicated lane, then allocate the lane on the
bridge as such.

By pre-determining these rules and queuing cars before they reach the bottleneck, itis
possible to dramatically increase the traffic capacity of the road towards its theoretical
maximum. To optimize the efficiency of your IP network, you need to carefully set the
gueuing or "optimizer" rules to meet the network requirements.

The optimizer provides:

® Rate shaping

e Traffic prioritization

© 2012 Exinda, Inc.



Optimizer Configuration 181

® Application Acceleration
® Per Host QoS

e ToS/DSCP tagging

® Traffic blocking

® Time-based policies

7.1  Optimizer Policy Tree

Optimizer Policies are organized in a tree structure, and trafficis matched top-down, first by
Virtual Circuits (VC), then by Policies. As traffic flows through the Exinda appliance, it is first
matched to a Virtual Circuit (in order of Virtual Circuit number), then by a Policy within that
Virtual Circuit (by order of Policy number).

Once traffic falls into a Virtual Circuit, it will never leave, so it must be captured by a policy
within that Virtual Circuit. Similarly, once trafficis matched by a Policy, it never leaves. The
means, more specific Virtual Circuits and Policies should be configured higherin order
(towards the top) whereas more general Virtual Circuits and Polices should be last.
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Operations

Circuit 10 - Default (10000 kbps)

Virtual Circuit 10 - WAN inbound (10000 kbps from 'ALL")

FANPSRES
{0 ER |
al1g]|s
RN
(] [+ [€]

/] P2P - Choke 1%-3% (Optimize 1% - 3%, Priority 10)

= Recreational - Limit Low 2%-10% (Optimize 2% - 10%, Priority 10)
= Software Updates - Guarantee Low 5%-100% (Optimize 5% - 100%, Priority 7)
= Voice - Guarantee Critical 15%-100% (Optimize 15% - 100%, Priority 1) [--Actions--[+]
= Interactive and Secure - Guarantee High 10%-100% (Optimize 10% - 100%, Priority 3)
= Thin Client - Guarantee High 10%-100% ([Optimize 10% - 100%, Priority 3) [--Actions--[+]
= Files - Guarantee Med 8%-100% (Optimize 8% - 100%, Priority 5)
= Web - Guarantee Med 8%-100% (Optimize 8% - 100%, Priority 5)
= Mail - Guarantee Low 5%-100% (Optimize 5% - 100%, Priarity 7) [—Actions— |« ]
] Database - Guarantee Med 8%-100% (Optimize 8% - 100%, Priority 5)

| ALL - Guarantee Low 5%-100% (Optimize 5% - 100%, Priority 7)

[+][ Add To "WAN inbound' |

i B &
g 503
E slls
7 707
a [ [«]

Virtual Circuit 15 - WAN ocutbound (10000 kbps to 'ALL')

= P2P - Choke 1%-39% (Optimize 1% - 3%, Priority 10) [--Actions--[+]
/] Recreational - Limit Low 2%-10% (Optimize 2% - 10%, Priority 10)
= Software Updates - Guarantee Low 5%-100% - Accelerate (Optimize 5% - 100%, Priority 6, Application Acceleration)
] Voice - Guarantee Critical 15%-100% (Optimize 15% - 100%, Priority 1) [--Actions--[+]
= Interactive and Secure - Guarantee High 10%-100% (Optimize 10% - 100%, Priority 3)
= Thin Client - Guarantee High 10%-1009% (Optimize 10% - 100%, Priority 3)
/] Files - Guarantee Med 8%-100% - Accelerate (Optimize 8% - 100%, Priority 4, Application Acceleration) ﬂ
] Web - Guarantee Med 8%-100% - Accelerate (Optimize 8% - 100%, Priority 4, Application Acceleration) ﬂ
= Mail - Guarantee Low 5%-100% - Accelerate (Optimize 5% - 100%, Pricrity 6, Application Acceleration)
] Database - Guarantee Med 8%-100% - Accelerate (Optimize 8% - 100%, Priority 4, Application Acceleration) ﬂ
= ALL - Guarantee Low 5%-100% (Optimize 5% - 100%, Priority 7) [--Actions--[+]
Order: l:l Policy: [ALL - Accelerate [+1[Add To 'wAN outbound' |

Create N Y

Create Ne irtual Circuit
Create New Circuit

Circuits, Virtual Circuits and Policies can be manipulated by selecting various options from the
drop-down to the right of the respective item.

Note: System default Policies cannot be edited. Instead, they can be cloned, then customized.

The Optimizer service is controlled by clicking on the Optimizer links in the main toolbar.

Optimizer Status : |

Note: To view/change additional Optimizer configuration options, navigate to 'System |
System Setup | QoS Configuration' on the Web Ul, advanced mode.
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7.1.1 Circuits

Circuits define physical connections to the WAN/Internet. If you have more than 1 bridge
configured, you can bind different Circuits to each bridge.

Add New Circuit

Circuit Number
Circuit Name |
Inbound Bandwidth I:I kbps

Cutbound Bandwidth |:| lbps
Attach to Bridge [ALL [+

| Add New Circuit | | Cancel |
Number The order of the Circuit relative to other Circuits.
Name A logical name that represents the Circuit.

Inbound / Outbound Bandwidth | The available bandwidth of the Circuit. If the Circuitis
synchronous, the inbound and outbound bandwidth
values should be the same.

Attach to Bridge Specify the bridge to bind the Circuit to.

Typically, one Circuit would be created for each physical link to the WAN/Internet for which
the Exinda appliance is placed in-line with. Circuits whose traffic can be filtered out by VCs, or
by attaching it to a specific bridge, should be configured first; whereas the Internet Circuit
(which contains a “Catch All” Virtual Circuit) must be configured last.

7.1.2 Virtual Circuits

Virtual Circuits (VCs) are created within Circuits and are used to logically divide/partition the
Circuit. For example, a Virtual Circuit may be configured for each branch office or, one Virtual
Circuit for WAN data and one Virtual Circuit for Internet data. Each Virtual Circuit can contain
different policies, which allows each Virtual Circuit to be treated differently.
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Add New Virtual Circuit

Virtual Circuit Number 1p .

Virtual Circuit Name |

Schedule [aLwavs  [v]

Bandwidth Options

Virtual Circuit Bandwidth o |:

Oversubscription

Dynamic Virtual Circuit

@  Automatic

Manual

Connection Options

Connection Limit |:|

Filter Options

VLAN Object [ALL [+]

Network Object | -—network Objects— | = |
Application |ALL E'

Direction |E|-Dth E|

Add New Virtual Circuit |

| Cancel |

Number The order of the Virtual Circuit relative to other Virtual
Circuits within the same Circuit.

Name A logical name that represents the Virtual Circuit.

Schedule A schedule that defines when the Virtual Circuit should be
active.

Bandwidth The maximum bandwidth used by the Virtual Circuit.
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Oversubscription Specify the behaviour when multiple Virtual Circuits are
oversubscribed (the sum of the Virtual Circuit bandwidths
exceed the parent Circuit bandwidth). The Exinda
appliance can automatically calculate the oversubscription
bandwidths or you can specify them manually. For more
information, see the Virtual Circuit Oversubscription page.

Dynamic Virtual Circuit This option allows you to specify per host QoS for each
host that falls into this Virtual Circuit. For more
information, see the Dynamic Virtual Circuit page.

VLAN Object VLAN tags or priorities used to filter out what traffic falls
into the Virtual Circuit.

Network Object Subnets/hosts/users/groups used to filter out what traffic
falls into the Virtual Circuit.

Application Application or Application Group used to filter out what
traffic falls into the Virtual Circuit.

Direction The traffic direction the Virtual Circuit should apply to.

The Filter Options are used to define what traffic falls into the Virtual Circuit. Filters can
consist of VLAN Objects, Network Objects, Application/Application Groups and Direction.
These filters are AND'd together.

Example: A Virtual Circuit with a Network Object 'Email Server' and an Application Group 'Mail'
will catch all Mail traffic to/from the Email Server.

Network Objects are typically used when Virtual Circuits are created for specific branch office
locations or user group. Each branch office location or user group would be represented by a
Static Network Object (typically 1 or more subnets) or a Dynamic Network Object (such as an
Active Directory Group) and these Network Objects are defined in the Virtual Circuit. Only
traffic to/from the subnets/users defined by the Network Object in the Virtual Circuit fall into
the Virtual Circuit itself, all other trafficis evaluated by the next Virtual Circuit, and so on.

A default Network Object, Private Net, exists which defines all non-routable subnets. This can
be used to create a Virtual Circuit for all WAN data. Another default Network Object, ALL,
when used in a Virtual Circuit, will capture all traffic. This is called a “Catch All” Virtual Circuit
and is typically the last (or only) configured Virtual Circuit.

The direction is used to ensure that the Virtual Circuit only captures trafficin a certain
direction. This is useful for asynchronous circuits, as these generally require that at least 2
Virtual Circuits are defined, one for the inbound bandwidth and one for the outbound
bandwidth.

If a network object is used in conjunction with a direction, the following rules apply:

© 2012 Exinda, Inc.



186 Exinda User Manual

Network Object | Direction Captured Traffic

All Both All traffic, both inbound and outbound.

All Inbound All inbound traffic.

All Outbound All outbound traffic.

Not All Both Only inbound and outbound trafficto and from the

subnets defined by the Network Object.

Not All Inbound Only inbound traffic to the subnets defined as 'internal’
by the Network Object and from the subnets defined as
‘external’ by the Network Object.

Not All Outbound Only outbound traffic from the subnets defined as
'internal’ by the Network Object and to the subnets
defined as 'external' by the Network Object.

Note: The bandwidth used by a single Virtual Circuit must not exceed the parent Circuit
bandwidth in either direction, but the sum of all Virtual Circuit bandwidths in either direction
can exceed the parent Circuit bandwidth. This is called oversubscription and more
information is available on the Virtual Circuit Oversubscription page.

7.1.2.1 Virtual Circuit Oversubscription

Over-subscription is where the sum of the Virtual Circuit bandwidths exceeds the sum of the
parent Circuit bandwidth. This is the case in the following situation:

Circuit Bandwidth = 2Mbps
Virtual Circuit Bandwidth = IMbps
Virtual Circuit Bandwidth = IMbps
Virtual Circuit Bandwidth = 1Mbps

This means, the sum of the 3 Virtual Circuits is 3Mpbs, but the Circuit bandwidth is only
2Mbps. The Virtual Circuits are oversubscribed.

There are 2 ways of dealing with oversubscribed Virtual Circuits, Automatic and Manual.
Owersubscription @ Automatic
Manual

What happens in the Automaticcase is that each Virtual Circuit will be guaranteed bandwidth
on a pro-rata basis, 2/3Mbps (= .66Mbps) each and will be able to burst up to the specified
bandwidth of 1Mbps (if this bandwidth is available). Under congestion (each Virtual Circuit
under load) they will each share the Circuit’s 2Mbps. If only 1 Virtual Circuit is under load, it
will get the full IMbps. If only 2 Virtual Circuits are under load, they will both get 1Mbps.
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The same pro-rata calculation is applied to all policies within an oversubscribed Virtual Circuit
automatically.

Inthe Manualcase you can specify a Guaranteed Bandwidth for each Virtual Circuit.

Owersubscription Automatic

@ mManual
Guaranteed Bandwidth |:|
So using the example above, you can create the Virtual Circuits as follows:
Circuit Bandwidth = 2Mbps
Virtual Circuit Bandwidth = IMbps, Guarantee: 1Mbps
Virtual Circuit Bandwidth = 1Mbps, Guarantee: 512kbps

Virtual Circuit Bandwidth = 1Mbps, Guarantee: 512kbps

Note: The sum of all the Virtual Circuit Guaranteed Bandwidths must not exceed the parent's
Circuits bandwidth in both directions.

In this case, we've decided that the 1st Virtual Circuit will always receive the full IMbps if it
needs it. The other 2 Virtual Circuits will receive 512kbps each. If the first Virtual Circuit is not
using all of it's 1Mbps, the other 2 Virtual Circuits can burst up to the full IMbps. The priority
by which Virtual Circuits consume the burst bandwidth is determined by the priority of the
policies within the Virtual Circuits.

Note: There can be a mixture of Automatic and Manual Virtual Circuits in the same Circuit. The
Guaranteed Bandwidths for each Manual Virtual Circuit are allocated first, then the Automatic
calculations are made of the remaining bandwidth.
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7.1.2.2 Dynamic Virtual Circuits

Dynamic Virtual Circuits allow administrators to allocate bandwidth to each host that matches

the Virtual Circuit.

Dynamic Virtual Circuit |7

Dynamic Options

Per Host Band

o]

Per Host Max Bandwidth [~ Bursting Alle

o]

width [~ Automatically Share

wed

Host Location [1nternal [

Max Hosts [ 4 40

]

When the 'Dynamic Virtual Circuit'

checkbox is selected on the Virtual Circuit configuration

page, the following options will become available.

Per Host Bandwidth

Specify the amount of bandwidth (in kbps or percentage
of the Virtual Circuit bandwidth) that each Host will
receive. This bandwidth is guaranteed, so it will be
available to each host if required. If 'Automatically Share'
is selected the amount of bandwidth each Host receives is
calculated by dividing the Virtual Circuit bandwidth by the
number of active Hosts.

Per Host Max Bandwidth

Specify the maximum amount of bandwidth (in kbps or
percentage of the Virtual Circuit bandwidth) that each
Host can burst to. If 'No Bursting Allowed' is selected, then
each Host will get no more bandwidth than what they
have been allocated above.

Host Location

Specify the location of the hosts to allocate bandwidth to.
Internal Hosts are those that are on the Internal (or LAN)

side of the Exinda appliance. External Hosts are those that
are on the External (or WAN) side of the Exinda appliance.
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Max Hosts Specify the maximum number of Hosts that can fall into
this Dynamic Virtual Circuit. If 'Auto’ is selected, the
maximum number of Hosts is calculated by assuming each
host gets it's allocated bandwidth. So if you specify
1,000kbps as the VC bandwidth, and specify 100kbps per
Host, then the maximum number of Hosts is automatically
calculated as 10. If the 'Automatically Share' option is
selected, the maximum number of Hosts is calculated by
assuming each Host is entitled to minimum bandwidth,
which is 10kbps. Any Host that comes along after the
maximum number of Hosts is exceeded will not fall into
this Virtual Circuit and should be captured in another
Virtual Circuit.

Note: The maximum number of Hosts multiplied by the Per Host Bandwidth cannot exceed

the Virtual Circuit bandwidth.

Example: See the following examples for various Dynamic Virtual Circuit configurations.

Name: Example 1

Bandwidth: 1024kbps

Direction: Both

Network Object: Internal Users
Dynamic Virtual Circuits Enabled: Yes
Per Host Bandwidth: Auto

Per User Max Bandwidth: 100%

Host Location: Internal

Max Hosts: Auto

“Internal Users” is a Network Object that
defines all hosts on the LAN side of the
Exinda appliance.

If there is 1 user, they get the full
1024kbps.

If there are 2 users, they each get 512kbps
and can burst up to the full 1024kbps (if
the other useris not using their
guaranteed 512kbps).

If there are 10 users, they each get
102kbps and can burst up to the full
1024kbps (if the other users are not using
their guaranteed 102kbps).

Name: Example 2

Bandwidth: 1024kbps

Direction: Both

Network Object: Internal Users
Dynamic Virtual Circuits Enabled: Yes
Per Host Bandwidth: 10%

Per User Max Bandwidth: No

Host Location: Internal

Max Hosts: Auto

“Internal Users” is a Network Object that
defines all hosts on the LAN side of the
Exinda appliance.

If there is 1 user, they get 102kbps and
cannot burst.

If there are 10 users, they each get
102kbps and cannot burst.
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If there are 100 users, the first 10 users
each get 102kbps and cannot burst. The
remaining 90 users will not match this VC.

Name: Example 3

Bandwidth: 1024kbps

Direction: Both

Network Object: Internal Users
Dynamic Virtual Circuits Enabled: Yes
Per Host Bandwidth: 64kbps

Per User Max Bandwidth: 50%

Host Location: Internal

Max Hosts: 16

“Internal Users” is a Network Object that
defines all hosts on the LAN side of the
Exinda appliance.

If there is 1 user, they get 64kbps and can
burst up to 512kbps.

If there are 16 users, they each get 64kbps
and can burst up to 512kbps (if the other
users are not using their guaranteed
64kbps).

If there are 30 users, the first 16 users
each get 64kbps and can burst up to
512kbps (if the other users are not using
their guaranteed 64kbps). The remaining
14 users will not match this VC.

Name: Example 4

Bandwidth: 1024kbps

Direction: Both

Network Object: Internal Users
Application: Citrix

Dynamic Virtual Circuits Enabled: Yes
Per Host Bandwidth: 64kbps

Per User Max Bandwidth: No

Host Location: Internal

Max Hosts: 16

“Internal Users” is a Network Object that
defines all hosts on the LAN side of the
Exinda appliance. "Citrix" is an Application
that defines Citrix traffic. This VC will
match all Internal User's Citrix traffic.

If there is 1 user, they get 64kbps for their
Citrix traffic and cannot burst.

If there are 16 users, they each get 64kbps
for their Citrix traffic and cannot burst.

If there are 30 users, the first 16 users
each get 64kbps for their Citrix trafficand
cannot burst. The remaining 14 users will
not match this VC.

Note: For further information on Per Host QoS, consult the Per Host QoS How to Guide.
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7.1.3 Policies

Policies are used to filter specific traffic and apply one or more actions to that traffic. The
following properties can be configured on all policies:

Policy Mame: | |

Wi Policy Number:

Schedule: ALWAYS P

Action: | gptimize [+

Policy Enabled: |7

Filter rule are used to define which traffic matches a policy. Use the form below to add or
modify filter properties:

VLAN Host Direction Host ToS/DSCP Application
W w =< - > |W w w

VLAN A pre-defined VLAN Object, which can select traffic based
on 802.1Q VLAN ID and/or 802.1P VLAN priority tag.

Host / Direction / Host A predefined Network Object (static or dynamic), which
can select traffic to/from specific subnets or addresses.

ToS / DSCP 2 Select traffic based on DSCP/ToS marks in the IP header.

Application Select traffic based on a predefined Application Object or

Application Group.

One or all of these properties can be set to capture traffic for the policy. If each item is set to
“All”, the policy will capture all traffic. This is called a “Catch All Policy”.

Note: Selecting an entry in only one drop down, will default all the other items to “All”, for
example, if you want to configure a Filter Rule for all HTTP traffic, you can select HTTP from
the 'Application' drop down and save the policy without selecting anything else from the
other drop downs.

Note: By default, 4 Filter Rules can be created per policy. If more are required, fill out the first
4, save the Policy, then edit the Policy and 4 more lines will become available.

Note: To delete individual Filter Rules, set all the fields for that Filter Rule to blank or use the
Optimizer | Policies page on the Web Ul, advanced mode.

If the “Optimize” action is selected, the following options will appear:
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 Guaranteed Bandwidth

Burst (Max) Bandwidth

S I | PO
S I | PO

Burst Priarity:

™ Acceleration

WM Reduction Type

] ToS/DSCP Mark:

WLAN Rewrite:

1 (High) []

: |Acceleration [w]

i |Disk

[]

[=]

1D :B Priority: [E

QoS

Allocate bandwidth to the policy so that QoS can be
applied to any matching traffic. All bandwidth allocations
are relative to the parent VC bandwidth. The following
options are available as a percentage of the parent VC
bandwidth or as an explicit value in kbps.

Guaranteed Bandwidth !

The minimum bandwidth made available for the policy.
This is not reserved bandwidth —if no trafficis matched to
this policy, the guaranteed bandwidth is available for use
by other policies.

Burst (Max) Bandwidth !

The maximum bandwidth made available for the policy.
Once all guaranteed bandwidth is allocated, the remaining
(excess) bandwidth is made available for burst usage. This
value is the maximum burst bandwidth that will be
allocated to a policy.

Burst Priority

The burst priority is used to decide how excess bandwidth
is distributed. Policies with a higher burst priority will be
preferred when allocating excess bandwidth for burst
usage.

Acceleration

All traffic matching the policy will attempt to be
accelerated. The following options define what kind of
acceleration is applied to the matching traffic.

Acceleration

Specify the type of acceleration to apply to the matching
traffic. Available options are 'Acceleration' and 'Edge
Cache'. 'Acceleration'is TCP-based Application
Acceleration and is only available on x800 licensed
appliances. Only outbound TCP traffic is accelerated.
Edge Cache is Asymmetric Object Memory - a WAN
reduction technology applied to outbound HTTP traffic.
Edge Cache can be used with a single appliance.
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WM Reduction Type

Specify the type of WM reduction technology to apply to
the matching traffic. If the 'Acceleration’ option is selected
above, the available options here are 'Disk’, '‘Compression'
and 'None'. 'Disk' reduction uses the HDD in the Exinda
appliance to store de-duplication patterns. It also uses
'‘Compression' reduction. 'Compression' reduction uses a
network optimized LZ compression algorithm rather than
de-duplication. 'None' means that the traffic will not
attempted to be reduced but will still be accelerated.

Packet Marking

Mark individual packets matching this policy. The
following packet marking options are available.

DSCP / ToS Mark 2

Set a DSCP/ToS mark in the IP header of all packets
matching the policy.

VLAN Rewrite

Rewrite the 802.1Q VLAN ID and/or Priority only if an
existing VLAN header is present. This is a packet based
VLAN rewrite feature. Only packets matching this policy
will be rewritten. Other packets that do not match this
policy may be required to be rewritten in order for this
feature to work (including non-IP packets such as ARP,
which are not even processed by the Optimizer). Ensure
that your topology supports this method of rewriting
VLAN IDs before using this feature.

If the “Ignore” action is selected, traffic that matches the policy is still monitored, but will be
ignored by the optimizer and pass through the appliance with no restriction on bandwidth.
Typically this option is used for local traffic.

Note: The "Ignore" option should not be used for policies within Dynamic Virtual Circuits.

If the "Discard" action is selected, traffic that matches the policy is dropped by the appliance.

The following option is available:

Block Options:  [7] Discard only the first packet of a connection

connections.

Discard only | This option can be used in conjunction with a uni-directional Virtual Circuit to
the first discard connections originating from a specific side (WAN or LAN) of the
packet appliance. For example, when used with an inbound Virtual Circuit, the first
(SYN) packet will be discarded - effectively blocking connection
establishment from the WAN but allowing traffic from established
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7.2

1 The guaranteed bandwidth of a single Policy must not exceed the parent Virtual Circuit
bandwidth and the sum of all guaranteed bandwidths in each policy within a Virtual Circuit
must not exceed the virtual Circuit bandwidth. In addition, the burst bandwidth must be
greater than the guaranteed bandwidth, and less than or equal to the parent Virtual Circuit
bandwidth.

2For more information, refer to the DSCP / ToS How to Guide.

Note: Any changes made to a Policy definition are global and will affect all Virtual Circuits that
use that Policy.

Optimizer Policies

Polices can be created and edited independently of the Optimizer Policy Tree. The Optimizer
| Policies page on the Web Ul, advanced mode, lists all the system default and custom
Policies. By default, there are no policies available. After running the Optimizer Wizard, a set
of default policies will be installed.

The form at the top of the page allows you to create custom Policies.

Note: See the Optimizer Policy Tree | Policies page for more information regarding creating
custom Policies.

You can also use this page to delete individual Filter Rules from within Policies.

Note: Any changes made to Policies will affect all instances of that policy if it is in use by more
than one Virtual Circuit.

The following tables shows the policies that will be available to some of the default
Application Groups after running the Optimizer wizard.

Num [ Name Min BW% | Max BW% | Priority | Accelerate
1 Ignore - - - -
2 | Accelerate - - - X
3 | Choke 1%-3% 1 3 10 -
4 | Limit Low 2%-10% 2 10 10 -
5 | Limit Med 3%-50% 3 50 9 -
6 | Limit High 4%-70% 4 70 8 -
7 | Guarantee Low 5%-100% 5 100 7 -
8 | Guarantee Med 8%-100% 8 100 5 =
9 | Guarantee High 10%-100% 10 100 3 -
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Num | Name Min BW% | Max BW% | Priority |Accelerate
10 | Guarantee Critical 15%-100% 15 100 1 -
11 | Guarantee Low 5%-100% - Accelerate 5 100 6 X
12 | Guarantee Med 8%-100% - 8 100 4 X
Accelerate
13 [ Guarantee High 10%-100% - 10 100 2 X
Accelerate

The following matrix shows the combination of default Application Groups and policies
(above) that will be made available as default policies.

Application Group Policy Number
1 2 3 4 5 6 7 8 9 10|11 | 12| 13
ALL X X X
Database X | X | X X1 X
Files X X X X X
Interactive X X | X X
Mail X X X X X
P2p X X X
Recreational X | X | X | X | X
Secure X
Software Updates X | X[ X ]| X X
Streaming X | X | X | X X
Thin Client X X X X
Voice X X X
Web X X X X X X

7.3  Optimizer Wizard

The Optimizer Wizard is a convenient way to populate the Optimizer with some default
Policies.

Caution: Running the Optimizer Wizard will delete any existing Optimizer Policies and
Optimizer Configuration.

The fist 4 questions are always the same:
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Do you want to start Optimization when this
wizard is completed?

Selecting YES will start the Optimizer service
automatically when you compete all the
steps in the wizard.

Do you want to configure optimization
policies?

Selecting YES will cause Questions 2 and 3 to
appear.

Do you want to accelerate?

Selecting YES will create policies that
accelerate WAN applications. You must have
another Exinda appliance on the WAN for this
to work.

Do you wantto apply QoS?

Selecting YES will apply traffic shaping.

Depending on your answers to Questions 2 and 3, the following scenarios are possible.

Scenario 1:

Do you want to accelerate?YES
Do you wanttoapply QoS?YES

Optimizer Wizard

Step 1: Do you want to start Optimization when this wizard is completed? g Yes Mo
Step 2: Do you want to configure optimization policies? @ ez Mo
Step 3: Do you want to accelerate? @ ez Mo
Selecting YES will create policies that accelerate WAN applications. You
must have another Exinda appliance on the WAN for this to work.
Step 4: Do you want to apply QoS? @ ves Mo
Selecting YES will apply traffic shaping.
Step 5: Select the topology type WAN or WAN + Internet? @ wan WAN + Internet
-H\-.
! Internet —
-
J““““fﬁf
r
Internet traffic for this site is routed over the WAN, usually via another
sits,
Step 6: Enter inbound bandwidth (kbps)? [10240 | kbps
(MAX = 10240)
Step 7: Enter outbound bandwidth (kbps)? 10240 kbps

(MAX = 10240)

Note that applying these settings will delete existing optimizer policies.

This will enable both QoS (traffic shaping) and Application Acceleration. You will need to
select the WAN topology that bests represents your deployment and also enter the inbound
and outbound bandwidths for this Exinda appliance.
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Scenario 2:

Do you want to accelerate?NO
Do you wantto apply QoS?YES

Step 1:

Step 2:

Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Step 8:

Optimizer Wizard

Do you want to start Optimization when this wizard is completed?
Do you want to configure optimization policies?

Do you want to accelerate?
Selecting YES will create policies that accelerate WAN applications. You
must have another Exinda appliance on the WAN for this to work,

Do you want to apply QoS?
Selecting YES will apply traffic shaping.

Do you want to apply an Enterprise or Service Provider QoS
policy template?

Enterprise policies are strict in capping usage for P2ZP & recreational
applications

Service Provider policies are more generous with P2ZP & recreational traffic
usage but these traffic groups are still bandwidth limited.

Select the topology type WAN or WAN + Internet?

~.

Internat -
[

e

J
Internet traffic for this site is routed over the WAN, usually via another
site.

Enter inbound bandwidth (kbps)?
(MAX = 10240)

Enter outbound bandwidth (kbps)?
(MAX = 10240)

e

Yes

Yes L

Yes

Enterprise

WAN

Note that applying these settings will delete existing optimizer policies.

Service Provider

WAN + Internet

kbps

10240 kbps

This will enable QoS (traffic shaping) only. You have the choice of the type of default Policy
template to apply. There is a template better suited to Enterprise or one better suited to
Service Providers. You will also need to select the WAN topology that bests represents your
deployment and also enter the inbound and outbound bandwidths for this Exinda appliance.

Scenario 3:

Do you want to accelerate?YES
Do you wantto apply QoS?NO
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Step 1:

Step 2:

Step 3:

Step 4:

Optimizer Wizard

Do you want to start Optimization when this wizard is completed? g

Yes
Do you want to configure optimization policies? @ ves
Do you want to accelerate? @ ves
Selecting YES will create policies that accelerate WAN applications. You
must have another Exinda appliance on the WAN for this to work,
Do you want to apply QoS? Yes

Selecting YES will apply traffic shaping.

Mote that applying these settings will delete existing optimizer policies.

This will enable Application Acceleration only.

Mo
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8.1

Appendices

Appendix A - TCP Acceleration
Appendix B - CIFS Acceleration
Appendix C - Auto Discovery

Appendix D - Licenses

Appendix A - TCP Acceleration
In order to accelerate traffic over the WAN, Exinda transparently proxies TCP connections at

each end. Both the client and server think they have established a connection with each
other; however, they have connected with their local Exinda devices.

Wirtual TCF Connection

Actual TCP Connections

By transparently proxying TCP connections like this, Exinda has full control of the TCP
connection over the WAN. It is this WAN connection that TCP Acceleration technologies are
applied.

In addition to facilitating other acceleration technologies like WAN Memory and CIFS
acceleration, TCP acceleration also provides performance improvements over and above
regular TCP, whilst been fully compliant with TCP.

e Window Scalingincreases the TCP window size which allows more data to be in-flight
before TCP requires acknowledgements. This means higher throughput can be achieved
on large WAN links with latency.

e Selectable Congestion Control Algorithmscan be chosen to match the WAN
environment. For long-fat links, something like High Speed TCP should be used. For
Satellite links, or other high-latency links, something like Hybla should be used. This
allows for better TCP performance over different WAN technologies.

® Delayed and Selective Acknowledgementsare used to acknowledge the receipt of
packets in batches, instead of acknowledging every single packet. This reduces the
amount of return data on the wire.
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8.2

e [Explicit Congestion Notification (ECN) allows end-to-end (between the Exinda
appliances) notification of network congestion without dropping packets. Traditionally,
TCP/IP networks signal congestion by dropping packets. When ECN is enabled, an ECN-
aware router may set a mark in the IP header instead of dropping a packet in order to
signal impending congestion.

® Adaptive Initial Congestion Window allows automatic adjustment of the Initial Window
size depending on the connectivity properties of the end-to-end link (between the
Exinda appliances).

¢ Slow Start with Congestion Avoidance is used when TCP uses a combination of the slow
start and congestion avoidance algorithms to reset the send window size temporarily,
to avoid congestion.

Modes of Operation

Exinda’s default mode of acceleration is called ‘Transparent Mode’. In this mode the source
and destination addresses and ports of the client and server are maintained to provide the
least intrusive network implementation.

A secondary supported mode of acceleration is called ‘Protocol Mode’. In Protocol Mode the
Exinda solution does not use traditional TCP connections to send traffic and dynamically sends
the TCP connections over a different protocol. Once a connection is setup via the protocol,
subsequent connections can use the protocol connection and avoid the 3-way TCP handshake.
The benefit of Protocol Mode is that it reduces the number of TCP connections traversing the
WAN and also reduces the TCP connection setup time. Protocol Mode is also used to bypass
connectivity issues that can be caused by Firewalls and Intrusion Detection systems.

Appendix B - CIFS Acceleration

Overview

Common Internet File System (CIFS) is a remote file access protocol that forms the basis for
Windows file sharing. It is a de facto standard and comes pre-bundled with all Microsoft-
based client (e.g. XP) and server (e.g. Server 2003) platforms. Various CIFS implementations
(e.g. Samba) are also available for other operating systems such as Linux.

CIFS defines both a client and server: the CIFS client is used to access files on a CIFS server. For
example, each time you browse or access files on a Windows server using Windows Explorer,
the CIFS protocol is used to transport information (files or directory information) back and
forth between your computer and the server you are accessing.

Anyone who has ever copied a file from a mapped drive and seen the dialog box in Figure 1
has used the CIFS protocol, perhaps without actually knowing it.
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Figure 1: Windows File Sharing (CIFS transfer).

In addition to file sharing, CIFS is also used as a transport protocol for various higher level
Microsoft communications protocols, as well as for network printing, resource location
services, remote management/administration, network authentication (secure establishment
services) and RPC (Remote Procedure Calls).

CIFS was designed back in the 1980s (formally known as SMB) when the networking paradigm
was quite different from today. At that time, no consideration was made for how CIFS would
operate over a high latency WAN link. As many network managers have discovered, CIFS
operates very poorly over such a link. The fundamental reason is because by design CIFS is a
very "chatty" protocol, meaning a large number of back and forth transactions are required to
complete a request. For example, the largest chunk of data that CIFS can transferin a single
round trip between client and server is 61,440 bytes (61KB). As illustrated in Figure 2, each
CIFS request requires a response before the next request is sent to the CIFS server. Therefore
CIFS is a latency-bound protocol meaning that as latency increases the performance of CIFS
decreases.

To put this in perspective, in order to transfer a single 30MB file, the CIFS protocol would have
to make hundreds of round trips between client and server. On a typical LAN this would take a
few seconds but on a 2 Mbps WAN link with 300msec latency it would take around 7.5
minutes! Clearly this level of performance degradation has a severe negative impact on
productivity. With Exinda’s x800 Acceleration products, this same transaction can be reduced
to less than 2.5 minutes, for a greater than 3x improvement on the first (cold) pass and where
the file can’t be compressed. On subsequent transfers of this same 30MB file, the transfer
time reduces to less than 30 seconds as CIFS Acceleration and Exinda’s WAN Memory network
caching work together. As the bandwidth and latency of a WAN link increases, the benefit of
Exinda’s CIFS acceleration increases as well.
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Figure 2: CIFS inefficiency over a high latency WAN link.

How does Exinda improve CIFS performance?
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Each Exinda appliance has a deep understanding of the CIFS protocol and can therefore act on
behalf of a CIFS client (e.g. Microsoft XP computer) and server (e.g. Windows Server 2003

server) to make the interaction between the two much more efficient. The result is dramatic
improvement in activities such as file download (read), file upload (write) and remote access

(e.g.op

en a PowerPoint file on a remote CIFS share).
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Exinda maintains a state machine and database of CIFS behaviors that it relies upon to reliably
anticipate future CIFS related transactions. When Exinda determines that a certain CIFS
transaction is likely to occur, it pre-fetches data (e.g. a file) and temporarily stores it in the
remote (client) Exinda’s system memory for future reference. Once the pre-fetched datais
referenced (transaction successfully predicted) it is deleted from the memory. No file caching
is involved; just transient storage of data to facilitate improved CIFS response time.
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Figure 3: CIFS file download (read) example.

Figure 3illustrates the primary goal of Exinda CIFS Acceleration: reduce the latency
experienced by the CIFS client (e.g. Microsoft XP computer) from WAN latency (i.e. high) to
LAN (i.e. low) latency.

The sequence of events that transpire when Exinda accelerates a CIFS file download (read)
requestis as follows:

1. CIFS client opens afile for reading.
2. CIFS server responds with a file ID.

3. CIFS client issues the first read request and CIFS server responds with data. This first
transaction takes a relatively long time because the read request and response are
bound by the WAN latency (e.g. 300ms).
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4. Once the Exinda systems see the initial transactions, they can determine that the CIFS
clientis attempting a file download. At this point, the server side Exinda begins pre-
fetching data by generating read requests locally to the server at a rate that will keep
the WAN link full. If this is a repeat transfer or the file contains repeated data, then the
server side will use WAN Memory and therefore transfer only a small amount of data
across the WAN link. This will in turn further speed up the CIFS transfer.

5. The pre-fetched data is sent to the client side Exinda and stored temporarily in
anticipation of requests from the CIFS client. As the CIFS client requests the file data,
instead of getting each 61k bytes from the server (and hence going across a high latency
WAN) it now gets the replies locally from the client side Exinda at LAN speeds (e.g. 1
ms or less). This will in turn vastly improve CIFS download performance.

CIFS acceleration works seamlessly with Exinda’s TCP Acceleration, WAN Memory and
Compression and will benefit from WAN Memory’s ability to reduce data traversing the WAN
just as other applications such as FTP, HTTP or email do.

There is also no risk of serving stale data using this approach and no file permissions, access
lists or user security is ever compromised.

Other Common CIFS Use Cases

A file download was used to illustrate how Exinda performs CIFS acceleration. However, CIFS
acceleration uses similar mechanisms to achieve greatly improved performance for many
other scenarios. Below are a few examples:

File Upload (Write)

This is conceptually very similar to a file download with the obvious difference being that a
CIFS client is writing a file to a CIFS server instead of reading it. In this case, the client side
Exinda responds locally to the CIFS client's write requests and passes the data to the server
side Exinda at WAN link speed to complete the write operation.

Remote Access of Microsoft Office Files

Microsoft office files (e.g. MS Word, PowerPoint, Excel, etc.) which reside on a remote CIFS
server are often opened from a CIFS client. This action suffers from all of the CIFS related
problems that are described in this paper because the file datais retrieved serially, 61k bytes
atatime. The resultis along wait time to open the file, browse or perform any type of action
(e.g. save). Exinda’s CIFS Acceleration addresses these problems by pre-fetching the file data
and populating it on the client side Exinda. Consequently all CIFS client requests for the file
data are served from the client side Exinda at LAN speeds.

Directory Browsing
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8.3

When browsing a remote file system using Windows Explorer, the CIFS protocol transfers
various bits of information about the files you are browsing. This metadata is transferred in
special CIFS instructions called transactions. The Exinda appliance also caches these
transactions such that they can be served locally, from the client-side Exinda appliance. This
significantly improves the performance of directory browsing using the CIFS protocol.

Appendix C - Auto Discovery

The Exinda auto-discovery process is used for two purposes:
1. The discovery of which connections can be accelerated.
2. The discovery of new Exinda appliances on the network.

To achieve this, some extra information is included in the SYN, SYN-ACK and first ACK packets
of each new connection. This information is in the form of a TCP option. The required
information is the:

1. Source Appliance ID
2. Destination Appliance ID
3. Acceleration Module Map
Optionally an IP address corresponding to one of the appliances will also be sent.

In addition to this, each appliance must keep a list of host/appliance id pairs.
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The connection discovery process is as follows:

1

When an appliance receives a packet SYN from a client, it adds the client's IP to its local
list. It adds the auto-discovery option to the packet, filling out the source details. If the
server exists in the appliances remote list, then the destination field is filled out with
that appliances details, otherwise the destination is left blank.

. When an appliance receives a SYN packet containing the auto-discovery option, it will

record the client IP address and source appliance id in its remote list. It will then fill out
the destination details and forward the packet on.

. The end appliance can be determined by receiving a SYN-ACK from the server without

any auto-discovery option. This appliance will add an auto-discovery option with both
the source and destination details filled out.

. When another appliance receives the SYN-ACK, it will add the server IP address and

source appliance id will be added to the remote list. If it finds that the destination does
not refer to itself, then it will ignore all packets further packets that are part of that
connection.

. After the SYN-ACK has passed through, both end devices know who they are

accelerating between and any appliances have a record of who to accelerate to if they
have a connection to either the client or the server.
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This process also allows for the discovery of new Exinda appliances on the network. When an
appliance receives an auto-discovery option from a source that the Exinda community doesn't
know about, it can notify the community which will establish a connection to that appliance,
and add it to the community. This may also cause two existing communities to join together.

The Auto Discovery process is very lightweight - it adds negligible latency/delay to packets as
they pass through the Exinda appliance.

8.4 Appendix D - Licenses
GNU Public License (GPL)

BSD 2.0

8.4.1 GNU Public License (GPL)

GNU GENERAL PUBLI C LI CENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbati mcopies
of this license docunment, but changing it is not allowed.

Pr eanbl e

The GNU General Public License is a free, copyleft license for
sof tware and ot her kinds of works.

The licenses for nmost software and other practical works are designed
to take away your freedomto share and change the works. By contrast,
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the GNU General Public License is intended to guarantee your freedomto
share and change all versions of a program-to make sure it remains free
software for all its users. W, the Free Software Foundation, use the
GNU General Public License for nost of our software; it applies also to
any other work released this way by its authors. You can apply it to
your prograns, too.

\Wen we speak of free software, we are referring to freedom not
price. OQur General Public Licenses are designed to make sure that you
have the freedomto distribute copies of free software (and charge for
themif you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new
free prograns, and that you know you can do these things

To protect your rights, we need to prevent others from denying you
these rights or asking you to surrender the rights. Therefore, you have
certain responsibilities if you distribute copies of the software, or if
you nodify it: responsibilities to respect the freedom of others

For exanple, if you distribute copies of such a program whether
gratis or for a fee, you nust pass on to the recipients the same
freedons that you received. You nmust nake sure that they, too, receive
or can get the source code. And you nust show them these ternms so they
know their rights.

Devel opers that use the GNU GPL protect your rights with two steps:
(1) assert copyright on the software, and (2) offer you this License
gi ving you |l egal perm ssion to copy, distribute and/or modify it.

For the devel opers' and authors' protection, the GPL clearly explains
that there is no warranty for this free software. For both users' and
aut hors' sake, the GPL requires that nodified versions be marked as
changed, so that their problems will not be attributed erroneously to
aut hors of previous versions.

Some devices are designed to deny users access to install or run
nmodi fi ed versions of the software inside them although the manufacturer
can do so. This is fundamentally inconpatible with the aim of
protecting users' freedomto change the software. The systematic
pattern of such abuse occurs in the area of products for individuals to
use, which is precisely where it is nost unacceptable. Therefore, we
have designed this version of the GPL to prohibit the practice for those
products. |If such problems arise substantially in other domains, we
stand ready to extend this provision to those domains in future versions
of the GPL, as needed to protect the freedom of users

Finally, every programis threatened constantly by software patents.
States should not allow patents to restrict devel opnent and use of
sof tware on general - purpose conmputers, but in those that do, we wish to
avoi d the special danger that patents applied to a free program could
make it effectively proprietary. To prevent this, the GPL assures that
patents cannot be used to render the program non-free

The precise terns and conditions for copying, distribution and
nmodi fi cation follow.

TERMS AND CONDI TI ONS
0. Definitions

"This License" refers to version 3 of the GNU General Public License
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"Copyright" al so neans copyright-like laws that apply to other kinds of
wor ks, such as sem conductor masks

"The Program' refers to any copyrightable work |icensed under this
Li cense. Each licensee is addressed as "you". "Licensees" and
"recipients" may be individuals or organizations

To "nodi fy" a work nmeans to copy fromor adapt all or part of the work
in a fashion requiring copyright perm ssion, other than the naking of an
exact copy. The resulting work is called a "nmodified version" of the
earlier work or a work "based on" the earlier work.

A "covered work" means either the unnodified Programor a work based
on the Program

To "propagate" a work neans to do anything with it that, without
perm ssion, would make you directly or secondarily |iable for
i nfringement under applicable copyright |aw, except executing it on a
computer or nmodifying a private copy. Propagation includes copying
distribution (with or without nodification), making available to the
public, and in some countries other activities as well

To "convey" a work nmeans any kind of propagation that enabl es other
parties to make or receive copies. Mere interaction with a user through
a conputer network, with no transfer of a copy, is not conveying

An interactive user interface displays "Appropriate Legal Notices"
to the extent that it includes a convenient and promnently visible
feature that (1) displays an appropriate copyright notice, and (2)
tells the user that there is no warranty for the work (except to the
extent that warranties are provided), that licensees nay convey the
wor k under this License, and how to view a copy of this License. |If
the interface presents a |ist of user commmands or options, such as a
menu, a promnent itemin the list meets this criterion.

1. Source Code

The "source code" for a work neans the preferred formof the work
for making nodifications to it. "Object code" neans any non-source
formof a work.

A "Standard Interface" neans an interface that either is an officia
st andard defined by a recogni zed standards body, or, in the case of
interfaces specified for a particular progranm ng | anguage, one that
is widely used anong devel opers working in that |anguage

The "System Libraries" of an executable work include anything, other
than the work as a whole, that (a) is included in the normal form of
packagi ng a Maj or Conponent, but which is not part of that Major
Conmponent, and (b) serves only to enable use of the work with that
Maj or Conponent, or to inmplenent a Standard Interface for which an
i mpl enentation is available to the public in source code form A
"Maj or Component”, in this context, means a mgjor essential component
(kernel, wi ndow system and so on) of the specific operating system
(if any) on which the executable work runs, or a conpiler used to
produce the work, or an object code interpreter used to run it.

The "Correspondi ng Source" for a work in object code form nmeans al
the source code needed to generate, install, and (for an executable
wor k) run the object code and to modify the work, including scripts to
control those activities. However, it does not include the work's
System Li braries, or general -purpose tools or generally available free
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progranms which are used unnodified in perform ng those activities but
whi ch are not part of the work. For exanple, Corresponding Source
includes interface definition files associated with source files for
the work, and the source code for shared libraries and dynam cally
|'inked subprograns that the work is specifically designed to require
such as by intimte data comunication or control flow between those
subprogranms and ot her parts of the work.

The Correspondi ng Source need not include anything that users
can regenerate automatically from other parts of the Corresponding
Sour ce

The Correspondi ng Source for a work in source code formis that
same wor k.

2. Basic Perni ssions

Al'l rights granted under this License are granted for the term of
copyright on the Program and are irrevocable provided the stated
conditions are net. This License explicitly affirms your unlinmted
perm ssion to run the unmodified Program The output fromrunning a
covered work is covered by this License only if the output, given its
content, constitutes a covered work. This License acknow edges your
rights of fair use or other equivalent, as provided by copyright |aw

You may make, run and propagate covered works that you do not
convey, without conditions so |long as your license otherw se remains
in force. You may convey covered works to others for the sole purpose
of having them nake nodifications exclusively for you, or provide you
with facilities for running those works, provided that you conply with
the ternms of this License in conveying all material for which you do
not control copyright. Those thus making or running the covered works
for you nmust do so exclusively on your behal f, under your direction
and control, on terns that prohibit them from maki ng any copi es of
your copyrighted material outside their relationship with you

Conveyi ng under any other circumstances is pernmtted solely under
the conditions stated below. Sublicensing is not allowed; section 10
mekes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circunvention Law.

No covered work shall be deened part of an effective technol ogica
measure under any applicable law fulfilling obligations under article
11 of the W PO copyright treaty adopted on 20 Decenmber 1996, or
simlar laws prohibiting or restricting circumvention of such
measur es.

\Wen you convey a covered work, you waive any |egal power to forbid
circumvention of technol ogical nmeasures to the extent such circunvention
is effected by exercising rights under this License with respect to
the covered work, and you disclaimany intention to |imt operation or
nmodi ficati on of the work as a neans of enforcing, against the work's
users, your or third parties' legal rights to forbid circunvention of
technol ogi cal neasures.

4. Conveying Verbatim Copies

You may convey verbatim copies of the Progranmis source code as you
receive it, in any nedium provided that you conspicuously and
appropriately publish on each copy an appropriate copyright notice
keep intact all notices stating that this License and any
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non-perni ssive terms added in accord with section 7 apply to the code
keep intact all notices of the absence of any warranty; and give al
reci pients a copy of this License along with the Program

You may charge any price or no price for each copy that you convey,
and you may offer support or warranty protection for a fee

5. Conveying Modified Source Versions

You nay convey a work based on the Program or the nmodifications to
produce it fromthe Program in the form of source code under the
terms of section 4, provided that you also neet all of these conditions

a) The work nust carry prom nent notices stating that you nodified
it, and giving a relevant date.

b) The work nust carry prom nent notices stating that it is

rel eased under this License and any conditions added under section
7. This requirement nodifies the requirement in section 4 to
"keep intact all notices"

c) You nust license the entire work, as a whole, under this

Li cense to anyone who cones into possession of a copy. This
License will therefore apply, along with any applicable section 7
additional terms, to the whole of the work, and all its parts
regardl ess of how they are packaged. This License gives no

perm ssion to license the work in any other way, but it does not
invalidate such perm ssion if you have separately received it.

d) If the work has interactive user interfaces, each nmust display
Appropriate Legal Notices; however, if the Program has interactive
interfaces that do not display Appropriate Legal Notices, your
wor k need not make them do so

A conpil ation of a covered work with other separate and i ndependent
wor ks, which are not by their nature extensions of the covered work
and which are not combined with it such as to forma |arger program
in or on a volume of a storage or distribution medium is called an
"aggregate" if the conpilation and its resulting copyright are not
used to limt the access or legal rights of the conpilation's users
beyond what the individual works permit. Inclusion of a covered work
in an aggregate does not cause this License to apply to the other
parts of the aggregate

6. Conveyi ng Non- Source Forns.

You may convey a covered work in object code formunder the terns
of sections 4 and 5, provided that you al so convey the
machi ne-readabl e Correspondi ng Source under the terms of this License
in one of these ways

a) Convey the object code in, or enbodied in, a physical product
(including a physical distribution nedium, acconpanied by the
Correspondi ng Source fixed on a durable physical medium
customarily used for software interchange

b) Convey the object code in, or enmbodied in, a physical product
(including a physical distribution medium, acconpanied by a
written offer, valid for at least three years and valid for as
long as you offer spare parts or customer support for that product
model , to give anyone who possesses the object code either (1) a
copy of the Corresponding Source for all the software in the
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product that is covered by this License, on a durable physica
medi um customarily used for software interchange, for a price no
more than your reasonabl e cost of physically performng this
conveying of source, or (2) access to copy the

Correspondi ng Source from a network server at no charge

c) Convey individual copies of the object code with a copy of the
written offer to provide the Correspondi ng Source. This
alternative is allowed only occasionally and noncomercially, and
only if you received the object code with such an offer, in accord
wi th subsection 6b

d) Convey the object code by offering access from a designated
place (gratis or for a charge), and offer equivalent access to the
Correspondi ng Source in the same way through the sane place at no
further charge. You need not require recipients to copy the
Correspondi ng Source along with the object code. |If the place to
copy the object code is a network server, the Correspondi ng Source
may be on a different server (operated by you or a third party)
that supports equival ent copying facilities, provided you maintain
clear directions next to the object code saying where to find the
Correspondi ng Source. Regardless of what server hosts the
Correspondi ng Source, you remain obligated to ensure that it is
avail able for as long as needed to satisfy these requirenents.

e) Convey the object code using peer-to-peer transm ssion, provided
you i nform other peers where the object code and Correspondi ng
Source of the work are being offered to the general public at no
charge under subsection 6d

A separable portion of the object code, whose source code is excluded
fromthe Correspondi ng Source as a System Li brary, need not be
included in conveying the object code work.

A "User Product" is either (1) a "consunmer product", which means any
tangi bl e personal property which is normally used for personal, famly
or househol d purposes, or (2) anything designed or sold for incorporation
into a dwelling. |In determ ning whether a product is a consumer product,
doubt ful cases shall be resolved in favor of coverage. For a particular
product received by a particular user, "normally used" refers to a
typical or conmon use of that class of product, regardl ess of the status
of the particular user or of the way in which the particul ar user
actually uses, or expects or is expected to use, the product. A product
is a consuner product regardl ess of whether the product has substantia
comrercial, industrial or non-consuner uses, unless such uses represent
the only significant node of use of the product.

"Installation Information" for a User Product means any nethods,
procedures, authorization keys, or other information required to instal
and execute nodified versions of a covered work in that User Product from
a modified version of its Correspondi ng Source. The information nust
suffice to ensure that the continued functioning of the nodified object
code is in no case prevented or interfered with solely because
nodi fi cati on has been nmade

If you convey an object code work under this section in, or with, or
specifically for use in, a User Product, and the conveying occurs as
part of a transaction in which the right of possession and use of the
User Product is transferred to the recipient in perpetuity or for a
fixed term (regardl ess of how the transaction is characterized), the
Correspondi ng Source conveyed under this section nust be acconpani ed
by the Installation Information. But this requirenent does not apply
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if neither you nor any third party retains the ability to instal
nodi fi ed obj ect code on the User Product (for exanple, the work has
been installed in ROV .

The requirenent to provide Installation Informtion does not include a
requirenment to continue to provide support service, warranty, or updates
for a work that has been nodified or installed by the recipient, or for
the User Product in which it has been nodified or installed. Access to a
network may be deni ed when the nodification itself materially and
adversely affects the operation of the network or violates the rules and
protocols for conmmunication across the network.

Correspondi ng Source conveyed, and Installation |Information provided,
in accord with this section nust be in a format that is publicly
docunented (and with an inplenentation available to the public in
source code form), and nmust require no special password or key for
unpacki ng, reading or copying

7. Additional Terns.

"Addi tional perm ssions" are terms that supplenment the terms of this
Li cense by mmki ng exceptions fromone or nore of its conditions
Addi tional perm ssions that are applicable to the entire Program shall
be treated as though they were included in this License, to the extent
that they are valid under applicable law. |If additional perm ssions
apply only to part of the Program that part may be used separately
under those perm ssions, but the entire Programremins governed by
this License without regard to the additional perm ssions

When you convey a copy of a covered work, you nmay at your option
rempve any additional perm ssions fromthat copy, or fromany part of
it. (Additional perm ssions may be witten to require their own
removal in certain cases when you modify the work.) You may pl ace
addi ti onal perm ssions on material, added by you to a covered work,
for which you have or can give appropriate copyright pern ssion

Not wi t hst andi ng any ot her provision of this License, for material you
add to a covered work, you may (if authorized by the copyright hol ders of
that material) supplement the terms of this License with terns:

a) Disclaimng warranty or limting liability differently fromthe
terms of sections 15 and 16 of this License; or

b) Requiring preservation of specified reasonable |Iegal notices or
author attributions in that material or in the Appropriate Lega
Noti ces di splayed by works containing it; or

c) Prohibiting m srepresentation of the origin of that material, or
requiring that modified versions of such material be marked in
reasonabl e ways as different fromthe original version; or

d) Limting the use for publicity purposes of nanmes of licensors or
aut hors of the material; or

e) Declining to grant rights under trademark |aw for use of sone
trade names, trademarks, or service marks; or

f) Requiring indemification of licensors and authors of that
materi al by anyone who conveys the material (or nodified versions of
it) with contractual assunptions of liability to the recipient, for
any liability that these contractual assunptions directly inpose on
those licensors and authors.
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Al'l other non-perm ssive additional terns are considered "further
restrictions" within the meaning of section 10. |f the Program as you
received it, or any part of it, contains a notice stating that it is
governed by this License along with a termthat is a further
restriction, you nay renove that term |If a |icense docunent contains
a further restriction but permts relicensing or conveying under this
Li cense, you may add to a covered work material governed by the terms
of that |icense docunment, provided that the further restriction does
not survive such relicensing or conveying

If you add terns to a covered work in accord with this section, you
must place, in the relevant source files, a statement of the
addi tional ternms that apply to those files, or a notice indicating
where to find the applicable terms.

Addi tional terms, perm ssive or non-perm ssive, may be stated in the
formof a separately witten license, or stated as exceptions;
the above requirements apply either way.

8. Term nation

You may not propagate or nmodify a covered work except as expressly
provi ded under this License. Any attenpt otherwi se to propagate or
modify it is void, and will automatically term nate your rights under
this License (including any patent licenses granted under the third
par agr aph of section 11).

However, if you cease all violation of this License, then your
license froma particular copyright holder is reinstated (a)
provi sionally, unless and until the copyright hol der explicitly and
finally term nates your license, and (b) permanently, if the copyright
hol der fails to notify you of the violation by some reasonabl e nmeans
prior to 60 days after the cessation

Mor eover, your license froma particular copyright holder is
reinstated permanently if the copyright holder notifies you of the
viol ation by some reasonable nmeans, this is the first tinme you have
received notice of violation of this License (for any work) fromthat
copyright hol der, and you cure the violation prior to 30 days after
your receipt of the notice

Term nation of your rights under this section does not term nate the
l'icenses of parties who have received copies or rights from you under
this License. |f your rights have been term nated and not permanently
reinstated, you do not qualify to receive new |licenses for the sane
mat eri al under section 10

9. Acceptance Not Required for Having Copies

You are not required to accept this License in order to receive or
run a copy of the Program Ancillary propagation of a covered work
occurring solely as a consequence of using peer-to-peer transm ssion
to receive a copy |ikew se does not require acceptance. However
not hing other than this License grants you perm ssion to propagate or
nmodi fy any covered work. These actions infringe copyright if you do
not accept this License. Therefore, by nodifying or propagating a
covered work, you indicate your acceptance of this License to do so

10. Automatic Licensing of Downstream Reci pients.

Each tinme you convey a covered work, the recipient automatically
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receives a license fromthe original licensors, to run, modify and
propagate that work, subject to this License. You are not responsible
for enforcing conpliance by third parties with this License

An "entity transaction" is a transaction transferring control of an
organi zation, or substantially all assets of one, or subdividing an
organi zation, or nerging organizations. |f propagation of a covered
work results froman entity transaction, each party to that
transaction who receives a copy of the work also receives whatever
licenses to the work the party's predecessor in interest had or could
gi ve under the previous paragraph, plus a right to possession of the
Correspondi ng Source of the work fromthe predecessor in interest, if
the predecessor has it or can get it with reasonable efforts

You may not inpose any further restrictions on the exercise of the
rights granted or affirnmed under this License. For exanple, you may
not inpose a license fee, royalty, or other charge for exercise of
rights granted under this License, and you may not initiate litigation
(including a cross-claimor counterclaimin a lawsuit) alleging that
any patent claimis infringed by nmaking, using, selling, offering for
sal e, or inporting the Program or any portion of it.

11. Patents.

A "contributor" is a copyright hol der who authorizes use under this
Li cense of the Program or a work on which the Programis based. The
work thus licensed is called the contributor's "contributor version".

A contributor's "essential patent clains" are all patent clains
owned or controlled by the contributor, whether already acquired or
hereafter acquired, that would be infringed by some manner, permtted
by this License, of meking, using, or selling its contributor version
but do not include clains that would be infringed only as a
consequence of further nodification of the contributor version. For
purposes of this definition, "control" includes the right to grant
patent sublicenses in a manner consistent with the requirenments of
this License

Each contributor grants you a non-exclusive, worldw de, royalty-free
patent |license under the contributor's essential patent clains, to
make, use, sell, offer for sale, inmport and otherw se run, nodify and
propagate the contents of its contributor version

In the follow ng three paragraphs, a "patent |license" is any express
agreement or conm tment, however denomi nated, not to enforce a patent
(such as an express pernmi ssion to practice a patent or covenant not to
sue for patent infringenment). To "grant" such a patent license to a
party means to make such an agreement or comm tnment not to enforce a
patent against the party.

If you convey a covered work, knowi ngly relying on a patent license
and the Correspondi ng Source of the work is not available for anyone
to copy, free of charge and under the terns of this License, through a
publicly avail able network server or other readily accessible neans
then you nust either (1) cause the Corresponding Source to be so
avail able, or (2) arrange to deprive yourself of the benefit of the
patent license for this particular work, or (3) arrange, in a manner
consistent with the requirenments of this License, to extend the patent
license to downstream recipients. "Know ngly relying" neans you have
actual know edge that, but for the patent |icense, your conveying the
covered work in a country, or your recipient's use of the covered work
in a country, would infringe one or nore identifiable patents in that
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country that you have reason to believe are valid

I f, pursuant to or in connection with a single transaction or
arrangenent, you convey, or propagate by procuring conveyance of, a
covered work, and grant a patent |license to some of the parties
receiving the covered work authorizing themto use, propagate, nodify
or convey a specific copy of the covered work, then the patent |icense
you grant is automatically extended to all recipients of the covered
wor k and wor ks based on it.

A patent license is "discrimnatory" if it does not include within
the scope of its coverage, prohibits the exercise of, or is
conditioned on the non-exercise of one or nore of the rights that are
specifically granted under this License. You may not convey a covered
work if you are a party to an arrangenent with a third party that is
in the business of distributing software, under which you make payment
to the third party based on the extent of your activity of conveying
the work, and under which the third party grants, to any of the
parties who would receive the covered work fromyou, a discrimnatory
patent license (a) in connection with copies of the covered work
conveyed by you (or copies made fromthose copies), or (b) primarily
for and in connection with specific products or conpilations that
contain the covered work, unless you entered into that arrangenent,
or that patent |icense was granted, prior to 28 March 2007

Nothing in this License shall be construed as excluding or limting
any inplied license or other defenses to infringenent that may
ot herwi se be available to you under applicable patent |aw

12. No Surrender of Others' Freedom

If conditions are inposed on you (whether by court order, agreenent or
ot herwi se) that contradict the conditions of this License, they do not
excuse you fromthe conditions of this License. |If you cannot convey a
covered work so as to satisfy sinmultaneously your obligations under this
Li cense and any other pertinent obligations, then as a consequence you nay
not convey it at all. For exanple, if you agree to terns that obligate you
to collect a royalty for further conveying fromthose to whom you convey
the Program the only way you could satisfy both those terms and this
Li cense would be to refrain entirely from conveying the Program

13. Use with the GNU Affero General Public License

Not wi t hst andi ng any ot her provision of this License, you have
perm ssion to Iink or combine any covered work with a work |icensed
under version 3 of the GNU Affero General Public License into a single
combi ned work, and to convey the resulting work. The terms of this

License will continue to apply to the part which is the covered work,
but the special requirenents of the GNU Affero General Public License
section 13, concerning interaction through a network will apply to the

conbi nati on as such
14. Revised Versions of this License

The Free Software Foundati on may publish revised and/or new versions of
the GNU General Public License fromtine to time. Such new versions will
be simlar in spirit to the present version, but may differ in detail to
address new probl ems or concerns.

Each version is given a distinguishing version nunmber. |f the
Program specifies that a certain nunmbered version of the GNU Genera
Public License "or any later version" applies to it, you have the
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option of following the terms and conditions either of that nunbered
version or of any |ater version published by the Free Software
Foundation. |f the Program does not specify a version nunber of the
GNU General Public License, you may choose any version ever published
by the Free Software Foundation.

If the Program specifies that a proxy can decide which future
versions of the GNU General Public License can be used, that proxy's
public statenent of acceptance of a version permanently authorizes you
to choose that version for the Program

Later license versions nmay give you additional or different
perm ssions. However, no additional obligations are inposed on any
aut hor or copyright holder as a result of your choosing to follow a
| ater version.

15. Disclaimer of Warranty.

THERE 1S NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERM TTED BY
APPLI CABLE LAW  EXCEPT WHEN OTHERW SE STATED I N WRI TI NG THE COPYRI GHT
HOLDERS AND/ OR OTHER PARTI ES PROVI DE THE PROGRAM "AS |S" W THOUT WARRANTY
OF ANY KIND, EI THER EXPRESSED OR | MPLI ED, | NCLUDI NG, BUT NOT LIM TED TO,
THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPOSE. THE ENTIRE RI SK AS TO THE QUALI TY AND PERFORMANCE OF THE PROGRAM
IS WTH YOU. SHOULD THE PROGRAM PROVE DEFECTI VE, YOU ASSUME THE COST OF
ALL NECESSARY SERVI CI NG, REPAI R OR CORRECTI ON.

16. Limtation of Liability.

I'N NO EVENT UNLESS REQUI RED BY APPLI CABLE LAW OR AGREED TO I N WRI Tl NG
W LL ANY COPYRI GHT HOLDER, OR ANY OTHER PARTY WHO MODI FI ES AND/ OR CONVEYS
THE PROGRAM AS PERM TTED ABOVE, BE LI ABLE TO YOU FOR DAMAGES, | NCLUDI NG ANY
GENERAL, SPECI AL, | NCI DENTAL OR CONSEQUENTI AL DAMAGES ARI SI NG OUT OF THE
USE OR I NABI LI TY TO USE THE PROGRAM (| NCLUDI NG BUT NOT LIM TED TO LOSS OF
DATA OR DATA BEI NG RENDERED | NACCURATE OR LOSSES SUSTAI NED BY YOU OR THI RD
PARTI ES OR A FAI LURE OF THE PROGRAM TO OPERATE W TH ANY OTHER PROGRAMS),
EVEN | F SUCH HOLDER OR OTHER PARTY HAS BEEN ADVI SED OF THE POSSI BI LI TY OF
SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclainmer of warranty and limtation of liability provided
above cannot be given local |egal effect according to their terns,
reviewi ng courts shall apply local |aw that npst closely approxi mtes
an absolute waiver of all civil liability in connection with the
Program unless a warranty or assunption of liability acconpanies a
copy of the Programin return for a fee.

END OF TERMS AND CONDI TI ONS

8.4.2 BSD2.0

The BSD 2.0 License
Copyright (c) 2009 Kontron America, Inc. All rights reserved.

Redi stri bution and use in source and binary forms, with or wthout
nodi fication, are permtted provided that the follow ng conditions are nmet:

a.. Redistributions of source code nust retain the above copyright notice,
this list of conditions and the follow ng disclainmer.
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b.. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the follow ng disclaimer in the docunentation

and/ or other materials provided with the distribution.
c.. Neither the name of Kontron, nor the nanes of its

contributors nmay be used to endorse or pronote products derived from

this software wi thout specific prior witten perm ssion.

THI'S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS "AS | S"
ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE | MPLI ED

WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE ARE

AND

DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT OWNER OR CONTRI BUTORS BE LI ABLE FOR
ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES

(I'NCLUDI NG, BUT NOT LIMTED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES;

LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON

ANY THEORY OF LIABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT

(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY OUT OF THE USE OF THI S

SOFTWARE, EVEN | F ADVI SED OF THE POSSI BI LI TY OF SUCH DAMAGE.
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