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Introduction
MAPI Acceleration
Exinda Firmware Version: 6.1

All rights reserved. No parts of this work may be reproduced in any form or by any means -
graphic, electronic, or mechanical, including photocopying, recording, taping, or information
storage and retrieval systems - without the written permission of the publisher.

Products that are referred to in this document may be either trademarks and/or registered
trademarks of the respective owners. The publisher and the author make no claim to these
trademarks.

While every precaution has been taken in the preparation of this document, the publisher
and the author assume no responsibility for errors or omissions, or for damages resulting from
the use of information contained in this document or from the use of programs and source
code that may accompany it. In no event shall the publisher and the author be liable for any
loss of profit or any other commercial damage caused or alleged to have been caused directly
or indirectly by this document.

Using this Guide
Throughout the manual the following text styles are used to highlight important points:

e Useful features, hints and importantissues are called "notes" and they are identified in
alight blue background.

Note: This is a note.

e Practical examples are presented throughout the manual for deeper understanding of
specific concepts. These are called "examples" and are identified with alight green
background.

This is an example.

e Warnings that can cause damage to the device are included when necessary. These are
indicated by the word "caution" and are highlighted in yellow.

Caution: This is a caution.
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Overview

As of ExOS 5.2, Exinda x800 appliances have built-in support for accelerating MAPI traffic. In
order to gain the most benefits from Exinda's acceleration, compression and WAN Memory
technologies, itis recommended that any native compression and encryption be disabled in
Exchange and Outlook.

This How to Guide explains how to disable Exchange compression and encryption for Outlook
2003/2007 clients and Exchange 2003/2007 servers.
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Enable MAPI Accleration on the Exinda Appliances

Turn Acceleration ON for the policy that captures MAPI traffic. By default this policy is called
“Mail - Guarantee Low 5%-100% - Accelerate”.

Virtual Circuit 15 - WAN outbound (1024000 kbps to ALL)
] P2P - Choke 1%-3% (Optimize, 1%-3%, Priority 10) [—Actions—+]
= Recreational - Limit Low 2%-10% (Optimize, 2%-10%, Priority 10)
[~ Software Updates - Guarantee Low 5%-100% - Accelerate (Optimize, 5%-100%, Pricrity &, Application Acceleration)
= Voice - Guarantee Critical 15%-100% [Optimize, 15%-100%, Priority 1)
] Interactive and Secure - Guarantee High 10%-100% (Optimize, 10%-100%, Priority 3) ﬂ
= Thin Client - Guarantee High 10%-100% (Optimize, 10%-100%, Priority 3)
] Files - Guarantee Med 8%-100% - Accelerate (Optimize, 8%-100%, Priority 4, Application Acceleration)
= Web - Guarantee Med 8%-100% - Accelerate (Optimize, 8%-100%, Priority 4, Application Acceleration)

I [~ Mail - Guarantee Low 5%-100% - Accelerate (Optimize, 5%-100%, Priority 6, Application Acceleration) I ﬂ
-] Database - Guarantee Med 8%-100% - Accelerate (Optimize, 8%-100%, Priority 4, Application Acceleration)
= ALL - Guarantee Low 5%-100% (Optimize, 5%-100%, Priority 7) [--Actions--[+]
Order: l:l Policy: |ALL - Accelerate EI | Add To "WAN outbound' |

Figure 1: By default, MAPI falls into this Mail policy.

Note: This can be done by following the Optimizer Wizard in the Basic User Interface. Select
‘Yes’ when asked if you would like to accelerate.

© 2011 Exinda, Inc






10

MAPI Acceleration

4.1.1

Turn off MAPI Encryption and MAPI Compression

Turning off Compression

MAPI Compression is a server side configuration parameter. Therefore, you need to make the
change on all Exchange servers. On each Exchange Server (Exchange 2003/2007), make the
following change in the Windows Registry.

Navigate to:

"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\MSExchangelS\ParameterSyste
m" and set “Rpc Compression Enabled” to "0".

£ Registry Editor

File Edit View Favorites Help

=4 ParametersSystem ;l Marne Type Data
(1 InternetCantent 2] (Defsult) REG_SZ  (wabus nct set)
[ Performance [28 circular Logging REG_D... 0x00000001 (1)
-] PSISESZ [&¥]08 Recovery REG_D... 0x00000000 (0)
H g:’;z;ﬂ; [5¥] Disable Exchange Wiiter REG_D... 0x00000001 (1)
1 = 3] D5 Computer REG_SZ  PSISES2
e ‘E]Ei';::i‘;‘;’;cw ;:b;;]MTn Computer REG_SZ PSISBS2
-2 MSExchangeMTA g;b;]OnIine Compaction REG_D... (00000001 (1)
5 MSEechangeU il 8] Rpc/HTTP Port REG_D... Ox00001771(6001)
{2 MSExchangeOMA 28] This Server REG_SZ  PSISBS2
[# (] MSExchangesa A e Lok B e\ ga s idoc Brchegr | MOBDAT A
[0 MSExchangeSenderID |4 {Rpc Compressian Enabled REG_D... Ox00000000 (0)
[#(_] MSExchangeSRs I_:H'JRp(_ Compression Minimum Sige REG_D... OocODDOD400 (1024)
[* 1] MSExchangeTransport [%%]Rpe Packing Enabled REG_D... 000000000 (0)

[+ -] MSExchangellCF
[*{_] MSExchangeWEE
{0 Msfs

[#-_] MSIServer ‘l‘
K| [ [ |

|I"w ComputeriHKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet|Services\MSExchangelSiParametersSystem

Figure 2: Change the compression parameter in the Windows Registry on all Exchange servers.

Note: If this registry entry is not present by default, it needs to be added as a DWORD and the
value set to "0".

Once this changes has been made, Exchange will need to be restarted.

Comparing ‘Exchange Compression’ to ‘Exinda WM Compression’

The following 2 tests were carried out to compare the performance of Exinda's compression
and WAN Memory technologies to Exchange's native compression.

Exchange Results:
1recipient: 3.3MB was compressed to 3MB — 10% reduction
2nd and subsequent recipients: 3.3MB was compressed to 3MB —10% reduction

Exinda Results:

1recipient: 3.3MB was compressed to 2.5MB —24% reduction
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2nd and subsequent recipients: 3.3MB was compressed to 0.2MB —94% reduction

Exinda

2+ Recipients

K 1st Recipient

Exchange

EF [{

=

20 40 60 80 100

Figure 3: Compression percentage achieved by Exinda and Exchange.

Test parameters:
e File size: 3.3MB PDF file
o Link speed: 2Mbps, with 30ms RTT
e Email: Exchange 2007 server / Outlook 2003 client

e Exinda devices: 2x Exinda 4800 appliances

4.2  Turning off Encryption

MAPI Encryption is a client side configuration parameter in Outlook. Therefore, you need to
make the change on each Outlook client.

There are two items in Outlook that will require configuration - Trust Center and Account
settings.

First navigate to the "Tools" menu, then select the "Trust Center" option. Select the "E-mail
Security" link on the left and ensure the "Encrypt contents and attachments for outgoing
messages" option is disabled.
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(2] =

Trust Center - ——

Trusted Publish

rusted Publishers Ero i ]

Add-ins

q_ % Encrypt contents and attachments for outgoing messages I

Privacy Options Add digital signature to outgoing messages
i : . .
I |_E-mail Seeurity _.| Send clear text signed message when sending signed messages

|:| Request S/MIME receipt for all 5/MIME signed messages

Attachment Handling . -
i Default Setting:
i Automatic Download

Digital IDs (Certificates)
|| Macro Security
| . — Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
l Programmatic Access
[ publish to GAL.. | [ Import/Export.. | | Geta Digital ID..
|| .
Read as Plain Text
I |:| Read all standard mail in plain text
Read all digitally signed mail in plain text
i
f Script in Folders
I |:| Allow script in shared folders
Allow secript in Public Folders

I
[
!
U
i
|

ok | [ cancel

L —— e ———

Figure 4: Disabling encryption on an Outlook client - Trust Center settings
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Now open the Account settings dialog from the Tools menu, navigate to the Security options
and disable encryption as shown below.

E-mail Actounts
Yiour can dehd o remoree an acoount. You can select an acoount and change [t5 settings,

g Hew.., E"ﬂ!ﬂl’ﬂ ot g Dofadt P Remove # B

Hame Type
Bexrds.com Microsafi Exchange (zend from thes account by defmit) |

Selected account delvers new messages to the following location:

in data fis C:\serg),..)
| Ge |
(Change Accourt _
Enter the informartion required to oonnect bo Merosofl Exchange or & compabhle senace. I_.

Tppe She sarver name for yoor soosunt. 1F you don't knows the server name, 8k your
scoount prossder,
Servers |

[ Ui Cinchnd Eacharge Mode
Type She user name Sor your saoounl.

L Marme: Chs Plare

{ More setings ., | \
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[Microsaft Exchange X

| General | advanced| secrty |comecton |

Emorypbion
V| Encrypt data between Microsoft Outlook and
Microsaft Exchange

| User identification
| Abways prompt for logon credentials

|
| Logon network security:
[Negotiate Authentication -

Ensure that Encryption option shown above is unchecked.

Figure 5: Disabling encryption on an Outlook client - Account settings

Note: These parameters are configurable via a global change so that each client does not need
to be individually changed.
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View Acceleration Results

Navigate to the Exinda Web User Interface (Web Ul) - Advanced Mode. Click on Monitor |
Reduction to view the MAPI reductions results, in this case there is 37% reduction for MAPI.

! )} | Config Status No unsaved changes | Systam Haalth :

| Mon Aug 17, 2000 08:38:02 | w5.2.0.!

Reduction | Range: Previous Week =] 12:008M 09/Aug/2005 - 12:00AM 16/Aug/2009 & &

Peer: | UK-Leeds 'I

Outbeund Total Reduction for Poer - UK-Loads

0.808bps —
0.7Mbps —
0.6Mbps —
0.5Mbps —

0.4Mbps —
0.3Mbps
0.2Mbps
0.1Mbps.

1 1 1
12:00AM DE:00PM 12:00PM DE:00AM 12:00AM
09 Aug 08 10 Aug 08 12 Aug 08 14 Aug 09 18 Aug 09

¥ LavDon ¥l wanDaia

Optimiza

[4+] Expand ALL
Reduction Type: | Total Reduchbion j

Reduction Statistics by Application for UK-Leeds

Application LAN Data (MB) WAN Data (MB) Reduction Ratio (%)
1 Digcovernd Ports 5.26 5.00 l: 4.94
2 HTTP 807.09 200.70 I | 512
3 cifs 2558.85 463,23 B ] s1.90
4 SMTP 0.02 0.02 1 o.0
5 MWarberos 1.22 1.24 [ 1 po.oo
& LDAP 14.18 7.28 B ] 4866
7 MS-SQL 5.95 1.27 I | 7886
8 MSRPC 5.09 5.05 1 o
@ M5 Global Catalogus S5L 0.01 0.01 1 oo
10 Kasparsky 4419,06 4368.15 [ 118
11 MAPI 334,88 209.83 B ] 3734
12 AD Raplication 115.27 108.70 1 s7

Figure 6: Example reduction statistics after disabling MAPI compression and encryption.
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