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1 Introduction

Application Performance Score (APS)

Exinda Firmware Version: 6.1

All rights reserved. No parts of this work may be reproduced in any form or by any means -
graphic, electronic, or mechanical, including photocopying, recording, taping, or information
storage and retrieval systems - without the written permission of the publisher.

Products that are referred to in this document may be either trademarks and/or registered
trademarks of the respective owners. The publisher and the author make no claim to these
trademarks.

While every precaution has been taken in the preparation of this document, the publisher
and the author assume no responsibility for errors or omissions, or for damages resulting from
the use of information contained in this document or from the use of programs and source
code that may accompany it. In no event shall the publisher and the author be liable for any
loss of profit or any other commercial damage caused or alleged to have been caused directly
or indirectly by this document.

1.1 Using this Guide

Throughout the manual the following text styles are used to highlight important points:

· Useful features, hints and important issues are called "notes" and they are identified in
a light blue background.

Note: This is a note.

· Practical examples are presented throughout the manual for deeper understanding of
specific concepts. These are called "examples" and are identified  with a light green
background.

This is an example.

· Warnings that can cause damage to the device are included when necessary. These are
indicated by the word "caution" and are highlighted in yellow.

 Caution: This is a caution.
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2 Overview

Analysing the performance of networked applications is a common task faced by network
administrators. Often the root cause of an applications poor performance is not understood,
and a common response is to undertake an expensive, often unnecessary upgrade of network
capacity.

Application Performance Score (APS) is a technology provided by Exinda that monitors an
application's network performance. The method works by passively measuring several
properties of a TCP conversation and combining them to given an overall score. These
properties are referred to as Application Performance Metrics (APM).

APS  can be used to replace traditional non-passive methods that attempt to measure
network performance - such as ICMP echo (ping) or SNMP measurements of server load.
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3 Application Performance Metrics

The following properties of a TCP conversation are measured by an Exinda appliance when
the APM ASAM module is enabled. 

· Round-Trip Time (RTT)

· Network Delay

· Server Delay

· Network Jitter

· Transaction Delay

· Packets / Bytes Lost (Retransmissions)

· Connections Started

· Connections Aborted

· Connections Refused

· Connections Ignored

The APM ASAM is enabled by default - it can be disabled under the System | Setup | Monitor
page (ASAM section) on the Exinda's Web User Interface, advanced mode.

3.1 Definitions

This section describes the method used to measure each of the Application Performance
Metrics.

3.1.1 Round Trip Time

Round-Trip Time (RTT) is a measure of the time it takes for a packet to travel from a device,
cross a network and return. APM estimates RTT during the connection establishment part of a
TCP connection, and continually updates this estimate as data is sent on the connection. 

The following diagram illustrates the way in which RTT is calculated:
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As each packet is intercepted, it is time stamped with a highly accurate nanosecond resolution
clock source. Since an Exinda is positioned between the client and server,  the RTT is
calculated as the sum of a server end RTT and a client end RTT as follows:

RTTs1 = t2 - t1, RTTc1 = t3 - t1

RTTs2 = t5 - t4, RTTc2 = t7 - t6

avRTTs = (RTTs1 + RTTs2)/2, avRTTc = (RTTc1 + RTTc2)/2

RTT = avRTTs + avRTTc

3.1.2 Transactions

Server Delay, Network Delay and Jitter are measured per transaction. A transaction is defined
as a client request followed by a server reply.

· Network Delay is the time taken for data to traverse the network (on the wire).

· Server Delay is the time taken for a server to respond to a request.

· Network Jitter is a measure of the variability of Network Delay. We define it one standard
deviation of the Network Delay.
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3.1.2.1 Read Transaction

N1 = t1 – t1 + 0.5 * RTT

S = t2 – t1 – RTTs

N2 = t5 – t2 + 0.5 * RTT

3.1.2.2 Write Transaction

N1 = t4 – t1 + 0.5 * RTT

S = t5 – t4 – RTTs

N2 = t5 – t5 + 0.5 * RTT
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3.1.2.3 Normalization

All other factors being equal, we would expect transaction delays to increase with the amount
of data transferred (the transaction size).

To make the APS score independent of transaction size, we normalise the transaction delay
metrics using a normalization constant of 1024 bytes:

T' = T * (1024 / D), where D = the number of bytes transferred as part of the transaction

3.1.3 Packet Loss

The amount of data retransmitted per flow is used to calculate the Network Efficiency metric
as:

Efficiency = 100% * (transferred - retransmitted) / transferred

and

Network Loss = 100 - Efficiency

Note: Network Loss, not Efficiency is used when calculating APS.

3.1.4 TCP Health

Each TCP flow is monitored for abnormal terminations:

· Aborted  – a connection is reset by either the client or the server after being established.

· Refused – connection is reset and is not yet established.

· Ignored   – connection expired without being fully established.

3.2 Alerts

APM objects allow you to to send an alert when a metric rises above a set threshold.

Note: To configure an APM object, navigate to Objects | Service Levels | Application
Performance Metric on the Web UI, advanced mode.

The table shows the currently configured APM objects.

Example: Configure an alert when the server-delay metric for SMTP traffic matching the Office
internal network-object exceeds 100 ms over a period of 1 hour.

Click on the 'Add New APM Object' button and enter the settings as below.
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Click on 'Apply Changes'

Note: ensure that APM alerts are enabled in System | Setup | Alerts

3.3 Display

APM values are available in realtime as well as summary form. This section describes how the
Application Performance Metrics are accessed.
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3.3.1 Realtime - Application Response

The APM values are available as a realtime display. To access, select the Application Response
tab on the the Monitor | Realtime page:

 

The realtime display shows the APM values by application for the selected time period. As
well as the APM values, the number of flows and the number of transactions are shown.

To display realtime APM  from the CLI, use the following command:

ex-240 (config) # show realtime apm applications
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3.3.2 Realtime - TCP Health

The TCP Health values are available as a realtime display. To access, select the Host Health tab
on the Monitor | Realtime page:

To display realtime TCP Health from the CLI:

ex-240 (config) # show realtime apm hosts
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3.3.3 Network Summary

The APM values are available summarized by Applications, Users, Hosts and Conversations. To
show the summarized APM values, select the "Show Details" link on upper left of the
Network Summary Applications, Users, Hosts or Conversations table:
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3.3.4 TCP Health and Efficiency

To display TCP Health, select the TCP Health tab from Monitor | Service Levels:

To display TCP Efficiency, select TCP Efficiency from Monitor | Service Levels:
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4 Application Performance Score

The Application Performance Score combines selected Application Performance Metrics to
form an overall score that is used to monitor the performance of a networked application. 

To calculate the APS, each metric is classified into one of 3 categories. For a given metric
threshold T, the categories are:

Satisfied [0, T)

Tolerated [T, 4T)

Frustrated >= 4T

The APS score is a number between 0 and 10 that measures an applications network
performance:

aps = 10 * (satisfied samples + (tolerated samples / 2)) / total samples

Example: Calculating an APS:

We configure a threshold for Network Delay as T = 300 msec for HTTP.

In one 10s period, we sample 10 flows for HTTP.

5 samples are > 300 ms but < 1200 ms

5 samples are < 300 ms

The APS score is:

aps = 10 . (5 + 5/2) / 10 = 7.5 

4.1 Configuration

Note: To configure an APS object, navigate to Objects | Service Levels | Application
Performance Score on the Web UI, advanced mode.

A list of currently configured APS Objects is shown. To make changes to an existing APS object
or to delete an APS object, select Edit or Delete. To add a new APS object select "Add New
APS Object".
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APS Name* The name of the APS object

Application* The application that this APS object monitors (e.g HTTP)

Network Object - Internal* Specify the  internal IP addresses that this APS object
should measure (e.g ALL or a network object representing
internal subnets)

Network Object - External* Specify the external IP address that this APS object should
measure (e.g ALL or a network object representing
external application servers)

Network Delay (ms)** Network Delay threshold in microseconds

Server Delay (ms)** Server Delay threshold in microseconds

Network Jitter (ms)** Network Jitter threshold in microseconds

Network Loss (%)** Network Loss threshold in percentage

Round Trip Time (ms)** Round Trip Time threshold in microseconds

APS Threshold The APS value below which an alert will be generated (if
enabled)

Alert Trigger Delay The amount of time the APS value is required to be lower
then the threshold in order to trigger the alert.

Alert enable Enable APS alerts.

Note: * Indicates a required field. 

Note: ** At least one threshold must be specified.
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APS alerts can also be globally enabled or disabled from the Setup | Alerts page. SNMP traps
and/or email alerts can be configured.

4.2 Display

To show  time series graphs for each configured APS object, select the Application
Performance Score tab from Monitor | Service Levels:

The graphs show APS values over the selected time period as well as a table summarizing the
individual  metrics over the selected time period. The colors indicate the category for each
metric - green: satisfied, yellow: tolerated and red: frustrated. When no color is used it
indicates a metric that does not contribute to the APS score because no threshold has been
configured for that metric.

Click on the APS name to show time series graphs for individual metrics:
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4.3 Reporting

Reports are available for APS (summary), TCP Efficiency and TCP Health. Choose which graphs
are required when creating a report:
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5 Deployment Topologies

Exinda APS technology needs to see all packets for TCP transactions in order to accurately
estimate delays. The diagrams below show typical deployment options that are all compatible
with APS.

The Exinda appliance is deployed inline between the core switch and the WAN router:

The Exinda appliance is deployed inline between the remote router and the remote server(s):

The Exinda appliance is deployed out of path using a SPAN/mirror port on a switch or router:
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