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Introduction
Adaptive Response
Exinda Firmware Version: 6.1

All rights reserved. No parts of this work may be reproduced in any form or by any means -
graphic, electronic, or mechanical, including photocopying, recording, taping, or information
storage and retrieval systems - without the written permission of the publisher.

Products that are referred to in this document may be either trademarks and/or registered
trademarks of the respective owners. The publisher and the author make no claim to these
trademarks.

While every precaution has been taken in the preparation of this document, the publisher
and the author assume no responsibility for errors or omissions, or for damages resulting from
the use of information contained in this document or from the use of programs and source
code that may accompany it. In no event shall the publisher and the author be liable for any
loss of profit or any other commercial damage caused or alleged to have been caused directly
or indirectly by this document.

Using this Guide
Throughout the manual the following text styles are used to highlight important points:

e Useful features, hints and importantissues are called "notes" and they are identified in
alight blue background.

Note: This is a note.

e Practical examples are presented throughout the manual for deeper understanding of
specific concepts. These are called "examples" and are identified with alight green
background.

This is an example.

e Warnings that can cause damage to the device are included when necessary. These are
indicated by the word "caution" and are highlighted in yellow.

Caution: This is a caution.
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Adaptive Response

Overview

Adaptive Response allows administrators to specify rules based on data transfer which
dynamically populate Network Objects. These Dynamic Network Objects may then be used
when configuring Optimizer Policies.

This functionality allows the system administrator to create policies which automatically
restrict a user’s bandwidth once a set transfer limit has been exceeded within a specified
period of time. Users are identified by IP address.

The following steps are required to implement such policies:

e Create a static Network Object that defines the subnet(s) that will be monitored OR map an
Active Directory group to a Dynamic Network Object.

e Create an Adaptive Response limit rule (which implicitly creates a Dynamic Network
Object).

¢ Include the Dynamic Network Object in the Optimizer Policies.

© 2011 Exinda, Inc






8 Adaptive Response

3 Creating Adaptive Response Rules (Web Ul)

In order to demonstrate how to configure Adaptive Response using the Web Ul, the following
example will be used as a guide.

Example: An educational institution has a group of students who have IP addresses in the
subnet 192.168.0.0/16. Each student shall be allowed 10GB data transfer (uploads and
downloads) per month.

3.1 Create a Source Network Object

Using the Web Ul - Advanced Mode, navigate to System | Objects | Network Objects and
create a Network Object that defines the Student subnet as 192.168.0.0/16.

Add Hew Network Object

Mame: [stydents |

Location:

Subnet Report:

Subnets:  1p Network Address f Mask Length
|192.168.0.0 | /|26 |
| /] |
| /] |
| /] |

| add Mew Metwork Object |

Figure 1: The 'Students' Network Object.
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Creating Adaptive Response Rules (Web Ul) 9

3.2 Create an Adaptive Response Rule

Using the Web Ul - Advanced Mode, navigate to System | Objects | Adaptive Response.

Add New AR Limit

Name: |students-AR |

Source Metwark Object: | syydents -

Destination Metwork Object: [students-Over-Quota |

Duration: | Monthly -

Direction: [gpaoth

I

Aarmount (MBY: |[{0on

Enable:

Figure 2: The Adaptive Response Web Ul form.

Name Give the rule aname

Source Network The Network Object used as a source of IP addresses

Object

Destination This Dynamic Network Object will be created and will contain all the

Network Object IPs from the Source Network Object that have exceeded the Adaptive
Response limit.

Duration Over what period the limit will apply : Daily, Weekly or Monthly.

Direction In which direction should data be accounted? Inbound (WAN ->LAN),
Outbound (LAN ->WAN) or Both.

Amount The data limit (quota) in MB.

Enable Enable or disable this rule. When arule is disabled all IP's will be

removed from the Destination Network Object.

To configure an Adaptive Response limit for the example above, the rule should look like this:

Name Source Network  Destination Network  Duration Direction Amount Enabled Edit Delete
Students-AR Students Students-Owver-Quota rmonthly both 10000

Figure 3: A configured Adaptive Response rule.

This rule ensures that any user in the Students Network Object, gets placed in the Students-
Over-Quota Dynamic Network Object once they have transferred (uploaded and downloaded)
more than 10GB in a calendar month.

At the end of the calendar month, the Students-Over-Quota Network Object is reset.
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3.3

Once you are satisfied with the rule, click the “Add New Limit” button. This will load and
activate the rule and begin populating the Destination Network Object.

To view the IP addresses added to the Dynamic Network Object, navigate to the System |
Network Object | Dynamic page using the Advanced Web Ul and select the Dynamic Network
Object associated with your Adaptive Response rule from the drop down.

Mame: | Students-COver-Quota ;I

Adaptive Response

IP Address User Time Added
Mo IP Addresses

Figure 4: View current list of IP addresses in the Dynamic Network Object.

This will show which users were added to the Dynamic Network Object and when they were
added.

Use the Adaptive Response Rule in the Optimizer

Add the new Dynamic Network Object to the Optimizer Policies using the Advanced Web Ul
and navigated to the Optimizer page.

Circuit 10 - Students Metwork (10240 kbps)
¥Yirtual Circuit 10 - Students Over Quota (512 kbps to f from "Students-Over-Quota’)

ALL - Guarantee Low 5%-100% (Cptimize 5% - 100%, Priority 7)
arder: l:l Policy: [ ALL - Accelerate | [ add To 'students Over Quata' |

¥Yirtual Circuit 20 - Other Students (10240 kbps to f from "ALL")
ALL - Guarantee Med 8%-100% {Optimize 8% - 100%, Priority 5)
arder: l:l Policy: [ ALL - Accelerate | [ add To "other Students' |

Figure 5: The Students-Over-quota Dynamic Network Object used in an Optimizer Virtual Circuit.

In this example, the Students that have exceeded their monthly limit get placed in a 512kbps
Virtual Circuit whereas all other students (the ones who have not exceeded their monthly
limit) are placed in a 10Mbps Virtual Circuit.
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Creating Adaptive Response Rules (Web Ul) 11

3.4 Using Adaptive Response with Active Directory

In the last example, a static Network Object was used as the source of IP's. It is also possible
to use a Dynamic Network Object mapped from an Active Directory group as a source.

Using the Web Ul - Advanced Mode, navigate to Objects | Users & Groups. Edit the "Students
(DEV)" group.

Optimizer Status : ( ) | Config Status No unsaved changes | System Health :

Dashboard Users & Groups

Syst

D — Network Users Network Groups

Network Network Groups (Total: 12)

09 | A | B | € | D| E | E|] S| H | I|JI]| K]LIE

VLANsS | Z | Others | [ALL]

Protocols

Group (Domain) Network Object Edit

Applications

Schedules Administrators (DEV) B Edit
Adaptive Response Denied rodc password replication group (DEW) Edit

Monitor Domain admins (DEWV) Edit

Report Domain guests (DEV) Edit

Domain users (DEW) Edit

Optimize

[+] Expand ALL Enterprise admins (DEV) Edit

Group policy creator owners (DEV) Edit

Guests (DEV) Edit
Remote desktop users [(DEV) Edit
Schema admins (DEV) Edit

Students (DEV) Edit

Users (DEV) Edit

Click on the 'Edit' button for Students (DEV)
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exinda admin

Optimizer Status : ( } | Config Status No unsaved changes | System Health : | Thu Apr 8, 2010 00:34:32

D — Edit Group

| st W oncusers [

Logins from users in the network group(s) DEV\Students will be mapped to the Students network object
Network
R e snuE Name |pEV\Students
VLANs
Prot Is Map to Network Object
Applications Ignore Domain
Schedules
Adaptive Resp Apply Cancel

[+] Expand ALL

Enable the 'Map to Network Object' and 'Ignore Domain' checkboxes. When the 'Apply' button
is clicked a Network Object named 'Students' will be created that will be contain all IP's in the
Active Directory 'Student' group. This Network Object can be used when creating an Adaptive
Response rule exactly as for the previous example.
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4.1

Creating Adaptive Response Rules (CLI)

Adaptive Response rules can be created using the CLI (in configure terminal mode):

adaptive limit <limit-name> network-object source <src> destination <dst>
adaptive limit <limit-name> amount <N (mb)>

adaptive limit <limit-name> duration <daily|weekly|monthly>

adaptive limit <limit-name> direction <inbound|outbound|both>

adaptive limit <limit-name> enable

Example: Create an Adaptive Response rule which adds IP addresses from the static Students
Network Object to the Dynamic Network Object Students-Over-Quota, once 200 MB has been
downloaded per day.

adaptive limit Students-AR network-object source Students destination Students-Over-Quota
adaptive limit Students-AR amount 200

adaptive limit Students-AR duration daily

adaptive limit Students-AR direction inbound

adaptive limit Students-AR enable

Other Commands

The following command may be used to show Adaptive Response rules:

show adaptive limit <limit-name>

Adaptive Response evaluates rules every 5 minutes by default. IP addresses are added to
destination dynamic Network Objects when the amount of traffic for the specified direction
and duration exceeds the specified amount. Network Objects are cleared at the end of the
duration (e.g. daily, weekly or monthly). The following command can be used to change the
frequency at which the rules are evaluated:

adaptive update-time <seconds>
Use the following command to show network objects created by Adaptive Response:
show network-object <network object>

The following command will clear all IP's from all Adaptive Response destination Network
Objects. The Network Objects will be repopulated when rules are next evaluated.

adaptive clear

© 2011 Exinda, Inc
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4.2

4.3

4.4

Add Dynamic Network Object to Optimizer

The aim of this step is create a virtual circuit which references a dynamic network object
created above.

Example: Assuming we have created a Virtual Circuit named "Wan Inbound Choke" with
reduced bandwidth, we can now reference the Dynamic Network Object created above using
the following CLI command.

(config) # circuit default vcircuit "WAN Inbound Choke" destination Students-Over-Quota

Disabling an Adaptive Response Rule

To disable an Adaptive Response rule, run the following command. No IPs will belong to the
destination Network Object, so any Optimizer Virtual Circuits or Policies using the destination
Network Object will effectively do nothing.

(config) # no adaptive limit Students-AR enable

Excluding Hosts/Subnets from the Quota

Itis possible to configure Adaptive Response rules to exclude both internal or external hosts
and subnets from the data transfer limits. This configuration option is available using the
following CLI commands:

adaptive limit <limit-name> except network-object {internal|external} <network object>

Example: Create an Adaptive Response rule which adds IP addresses from the static Students
Network Object to the Dynamic Network Object Students-Over-Quota once 200 MB has been
downloaded per day, except for the IP address 192.168.0.50.

network-object IgnoreUser subnet 192.168.0.50 /32
network-object IgnoreUser location internal

adaptive limit Students-AR network-object source Students destination Students-Over-Quota
adaptive limit Students-AR amount 200

adaptive limit Students-AR duration daily

adaptive limit Students-AR direction inbound

adaptive limit Students-AR enable

adaptive limit Students-AR except network-object internal IgnoreUser

Example: Create an Adaptive Response rule which adds IP addresses from the static Students
Network Object to the Dynamic Network Object Students-Over-Quota once 200 MB has been
downloaded per day except for the DMZ subnet 203.122.212.128 /27.

network-object IgnoreDMZ subnet 203.122.212.128 /27
network-object IgnoreDMZ location external
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adaptive
adaptive
adaptive
adaptive
adaptive

adaptive

limit
limit
limit
limit
limit

limit

Students-AR
Students-AR
Students-AR
Students-AR
Students-AR

Students-AR

network-object source Students destination Students-Over-Quota
amount 200

duration daily

direction inbound

enable

except network-object external IgnoreDMZ

The above examples illustrate how to exclude IP addresses or subnets from the Adaptive
Response quota. The first example excludes an internal IP address that exists on the LAN-side
of the Exinda appliance. The second example excludes an entire subnet that exists on the
WAN-side of the Exinda appliance.
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